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Abstract

Communication links or nodes failure is common in Software-Defined Networking
(SDN), which affect on-going communication and induces performance bottleneck. In
SDN, protection-based recovery mechanisms pre-installs a backup route to offer local
failure recovery. In those mechanisms, rule compression improves memory consump-
tion. However, rule compression reduces network visibility and impedes fine-grained
monitoring. When a topology has edge-disjoint routes, protection-based recovery uses
OpenFlow Fast Failover Group (FFG); otherwise, it uses MPLS-crankback (CB) to
reroute the affected traffic. But CB strategy suffers from continuous backtracking
and induces extra latency overhead. Crankback with Controller (CBC) strategy can
terminate such backtracking. CBC also suffers from the controller to switch commu-
nication overhead and impact the overall recovery time. Moreover, congestion in a
network induces packet loss and impedes reliable communication. Priority flows can
experience longer routes because of load distribution to alleviate congestion.

Thus, a failure recovery scheme must not impact fine-grained monitoring and
priority flows while meeting the delay requirement (in the order of milliseconds) of
applications. However, existing recovery schemes failed to meet these correlated re-
quirements. This thesis fills that gap and proposes three data plane based techniques
called SD-FAST, cMon, and DPAL. In particular, SD-FAST supports local failure
recovery to terminate crankback backtracking, cMon offers fine-grained monitoring
in the presence of compressed forwarding rules, and DPAL allows priority flows to
quickly reach destination irrespective of network load. Extensive performance eval-
uation of the proposed solutions over real network topologies and traffic in Mininet
emulator confirms that they significantly outperform corresponding standard solu-

tions.

viil



List of Abbreviations and Symbols Used

BFD

CB

CBC

CFM

cMon

DPAL

FFG

ICMP

IoT

1P

MPLS

NBI
NOS

OVS

SBI

SDN

SDN

SLA

TCP

Bidirectional Forwarding Detection

Crankback
Crankback with Controller
Connectivity Fault Management

Compression Aware Monitoring
Distributed Priority-Aware Load Balancing
Fast Failover Group

Internet Control Message Protocol

Internet of Things

Internet Protocol

Multiprotocol Label Switching

Northbound Interface
Network Operating System

Open vSwitch

Southbound Interface

Software Defined Network

Ternary Content Addressable Memory
Service Level Agreement

Transmission Control Protocol

1X



TLS Transport Layer Security
TTL Time To Live

UDP  User Datagram Protocol



Acknowledgements

I am very grateful to my supervisor, Dr. Israat Haque for her continuous support
throughout this thesis work. Thus, I want to thank her with full respect. Next, I
want to thank Meysam, Dipon and Fangye for their constructive criticisms about this
work. Finally, I want to thank my parents for their continuous support throughout

my graduate studies.

x1



Chapter 1

Introduction

In Software Defined Networking (SDN) [2,3], the network control logic is separated
from the operational data plane elements. Such separation makes the network pro-
grammable. Due to the programmable nature of the network, SDN boosts up the
network innovation.

Reliable communication is highly desirable to get the full benefit of SDN applica-
tions. Link or node failure affects the reliable transfer of data. Also, congestion often
has an impact on reliability. But congestion control mechanisms often lead the higher
priority flow to a longer route. Also, fast reliable communication strategies exploit
the ternary content addressable memory (TCAM). Thus, to reduce the TCAM usage,
existing schemes often compress the forwarding rules. This kind of compression can
reduce network visibility. Thus, in this thesis, we propose three algorithms that can
offer 1) fast local failure recovery, 2) enable fine-grained network monitoring, and
3) construct appropriate paths for priority flow to distribute the load. At first, this
chapter presents the motivation and objectives of the research. Then, it highlights

the major contributions and outlines the content construction.

1.1 Motivation

In its programmable architecture, SDN uses OpenFlow [4] to enable communication
between the network controller and data plane elements. Using this protocol, network
managers easily impose policies or Service Level Agreements (SLAs) in the form of
flow rules into the data plane switches. The flexible network control attracts SDN-
based network design in data centers, cellular networks, cloud networks, Internet of
Things (IoT), smart cities, and community networks [5-8]. However, service dis-
ruption can wipe out all the benefits of SDN and cause a huge amount of loss [9].
The interruption often happens due to faulty links. A link becomes faulty when it is

damaged, or adjacent node fails.
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To recover from link failure, one strategy in the SDN paradigm is the restoration
approach [10]. In the restoration approaches, the controller installs alternative routes
when a switch reports a failure. However, restoration approaches take a long time
to recover from a link failure due to the high controller to switch communication
overhead. Also, this kind of communication can not ensure a recovery time within

the standard time of 50ms [11].

To recover from the link failure within 50ms, protection [11-13] schemes pre-
installs both primary and backup rules into the data plane switches. They often
use Fast Failover Group (FFG) table of OpenFlow protocol to provide local failure
recovery. In this strategy, every traffic matches the data path flow table and moves
to the FFG table to get the output path. In FFG, primary and backup paths are
stored in the form of buckets. FFG selects the first bucket with live port status
from the bucket list for packet forwarding. The failure detection protocols; such as-
Bidirectional Forwarding Detection (BFD) [14] or Connectivity Fault Management
(CFM) [15], gives the liveliness status of a port. In this strategy, every packet passes
through the FFG to get the active path, which introduces extra processing overhead
to the regular traffic as well as to the failure affected traffic. Moreover, FFG based
strategies require edge-disjoint route at every node of a topology. A node is said to
have edge-disjoint routes if paths from that node do not share common edges. This

kind of property is often absent in many topologies.

When such edge-disjoint property is missing in topology, we can use crankback
(CB) strategy [16]. In that case, traffic can move back towards the source and get
the recovery route from a node having the edge-disjoint route. But in most of the CB
strategy, both regular and affected traffic propagates up to the failed link and back-
tracks towards the node that has the recovery route. This continuous backtracking

introduces significant delay and can reduce the overall network throughput.

To stop the continuous crankback backtracking, crankback with controller (CBC')
strategy uses controller’s assistance [17]. In this strategy, the controller installs rules
in the node that has a recovery route to prevent the traffic movement towards the
failed link. However, the controller often takes a long time to install such a rule due
to its distant location or its load level. At that time, a large amount of traffic can

experience the backtracking issue.
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Moreover, in FFG, CB, and CBC, both the regular and failed traffic need to check
the link failure status, which introduces a significant amount of processing overhead.
Also, these strategies require pre-installed primary and backup routes. Thus they
consume a substantial amount of limited TCAM space. There are techniques [18]
that incorporate forwarding rule compression to prevent their TCAM overutilization.
However, such compression reduces network visibility. Thus, fine-grained network
monitoring becomes difficult when forwarding rules are compressed. The absence of
fine-grained monitoring can introduce incorrect billing, inaccurate Malware detection,
and enable DDoS attacks [18].

Finally, congestion in a network can induce data loss and disrupt ongoing network
operation. Congestion control schemes [13,19] often distribute loads to the less con-
gested path after detecting congestion. However, such distribution usually leaves the
priority flow with a longer route. To offer low route stretch [20] (which is the differ-
ence between the best possible path and the actual path of traffic flow) for the higher
priority flow, we can distribute the low priority flow in the alternate route. However,
such distribution often requires additional processing and induces extra overhead in

the network. Thus, proper distribution of low priority rules is necessary.

1.2 Research Objectives

Resilient network design is highly desirable. Though FFG based schemes [13] can
provide local failure recovery, they cannot survive when topology does not have nodes
with edge-disjoint routes. CB approaches, on the other hand, suffer from backtracking
delay and degrade the overall performance of the network. It is also noteworthy that,
FFG, CB, and CBC schemes suffer from extra table processing overhead. Moreover,
when these approaches try to save TCAM with forwarding rule compression, they
reduce network visibility. Improper distribution of load can induce long route-stretch
to the higher priority flows.

In this thesis, the major objectives are to design local mechanisms in SDN environ-
ment, which does not affect regular traffic for extra comparison with the link status,
can offer fast failure recovery, terminate backtracking locally, provide the best route
for the higher priority flow while balance load, and enable fine-grained monitoring in

a compression aware routing. The proposed scheme targets to provide the following



functions:

e Fast Failure Detection: Fast failure detection is necessary to recover from
a link failure. This function monitors the link status at a periodic interval to

quickly detect any link failure.

e Local Failure Recovery: This function provides the mechanism to recover
from a link failure locally in a distributed fashion. In that case, it uses FFG
when the topology has edge-disjoint routes; otherwise, it uses CB to recover
from a failure. The main objective of this recovery scheme is to provide recovery

passively without comparing each traffic with a link failure status.

e Local Backtracking Termination: This function ensures local termination

of the crankback backtracking.

e Fine-Grained Monitoring: This allows fine-grained monitoring when for-

warding rules are compressed.

e Proper Path For Priority Flow: This function allows a higher priority flow

to achieve low route-stretch.

1.3 Contributions

In this thesis, we propose three distributed algorithms that work in the data plane
to fulfill the above-mentioned research objectives. We implement the proposed algo-
rithms at each switch in the data plane, where the BFD protocol provides the link
status. In the case of a link failure, the proposed scheme replaces the affected rules
with the backup rules. The proposed scheme stores backup rules in another table and
uses that table only when a failure happens. In the case of regular traffic, packets
follow the conventional flow tables and do not experience any comparison with the
link status. With an appropriate tag, we differentiate between crankback and regular
traffic. A switch prompts to send a CB traffic in a recovery route once it finds that
route.

To offer fine-grained monitoring, we capture each traffic and process it in a parallel

process. The per-packet monitoring prepares the necessary monitoring information
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and pushes it to the monitoring controller. Moreover, the monitoring module survives
in the presence of link failures and can preserve the monitoring data.

Finally, our load balancing algorithm only keeps track of the congestion status
of a port. Based on that status, it distributes low priority flows in an alternative
path to reduce the congestion level in the primary path. The algorithm replaces the
minimum number of rules to reduce the processing overhead.

The overall contribution of this thesis can be summarized as follows:

e To provide local recovery, we propose a data plane technique SD-FAST that uses
a distributed packet rerouting algorithm and runs at each data plane switches.

The algorithm works passively and does not affect fail-free traffic.

e To terminate crankback backtracking locally, we use packet-status based routing

decisions.

e In this thesis, we propose another algorithm called, cMon, which offers fine-

grained monitoring when forwarding rules are compressed.

e We also, propose a distributed algorithm called, DPAL, which can offer a better

route for higher priority flow when congestion happens in the primary route.

e We evaluate SD-FAST, cMon and DPAL in Mininet [21] using a Ryu con-
troller [22] and a set of software switches (OVS [23]) over both real traffic and
topologies. The evaluation result shows that SD-FAST can reduce a 73% back-
tracking delay and a 40% overall end-to-end delay. Also, cMon can provide
fine-grained monitoring and improve the TCAM usage three times compared to
FlowStat [18]. DPAL algorithm saves 49% average end-to-end delay for higher

priority flows compared to its counterparts.

1.4 Thesis Outline

The remainder of this thesis is organized as follows: Chapter 2 introduces the nec-
essary background to understand this thesis. We discuss relevant research works in
Chapter 3. Chapter 4 presents SD-FAST design and its evaluation. In Chapter 5,
we present the design and evaluation of cMon. We present DPAL in chapter 6. The

thesis concludes in Chapter 7 with future research directions.



Chapter 2

Background

In this chapter, we present the necessary background to understand the thesis. At
first, we introduce the architecture of the Software-Defined Network (SDN) in section
2.1 and highlight its advantages over the traditional network. In that section, we
also present the OpenFlow protocol, OpenFlow Switch, OpenFlow messages, and
an overview of the famous OpenvSwitch. We discuss the failure handling process of
SDN in section 2.2. There we provide a brief discussion on failure detection protocols:
BFD and CFM. We also discuss the failure recovery schemes: proactive, reactive, and
hybrid techniques. At the end of that section, we discuss CB and CBC schemes. In
section 2.3, we discuss the rule compression and fine-grained monitoring trade-off with
proper examples. Finally, we conclude this chapter with the discussion on congestion

control for priority flows.

2.1 Introduction to Software-Defined Networking (SDN)

2.1.1 Traditional Network

The traditional computer network comprises a different set of network devices such as
switches, routers, firewalls, etc. These devices are autonomous system and mostly op-
erates in a distributed manner. Most of the traditional routers or switches build their
forwarding information base (FIBs) through the exchange of network information
among its neighbors. With the FIBs, they can either forward or drop a packet.
Figure 2.1 presents the architecture of a traditional network. In this architecture,
we can find that each switch has both hardware and software components. Among the
software components, a switch may contain several network applications and network
operating systems. Among the hardware components, a switch may contain the
Central Processing Unit (CPU), Memory, and Application Specific Integrated Circuit

(ASIC). The network applications usually communicate with the switch hardware
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components through the network operating system.

Network Network [l Network
Application 1 @ Application 2 Application N

Control Plane

Operating System

TrTTTTTTT DataPlane =~~~ =~ " 7
[}
- :
| ASIC ASIC 1
|
..................... )
‘h -
'h.“ “'-’
““hﬁ f‘,

Legacy
Switch

Figure 2.1: Traditional Network Architecture.

For most of the traditional network elements, both the hardware and software
components are proprietary and act as the trade secret for manufacturers such as
Cisco, Huawei, Dell, etc. The majority of the manufacturer releases its complex
algorithm and network operating system as a closed source program. This kind of
vendor dependent system has an interoperability issue and increases complexity in
network management and maintenance. Thus, in a traditional network, innovation

becomes slower because of time-consuming and error-prone network configuration and

management.



2.1.2 Software Defined Networking (SDN)

To foster innovation, Software Defined Network (SDN), a new paradigm comes into
the limelight in the early 2000s. It defines the way to design network systems with
a combination of software and commodity network hardware. Unlike traditional net-
work systems, where network control functions are embedded into the data plane
devices, SDN separates network control functions from the data plane devices.
That’s why the network administrator or engineer can reshape the traffic from the
control plane without touching each switch. Figure 2.2 presents the SDN architecture

that comprises of application, control, and infrastructure layer.

Network Application ‘

=

Network Application
Network Application

| -
[
>
©
-
=
ke
=
4]
O
>
Q.
<

Network Services

Network Services _

. Northbound API

&
Controller 2

Controller

‘ Network Services

Control Layer

South Bour_]d'-l
APl /

SDN
Switch

Infrastructure Layer

Figure 2.2: SDN Architecture.

In this architecture, the application layer communicates with the control layer
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through Northbound API (NBI) and the control layer communicates with the Infras-
tructure layer by using Southbound API (SBI).

Application Layer: This is the top layer in an SDN architecture. SDN-based
network applications reside in this layer. Some of the examples of SDN applications
include network management, analytics, DDoS detection, etc. These applications
communicate with the SDN controller through a Northbound API (NBI) interface.
Network administrators or operators use this layer to manage and control the entire

network.

Northbound Interface (INBI): NBI works as a communication interface be-
tween the control and application layers. Using this interface, network managers
pass management decisions such as service level agreements to the SDN controller.
The applications also get the network information from the SDN controller using this

interface. REST API, ONIX API, JAVA API, etc. [24] are the most popular NBI.

Control Layer: The control layer or control plane of an SDN network contains
the logically centralized network controller, which is often referred to as the Network
Operating System (NOS). This layer provides an abstract view of the global network
and hides the implementation details of it. An SDN network may contain one or
more network controllers. Network controllers use East-Westbound APIs to commu-
nicate with each other. Some of the examples of the SDN controller includes- Ryu,
ONOS, OpenDaylight, NOX, POX, and Floodlight [25]. The network controller com-
municates with network applications through NBI. It also communicates with data
plane devices using the SBI. Using SBI, the controller senses the data plane events
and gathers information about the data plane including network topology. For exam-
ple, a controller installs route configuration rules in the data plane routers based on
the collected network state information and the network topology, where the route
configuration policy (e.g., shortest route) comes from the application layer.

Southbound Interface (SBI): This allows interactions between the control
layer and the infrastructure layer. The interactions can be device information query,
network event notification, installation of configuration, etc. OpenFlow, ForCES,
PCEP are examples of some SBIs [24].

Infrastructure Layer: This is the bottom layer of an SDN architecture. In

this layer, data plane network devices reside. These devices perform data processing
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and forwarding functions. They also execute the policies provided by the network
controller. When a new network event happens in the data plane, these devices
communicate with the network controller to get appropriate network configuration

rules.

2.1.3 OpenFlow

OpenFlow becomes a de facto protocol since its innovation during an academic ex-
periment at Stanford University in 2008 [4]. It runs on top of transmission control
protocol (T'CP) and prescribes the use of transport layer security (7LS). It is the
most popular protocol that fosters SDN innovation. With this protocol, different
vendor dependent systems that support different scripting can communicate with the
SDN controller using an open interface. Thus, using a single interface network users
can manage different kinds of devices. Moreover, this protocol allows the SDN con-
troller to gather overall network topology and events. With this information, the
controller gets the global view of the network. Thus, the controller can plan the route

properly and take complex routing and management decisions.

Controller Controller

Control Control

Channel Channel
Control Channel Table Table

=

Flow Flow Flow Port A
PORTC Table Table Table

Eﬂ]l Pipeline Processing @

Figure 2.3: OpenFlow Switch Architecture.
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2.1.4 OpenFlow Switch

An OpenFlow switch supports the OpenFlow protocol and can communicate with an
OpenFlow supported controller on a dedicated port. The most important components
of an OpenFlow supported switch are the flow tables and group tables. When a packet
enters into an OpenFlow switch, it is matched against one or more flow tables in a
pipeline and optionally with the group table. Figure 2.3 shows the architecture of an
OpenFlow switch.

RULE(Match

: Instructions eI 16 Priority Timeouts Cookies
Fields)

1. Forward packet to port

2. Encapsulate and Forward to the
controller

3. Drop packet

4. Send to normal processing pipeline

Switch | MAC | MAC | ETH | VLAN IP
Port | SRC | DST | TYPE ID SRC

IP TCP | TCP

IPDST| ppot [sPoRT PPORT

Figure 2.4: Components of Flow Table Entry

Flow Tables

Flow tables contain the packet forwarding logic in the form of flow rules and can take
necessary action on a packet. A flow entry in an OpenFlow switch contains match
field, priority, counters, instructions, cookie and timeouts. Figure 2.4 presents the

components of a flow entry.

e Match Field: A match field contains the packet matching rule. It may contain
ingress port, optional metadata, and packet header information; such as- source
IP address, destination IP address, source MAC address, destination MAC ad-
dress, Protocol information, etc. OpenFlow switch declares a packet match
when the packet header information matches with all the match elements of a

flow rule.

e Priority: A packet often matches with more than one flow rule. Priority defines

the precedence of a flow rule. A switch always uses the highest priority matching
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flow rule.

e Counters: Counters: They keep track of the usage statistics of a flow rule. It
is updated when a packet match happens. Looking into these counters, we can

easily tell about the number of the processed packet with a flow rule.

e Instructions: This component defines the action set for a packet. Among the
possible actions set, a flow rule can forward a packet to a port, or it can send the
packet to another flow table for further processing, or it may send the packet

to a group table to execute group actions.

e Timeouts: There are two types of timeout in a flow rule. Among them, idle
timeout expires the rule when it is unused for the specified time. Whereas, hard
timeout clears a flow rule after the specified timeout interval irrespective of its

usage.

e Cookie: Controller chooses these opaque data values to filter flow statistics or

to execute flow modification and flow deletion.

Group Tables

Besides flow tables, OpenFlow group table allows grouping of different flows and
executes common action on them. A group contains a unique ID and set of action
buckets. An action bucket determines the possible set of actions that applies to a
packet. A group table also contains counters for packet match and group types to
separate different types of groups. There are four possible group types in an OpenFlow

switch.

e ALL: This group executes all-action buckets. Thus, this is helpful for multicast

forwarding.

e SELECT: This group executes only one action bucket. An algorithm selects
the action buckets in a round-robin fashion. Thus, this is often used for load

balancing purposes.
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e INDIRECT: This group type allows multiple flow rules to point to a single
bucket. That adds an indirection layer among the flow rules and allows the

controller to modify a single rule for faster flow rule re-convergence.

e FAST FAILOVER GROUP FFG: This group type allows local failure re-
covery from a link failure. Thus, to recover from a failure, a switch does not
need to contact the controller. It always takes the first live bucket for process-
ing a packet. Failure detection protocols; such as- BFD or CFM determines the
liveliness of a port. And the port status determines the liveliness of a bucket.
When a switch does not find any live bucket in an FFG, it drops the packet.
Figure 2.5 shows the workflow of an FF'G table. At first, a packet enters through
Port C' and matches with the flow table. When the packet finds an action to
go to the FFG table it looks into bucket! of FFG.

Port Alive?

NO

N

& PKT
PACKET IN Flow Table J

Rule1 Action: Group:FF(2)

Port C

Figure 2.5: Fast Failover Group Workflow.

If bucketl senses Port A as live, packet forwards through Port A. If Port A is
not live, then packet moves to the next bucket and that bucket again checks
for the port status of Port B. If Port B is live, then the packet moves through
the Port B. As there is no more bucket left in the FFG, as shown in Figure 2.5;
thus, the failure of Port B results in the drop of the packet.
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Packet Processing

When a packet enters into an OpenFlow switch, at first it receives a label with
ingress port and holds an empty action set. After the labeling, the packet enters into
the pipeline of flow tables and starts at table 0. An OpenFlow switch extracts the
match fields from the packet and matches with the match fields of flow rules that are
currently present in table 0. The rule matching technique follows matching with the
highest priority rule first. If it finds a match, the corresponding rule will have proper
instructions to process the packet. The instruction can send the packet to another
table for further processing, or it may send it to the network controller. Also, it can
send the packet to process by a group table, or the instructions can send the packet

to an output port.

Ingress Port

PACKET_IN

> / DROP

Packet+Ingress | Send to flow Table
Port + Meta Data | or group Table or

+ Action Set meter table Send to
Controllery | Controller

— )

{ Table k \_.

" J

Send to flow Table
Packet+Ingress | or group Table or Send To

Port + Meta Data meter table Output
+ Action Set [2s1 SN Send To Output

Figure 2.6: Packet Processing Flow Chart.

Finally, the instructions can instruct the switch to drop the packet. When an
instruction sends a packet to another table, again the switch uses the match field to
find corresponding flow rules. If instruction sends the packet to a group table, the
group identifier allows the packet to match with the corresponding group table. When
an instruction tells the switch to send the packet to the controller, switch encapsulates

the packet and sends it to the controller on its reserved port. An output action allows
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a switch to send the packet to the output port defined in the instruction. A switch
drops the packet when the instruction asks it to do so, or there is no instruction to
send it to the controller. Figure 2.6 presents the packet processing workflow of an

OpenFlow switch.

2.1.5 OpenFlow Messages

To maintain a working communication between the SDN controller and OpenFlow
enabled switches, this protocol supports three major communication message types.

Controller-to-Switch messages: Controller sends these messages to the switch
and often demands a reply from the switch. FLOW_MOD, GROUP_MOD, and
PACKET_OUT are the most common messages of this kind.

¢ FLOW _MOD: This message modifies the entries in a flow table. The entries
added by this message determines whether to forward a packet or drop it. It

also determines where to send the packet.
e GROUP _MOD: This message alters the group table entry.

e PACKET_OUT: With these messages, the controller instructs switches to
send arbitrary data, e.g., sending Link Layer Discovery Protocol (LLDP) pack-

ets to one of its available ports.

Asynchronous messages: These messages are sent from the switch to the con-
troller when a switch needs to pass some information to the controller. Among the
most common asynchronous messages are PACKET_IN, FLOW_REM, and
PORT_STATUS messages.

e PACKET _IN: This is the most important message that a switch sends to the
controller. A switch sends this message when table-miss happens. A table-miss
happens when a switch finds no matching flow rules for a packet other than
sending it to the controller. It may generate PACKET_IN when the TTL value

of a packet expires.

e FLOW_REM: When a flow removal happens in the flow table, switch notifies

the controller about it.
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e PORT_STATUS: A switch also notifies the controller about the addition,
modification, or removal of a port using PORT_STATUS message. The con-
troller can use this information to detect the change in topology and can recon-

figure routes accordingly.

Symmetric messages: Either controller or switch sends these messages. Among

the most common messages of this type are ECHO and HELLO.

e HELLO: Upon connection setup both switch and controller exchanges this

message.

e ECHO: This message allows both switch and controller to detect their liveli-
ness. A live controller or switch replies to the switch or controller, respectively

with an echo-reply after receiving an ECHO message.

2.1.6 Open vSwitch
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Figure 2.7: Open vSwitch Architecture.

OVS is the most widely adopted OpenFlow enabled, open-source, multi-layer software
switch. We use this switch in all of our evaluations. In Figure 2.7, we present the
architecture of OVS, where ovsdb-server acts as the database and holds the switch
level configuration. The ovs-vswitchd is the core element of the OVS and acts as the

communication hub between the kernel and userspace, or it can enable communication
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between the switch and controller. OVS kernel module holds the flow rules for faster
processing of incoming packets. If a packet does not match with those rules, it goes to
the userspace. The ovs-vswitchd sends the packet to the controller when it does not
get any matching rules in the userspace tables. In addition to OpenFlow, OVS uses

the OVSDB protocol to receive switch level configuration from the SDN controller.

2.2 Handling Failure in SDN

To handle failure in the SDN environment, we need fast failure detection and fast
recovery. In the following subsections, we present some background information on

failure detection and failure recovery in SDN.

2.2.1 Failure Detection

A switch first needs to detect a link failure to recover from it. This is the first
step while dealing with link failures. SDN switch can use LLDP packets or send
continuous probe packet to determine the state of a link [26]. Among the failure

detection protocols, BFD and CFM are the most popular failure detection protocols.

BFD Protocol

BFD [14] can detect a failure between two forwarding elements. To detect a port
failure, network admin or an automated program enables BFD in all OVS ports. BFD
enabled ports connected via a link, at first establishes a BFD session and synchronizes
their timer. After that, they exchange IGP hello packets, where each control packet
is 24 bytes long. The exchange rate of control packets is defined by the network
administrator. A switch declares a link failure when it misses a certain number of

hello packets over a monitoring link.

CFM Protocol

Ethernet CFM [15] is an industry-standard protocol that can offer proactive connec-
tivity monitoring, fault detection, fault recovery, and fault verification. CFM emits

multicast heartbeat-like continuity check messages (CCMs) at a periodic interval.
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These messages are unidirectional. With a reply to this message, other nodes confirm
connectivity to the node from where they received CCM.
In this thesis, our initial investigation suggests the better performance of BFD

over CFM. Thus, we consider BFD for link failure detection throughout this thesis.

2.2.2 Failure Recovery

After the detection of a link failure, a switch demands fast recovery. There are three

different types of strategies to recover from a link failure; namely reactive, proactive
and hybrid.

Restoration Recovery

In a restoration or reactive recovery strategy, a switch contacts the controller to get an
alternative route after detecting link failure. The controller after receiving a request
from the switch computes alternative routes and sends the alternative routes in the
form of flow rules to the switch. After switch installs the flow rules provided by
the controller, failure affected traffic can move through the alternative route. Often
controller remains distant from the switch, or they become busy with other tasks.

Thus, the configuration of alternative routes after failure can take a long time [11].
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Figure 2.8: The operation of FFG, CB, and CBC.

Protection Recovery

To offer fast failure recovery, data plane based approaches can reduce controller com-

munication delay. Thus, protection or proactive recovery pre-installs alternative route
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in the switch flow table to offer data plane based local failure recovery. Most of these
approaches use FFG and reroutes traffic promptly after the detection of a link fail-
ure. For example, in Figure 2.8, for a given source and destination pair (A, E) the
primary route is A-B-C-D-FE. If links between B and C fails, B uses FFG to reroute
the affected traffic through B-G-H-I-E.

These kinds of recovery mechanisms install both primary and alternative routes
and consume a lot of TCAM space. Moreover, these kinds of recovery always demand

alternative routes.

Hybrid Recovery

Hybrid recovery [27] installs on-demand flow rules to ensure local failure recovery
while efficiently utilize TCAM space. The controller proactively installs backup routes
at the switches along the primary route for a given source-destination pair after
receiving the initial flow installation request. Thus, the controller protects any single
link failure along the primary route.

When an initial flow comes to the first switch, this technique installs flow rules
along its primary path. In this technique, the controller does not install backup rules
in the switches that appear in the backup path. Instead, it configures the FFG table
of the primary path switches with the port number that points to the backup route.
When failure happens in the primary path, traffic can move through the backup route
using the FFG table. After moving through the FFG table the failure affected traffic
appears in the next switch along the backup path. Upon receipt of such traffic, that
switch informs the controller. In response, the controller follows the same process of
the primary path establishment to install backup rules into the switches that appear
in the backup route of the packet.

In Figure 2.8, for a given source and destination pair (A, F), A-B-C-D-FE is the
primary route. When the first packet enters into the switch A, the controller installs
flow rules into the A, B, C, D, and FE switch for that flow. It also adds the backup
port number for the FFG table at A and B, because they have an alternative route.
Thus, the link failure of B-C guides the affected traffic to the switch G. When the
traffic arrives at G, the controller installs the flow rules at G-H-I-F for the affected

flow. Note that, this approach cannot recover from the link failure between C-D
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because of the unavailability of the edge-disjoint route.

From the above-mentioned discussion, we can easily find that hybrid recovery
consumes less TCAM space and reduces the controller communication overhead. In
this thesis, we use a hybrid recovery scheme because of their proper balance between

TCAM usage and controller communication overhead.

2.2.3 Crankback (CB) Strategy

When link failure happens and a switch does not have a backup route then it can send
the packet back to the switch from where it has received the packet. In Figure 2.8,
for a given source and destination pair (A, E), if the link between D and E fails then
D does not have an alternative route for the affected traffic. Thus, it can send the
packets to C. Here (' also does not have an alternative route for the affected traffic.
Thus, it also sends the packets to B. As B has an alternative route, it can send those
packets through the B-G-H-I-E path.

In most of the CB strategy, all the subsequent traffic between A, F follows the path
A-B-C-D-C-B-G-H-I-F instead of A-B-G-H-I-E. Thus, they experience a significant
amount of delay due to the traversal of the additional C-D-C-B hops. We name this
delay as the backtracking delay [17].

2.2.4 Crankback With Controller (CBC)

To terminate the backtracking chain, CBC is a variant of CB. In CBC, the switch that
experiences a failure informs the controller about that failure. After receiving that
notification, the controller updates the flow rules in the switches that will be affected
by that single link failure. Thus, subsequent traffic can move to the alternative route
and they do not traverse towards the affected route. In Figure 2.8, for a given source
and destination pair (A, E) assume the link between D, F fails. In that case, switch
D notifies the controller about the failure and it sends the affected traffic to C. Thus,
the controller can install new rules in B. Before the new rule installation in B, all the
affected traffic follows the path A-B-C-D-C-B-G-H-I-E. When the controller installs
new rule in B, the subsequent traffic can follow the A-B-G-H-I-E path. Often the
controller requires some time to install the alternative routes. At that time traffic

will experience the backtracking delay.
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2.3 Compression Aware Fine-Grained Monitoring

Network monitoring gives insight about the various performance parameters such
as delay, bandwidth, link loss, etc. of a network. Some of the monitoring technique
provides approximate performance parameters. For example, 5 flows come to a switch
and exchange 700 packets. This example cannot tell about the packet count for
each flow that comes to that switch. To get such granular information fine-grained
monitoring is necessary. The OVS switch maintains several counters to offer some
monitoring information. Each flow rule has a corresponding counter to offer it’s usage
statistics. We can only separate a flow statistics from a flow rule only when each flow
maintains separate flow rule. This kind of per-flow basis rules is called exact-match
rules. These exact-match rules consume a significant TCAM space.

To improve the TCAM usage, we can compress the forwarding rule. Rule com-
pression strategies aggregate the flow rule with the most common characteristics; such
as common destination IP, a common output port, common tag, etc. This kind of
aggregation forces multiple flows to share the same flow rule. Wild-card rule is the
most common rule compression technique that is being used in the literature [28,29].
Based on the common pattern such as common destination IP, port, etc., several flow

rules compress into the wild card rule.

1 10.0.0.1 10.0.0.3 20 3 * R 10.0.0.3 70 2
2 10.0.04 10003 50 &
3 10.0.03 10.0.0.10 70 5 * rEE 10.0.0.10 150 5
3 10.0.0.31 10.0.0.10 80 5

Exact-Match Rules Wildcard Rules

Figure 2.9: Wild-card and Exact-Match Rule Examples.

In Figure 2.9, we present both exact-match and wildcard rules. In the exact-
match rules, we can see that for each source and destination pair there are separate
flow rules installed in the flow table. But for wildcard rules, the rules that share
common destination IP is compressed. Here, we can see 10.0.0.3 is the common
destination for 10.0.0.1 and 10.0.0.4. Also, 10.0.0.10 is the common destination for
10.0.0.3 and 10.0.0.31. In the wildcard rule-based table, these 4 rules of the exact-

match rule table are compressed into 2 rules based on the destination IP. This kind
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of compression saves the flow rule storage overhead aka TCAM usage.

Though rule compression provides better TCAM usages, they reduce the visibility
of the network [18]. To illustrate this, let’s consider Figure 2.9. From the figure, we
can see that for the exact-match rules we can get the packet count as 20 from 10.0.0.1
to 10.0.0.3. And that is also true for the packets between 10.0.0.4 and 10.0.0.3 where
the packet count is 50. But when the rule for these two flow aggregates into a wild-
card rule, we cannot certainly tell which flow sends how many packets between them
from the counted 70 packets. Thus, if we want to monitor the packet count from this
compressed rule, we will not be able to find an exact rule count for each flow. Thus,
we can conclude that rule compression reduces network visibility. In this thesis, we

use the wildcard rule for cMon and provide fine-grained monitoring data.

2.4 Congestion Control for Priority Flows

Priority PKT

»
>

Figure 2.10: Congestion Control Problem For Priority Flows.

A flow can be of different priorities based on service level agreements (SLA). Net-
work administrators often assign higher priority to flow when it strictly demands the
shortest route. Congestion in the network often challenges the guaranteed shortest
path for the flow.

A link can be congested due to the excessive arrival of packets that slowly exceeds

its capacity. When congestion happens, we can reroute traffic in the alternative
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congestion-free routes. In Figure 2.10, assume the link between A and B becomes
congested. In that case, we can reroute the packets that use output port 3 to the
output port 5, assume port 5 is not congested. Now assume if a higher priority flow
comes at In Port 4, then we should make sure it passes through port 3 and moves
through A-B path due to A-B being the shortest route.

That means if we eventually reroute the flows that come at In Port 1 and 2 to the
outport 5 then, we can probably accommodate the higher priority flow in the path.
If removal of low priority flow does not accommodate the higher priority flow then we
can transmit that higher priority flow in the shortest alternative route to minimize

the delay for that flow.
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Related Work

In this chapter, we compare and contrast relevant related works of this thesis. At first,
we present the failure recovery schemes related to SD-FAST. After that, we present
network monitoring strategies related to cMon. Finally, we present the congestion

control strategies related to DPAL.

3.1 Failure Recovery in SDN

In this section, we present the works related to our SD-FAST. We categorize existing

works into restoration, protection, hybrid, and header modification based recovery.

3.1.1 Restoration Recovery

In these schemes, after the detection of a link failure, switch contacts the controller
to recover from it.

The works proposed in [30-32] use the controller to compute and restore the
backup paths upon the detection of a failure. Muthumanikandan et al. [30] use
heartbeat messages for failure detection and do not install extra flow rules in the
switch for failure recovery. Sharma et al. [31,32] delete the failure affected flow rules
from the switches to ensure only correct rules reside in the SDN switches. Though,
these approaches save TCAM space while failure recovery by not adding extra flow
rules, they cannot meet the carrier-grade 50ms recovery time requirement due to the
controller to switch communication overhead.

Cheng et al. [33] use VLAN ID to aggregate the flow rules of the post-recovery
path to reduce memory usage. However, the traffic reroutes with the aggregate path
can induce congestion in the post-recovery route. Moreover, the routing loop happens
while using flow compression. Thus, they propose the CALFR algorithm, where they
involve the controller decision to calculate the reroute path. With the use of VLAN

ID, they reduce the restoration time. Still, their approach suffers from controller

24
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communication overhead and can experience packet loss during the aggregate rule
computation in the controller.

AFRO [34] generates a valid controller and switch state after a failure happens
in the network. When link failure happens, AFRO emulates the actual network but
removes the failure edge in the emulated topology. In this case, they use a shadow
controller and replay the controller events that they stored from the actual network.
After the replay of such events, the emulated network goes into a working state and
AFRO transfers the switch configuration from the emulated network to the actual
network. Though this approach can recover from link failure automatically, it adds up
extra overhead due to the emulation of the actual network and replay of past events.
Moreover, this approach cannot provide local failure recovery as it is a restoration

approach and suffers from switch to controller communication delay.

3.1.2 Protection Recovery

The above-mentioned restoration based recovery schemes suffer from the controller
to switch communication overhead and fail to recover within the carrier-grade 50ms
time-bound. Proactive recovery schemes use pre-installed backup rules in the switch
to recover from link failure locally.

To recover from link failure, fast failure detection and recovery is necessary. The
authors in [11,12,35,36] deploy BFD with the FFG to detect and recover from link
failure locally. Besides the local failure recovery, Sharma et al. [11] highlight the
pitfalls of reactive recovery. Ghannami et al. [12] generate a set of pre-computed
rooted trees for the primary and backup routes and use FFG at each switch to redirect
the traffic to the backup route. In [35], Xie et al. use geographic-based backup
topologies generation and splicing to recover from disaster failure. They use multi-
stage pipeline processing along with the FFG to locally recover from such failure.
Along with the FFG based recovery, Van Adrichem et al. [36] deploy crankback
routing for the topology that has a crankback path. Except for the work of Van
Adrichem et al. [36], all the above-mentioned approaches do not suffer from link failure
when the topology has a crankback route. Though the approach of Van Adrichem et
al. [36] supports crankback routing, it still suffers from crankback backtracking delay.

Sgambelluri et al. [37,38] use the controller to pre-install both primary and backup
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routes in the switch. They use the flow priority concept of OpenFlow to offer local
failure recovery, where they store primary routes with higher priority and backup
routes with lower priority. When a failure happens, the switch uses the auto-reject
mechanism to remove primary routes from the flow table. Thus, affected traffic
can use the remaining backup routes from the flow table. However, this approach
is TCAM hungry due to the installation of both primary and backup rules in the
primary flow table. Moreover, this approach will not sustain when the topology

contains crankback routes.

Liao et al. [39] propose local fast failover mechanism with hierarchical disjoint
paths and ensure connectivity as long as the underlying topology has the connectivity.
They use hierarchical disjoint paths to simulate distributed Depth First Search (DF'S)
to find the backup path. However, they mention that their approach will not work
on the topology that causes a routing loop. Moreover, their implementation suggests

that this approach will suffer from backtracking delay.

To prevent routing loops, the work in [40,41] use loop-free alternatives (LFA) to
configure the primary and backup routes. Moreover, Braun et al. [41] encode visited
node information into the packet header to provide another layer for routing loop
prevention. Merling et al. [40] generate tree-based topology and tunnel the failure
affected traffic to the remote neighbor to offer a loop-free path for the affected traffic.
Though these approaches use loop-free paths, they do not offer crankback routing.

In another protection mechanism, Zhu et al. [42] use enhanced Breadth-First
Search (BFS) based proactive backup path installation scheme to offer failure recov-
ery. This approach aggregates backup rules with 2-stage aggregation and removes the
routing ambiguity. Though this approach saves TCAM space with rule compression,

it cannot recover from link failure when the topology has a crankback route.

Stephens et al. [43] propose a compression-aware routing mechanism along with
the forwarding table compression algorithm. They use PLINKO [44] forwarding table
compression and add traversed path info into the packet header. In this approach

rule compression process adds extra processing delay in the packet forwarding.

SPIDER [45] uses OpenState [46] to provide fast failure recovery. In this archi-
tecture, a packet at first matches with the state table and based on the state of the
packet they match with the flow rules in the OpenFlow table. In this approach, the
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controller pre-computes the backup path using their previous work [16] and store a
state in the state table. When a node experiences a link failure then they change
the state of the incoming packet that follows the affected link. Based on the state,
the packet reroutes to the backup path. Though this approach supports crankback,
they introduce extra state table matching overhead and cannot terminate crankback

backtracking.

3.1.3 Hybrid Recovery

The restoration approaches require too much time to recover from link failure and
proactive approaches require more memory to store backup rules. Thus, Revive [27]
introduces the first hybrid recovery scheme that pre-installs backup rules only for the
communicating pairs along their primary route. It uses the benefit of the spanning
structures and reroutes the failure affected traffic in the shortest path using FFG.
Moreover, it can utilize better TCAM space by tweaking between different spanning
structures. This kind of hybrid recovery is effective when the topology has edge-
disjoint routes. However, this mechanism does not survive when topology requires
crankback routing.

Another hybrid recovery mechanism called ReMon [17] ensures resiliency in flow
monitoring. They also terminate cranback backtracking with the help of the con-
troller. However, in this approach, failure affected traffic crankbacks until the con-
troller terminates the backtracking. As the controller to switch communication intro-
duces a longer delay, this approach still suffers a significant amount of backtracking

delay.

3.1.4 Header Modification Based Recovery

Some techniques use packet headers to carry route and failure-related information.
This kind of recovery does not involve a controller for failure recovery.

Liaoruo et al. [47] embed the packet route in the packet header and plan the backup
path using a dynamic backup path planning algorithm. When a failure happens,
the packet follows the backup route using the header information. This approach
consumes less memory but packet carries extra overhead. Also, dynamic backup

path planning often takes a long time to converge.
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SWIFT [48] can reduce Border Gateway Protocol (BGP) convergence time when
remote failure happens. A swift router runs the inference algorithm to localize a
failure and predicts the affected BGP prefix using Root Cause Analysis (RCA). It
reroutes the affected prefixes in the alternative route and uses a data plane encod-
ing mechanism to match and reroute all the prefixes affected by the remote failure.
The accuracy of this approach relies on the inference algorithm and its two-stage

forwarding with the SDN switch increases more latency.

Table 3.1: Summary of Different Failure Recovery Schemes

Recovery
FalluI:e Mechanism CB Backtracking Technique

Detection Type Support | Termination Affects

Techniques Regular

Data?
Liao et al. [39] Proactive Yes No Yes
Sharma et al. [31,32] Reactive NA NA No
Sharma et al. [11] Proactive No No Yes
Sgambelluri et al. [37,38] | Proactive No No No
Revive [27] Seml. No No Yes

Proactive
LFA [40] Proactive No No Yes
CALFR [33] Reactive NA NA No
Xie et al. [35] Proactive No No Yes
Van Adrichem et al. [36] Proactive Yes No Yes
SPIDER [45] Proactive Yes No Yes
AFRO [34] Reactive NA NA No
Liaoruo et al. [47] Proactive NA NA Yes
SWIFT [48] Proactive NA NA Yes
Blink [49] Proactive NA NA No
FFG [12] Proactive No No Yes
CB [16] Proactive Yes No Yes
Yes
CBC [17] Proactive Yes Controller Yes
Based
: Yes

SD-FAST Proactive Yes Distributed No

Blink [49] identifies that the first BGP update message propagation on SWIFT
[48] takes several minutes. Thus, it uses TCP re-transmission statistics and infers

failure based on such statistics. While rerouting, Blink sends few flows to the several
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alternative routes and from those flows, it infers the best alternative route. Though,
it shows better performance on real Tofino Wedge 100BF-32X switch [50], failure
detection in Blink is dependent on TCP traffic.

The above-mentioned techniques mostly do not support crankback. If they do,
they cannot terminate crankback backtracking effectively. Also, most of them affect
regular traffic for failure protection. In table 3.1, we present a summary of some

relevant works and show a comparison with SD-FAST.

3.2 Network Monitoring

In this section, we ve, passive or hybrid techniques. present works related to cMon.

We categorize the existing monitoring approaches into acti

3.2.1 Active Monitoring

Active monitoring techniques insert probe packets to learn the network state.

OpenNetMon [51] continuously queries the OpenFlow switch counters and gathers
the statistics; such as bytes sent, duration of each flow, etc. They measure the end-
to-end delay in the network by injecting probe packets from the controller. This
approach relies on switch counters thus, it cannot provide per-flow statistics when
flow rules are compressed.

The works proposed in [18,52] collects per-flow statistics using few exact-match
rules. Flowstat [18] uses an ILP to determine the optimal number of switches to place
exact-match flow rules. While liteFlow [52] places exact-match rules into few switches
in a load-balanced manner and ensures nonredundancy. Both of the approaches use
the controller to place exact-match rules and can lose monitoring data if link failure
happens. Also, these approaches cannot fully use wildcard rules and consume extra
memory for exact-match rules.

SwitchPointer [53] uses the end-host programmability and visibility feature of the
switch to monitor the network. It uses the switch as a directory service to point to
the end host where it stores network telemetry data. It collects monitor data with
PathDump [54] and embeds into the packet headers for transmission to the end-host.

Even though the experiment on real-world testbed shows the efficacy of SwitchPointer,
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failure driven monitoring data loss can happen in transition. Moreover, embedding

data on the packet header creates extra overhead.

3.2.2 Passive Monitoring

While active monitoring techniques introduce extra packets for monitoring the net-
work, passive monitoring techniques do not insert any probe packet for monitoring
the network statistics. With FLOW_REM message or after the periodic interval,
these strategies report the monitoring data to the collector node.

In OpenTM [55], switch reports network traffic information at a fixed polling
interval. With this information, it computes a network-wide traffic matrix and ag-
gregates monitoring data to produce final statistics. For the monitoring data, they
rely on the statistics that are generated by the OpenFlow switch. Thus, for wildcard
rules, it will fail to provide per-flow statistics.

Instead of on-demand active polling, FlowSense [56] analyzes the control messages
that exchange between the switch and the controller. It uses the PACKET_IN and
FLOW_REM messages for gathering the monitoring data. This kind of monitoring
works on the discrete point of time and cannot provide per-flow statistics in a flow

rule compression environment.

3.2.3 Hybrid Monitoring

These kinds of techniques combine both active and passive monitoring techniques. In
these techniques, switches either export the data at a periodic interval to a remote
collector or collector query the switch to obtain monitoring data.

The work proposed in [57,58], samples the packet at each switch to gather flow
statistics. These approaches do not require any additional flow rule placement and
work in a flow rule compression scenario. The accuracy of these approaches depends
on the choice of the sampling rate. Though NetFlow [57] allows per-flow monitoring,
it relies on lossy UDP to transfer flow statistics. On the other hand, OpenSample [58]
always samples packet at a fixed interval and losses monitoring data. Moreover, when
link failure happens, both of these approaches lose some monitoring data.

FlowCover [59] uses an optimal polling mechanism to get per-flow-rule statistics

in the network and reduces communication overhead for gathering monitoring data.
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They use a global view of the topology and active flow to formulate a weighted set

cover to optimize the communication cost.

Table 3.2: Summary of Different Monitoring Techniq

ues

Monitoring
Techniques

Per flow
statistics
support

Compression
Support

Link Failure
Affects
Accuracy

Evaluation

SwitchPointer [53]

Yes

Can be applied

Yes

Real Hardware

OpenNetMon [51]

No

No

Yes

Real Testbed
with Custom
Topology

NetFlow [57]

Can be applied

Yes

Real Testbed

FlowCover [59]

No

Yes

Simulation
with
Erdos-R enyi
and Waxman
graph

FlowSense [56]

Yes

Small
OpenFlow
Testbed

OpenTM [55]

No

Can be applied

Yes

Real Testbed
but Small
Toplology

FlowRadar [60]

Only per
flow counter
data

Yes

Emulation
with FatTree

topology

LiteFlow [52]

Yes

Partial

Yes

Mininet with
Custom
Topology

OpenSample [58]

Yes

Mininet and
Real
Testbed

FlowStat [18]

Yes

Partial

Yes

Mininet on
AttMpls and
Goodnet
Topology

Exact-Match [36]

Yes

Mininet on
AttMpls and
Goodnet
Topology

cMon

Yes

Yes

Mininet with
Real

Topology
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Though their evaluation reduces 50% monitoring cost, still this approach will fail
to provide per-flow statistics when wild card compression is in use.

FlowRadar [60] encodes and decodes the measurement counter with invertible
bloom filter lookup table (IBLT). In this work, they introduce low memory overhead
while storing the counters. It decouples the statistics computation labor to the mon-
itoring collector node because switches have resource constraints. This work is best
suited for gathering per-flow counter data. However, this approach fails to identify
more granular monitoring data.

Most of the related work that we presented so far either suffers from accuracy or
large resource consumption. In table 3.2.3, we summarize their contributions with

limitations and highlights the novelty of our proposed cMon algorithm.

3.3 Congestion Control

In this section, we discuss the congestion control schemes related to our DPAL al-
gorithm. They can be categorized either into centralized or distributed schemes. In
centralized schemes, the controller gathers resource utilization information from SDN
switch with OpenFlow messages and detects congestion. While in the distributed
schemes, congestion control happens solely in the data plane. At first, we present
centralized schemes and later we mention about the distributed schemes. At the end

of this section, we summarize the existing literature and highlight their problems.

3.3.1 Centralized Schemes

In these schemes, controller senses about the congestion and plans the route accord-
ingly to reroute the affected traffic in the best alternative path.

In [13], Lin et al. use the controller to monitor the load status on each port of the
switch. When it senses the congestion, it iteratively switches the flow in the backup
path. In this work, they also use FFG to recover from link failure locally. Though
this approach switches the flow in the backup path, they did not mention about the
path preservation of higher-priority flow.

In a Machine-to-Machine network (M2M), traffic is more frequent but has a smaller
payload. Chen et al. [61] use the SDN controller to monitor the load status of the
network service capability layer (NSCL) and delay requirements on the packet header.
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With such information, it distributes the load in the best path. However, this work

does not preserve the primary path for a higher-priority flow.

In Hedera [62], the controller monitors the flow rate at edge switches to detect large
flows. When a flow has a rate larger than 10% of the link capacity, it considers that
flow as an elephant flow. Using Global First Fit and Simulated Annealing, Hedera
schedules elephant flows with the help of the controller. Though the scheduling of
elephant flow improves congestion in Hedera, the large flow detection method of

Hedera suffers from accuracy because not all large flow reaches to the rate limit.

FDALB [63] uses sent-byte count as the metrics for long flow detection. The
threshold value for the declaration of long flow is adaptive based on the box plot
method. It transmits short flows using ECMP [64] and schedules long flow using
the centralized controller. The sent byte count as a threshold value for large flow
detection cannot truly predict the remaining bytes of a flow. Thus, FDALB can

suffer from unnecessary switching of flow rules to offer better congestion control.

MicroTE [65] collects sent or received byte count from the datacenter servers. A
routing module of the controller uses these statistics to determine the appropriate
path. After that, the network controller installs these predictable traffic paths in
the SDN switches. That path distributes the predictable traffic in the noncongested
path. In this strategy, nonpredictable traffic uses static weighted ECMP to distribute
the load. Though MicroTE outperforms ECMP, it shows poor performance on less
predictable traffic such as- university data center traffic. Moreover, this strategy has

significant computation overhead for predictable pattern identification.

Fastpass [66] achieves zero-queuing by controlling path and sending time of each
packet. It exchanges traffic metrics and allocation decisions between controller and
end-host using Fastpass Control Protocol (FCP). Its timeslot based mechanism deter-
mines the transmission time of the packet to achieve better network utilization. Also,
It’s path selection algorithm assigns each timeslot to the path having zero-queue. As
it does the path selection and timeslot selection with the help of the controller, it’s
performance is correlated to the controller capacity. Also, traffic scheduling from the

end-host is not feasible when lots of hosts try to exchange data.
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3.3.2 Distributed Schemes

In these schemes, the data plane switch senses the congestion and reroutes the affected
traffic in the alternative route without contacting to the controller.

The work proposed in [67,68] uses VXLAN [69] header to carry congestion in-
formation. Modularized Load-Aware Balancing (MLAB) [67] divides the higher-tier
network into multiple routing domains and maintains a remote load matrix to gather
global congestion view. This technique uses a flowlet scheduler to split traffic to pro-
vide max link utilization. CONGA [68] also maintains a local congestion table and
updates it when feedback information reaches the leaf node of a 2-tier Leaf-Spine
topology. When the inter-arrival time of a packet exceeds the maximal latency of
all path then CONGA chooses a congestion-free path for that packet from the con-
gestion table. Though these approaches show better performance compared to their
counterparts, they require a significant amount of time to gather global congestion in-
formation. Moreover, they cannot offer the shortest path guarantee for higher-priority
flow.

CLOVE [70] uses in-band network telemetry to calculate path utilization. It also
relies on explicit congestion notification to calculate the weight of the path. Using
these weight it balances the load in a round-robin fashion. However, this approach
uses continuous probe packet among switches to discover the path. Such continuous
exchange can create a performance bottleneck in the data traffic.

Hwang et al. [71] propose a scalable congestion control protocol, called SCCP
to control in cast network congestion. It monitors each switch output port and
considers the number of flow, link capacity, RTT, etc. to calculate fair_share value.
Such value is feed to the sender so the sender adjusts data size to transmit. To hold
the fair_share value SCCP utilizes the TCP advertisement window field. fair_share
value modification happens in the packet only when the current value supersedes the
previous one. In this strategy, fair_share propagation back to the sender might be
lossy and time-consuming. In that time, network congestion can reach to the peak
point.

A global congestion-aware load balancing technique called HULA [72] highlights
the large memory requirement for the storage of link utilization information of every

Top-of-Rack (ToR) pairs. Thus, it stores the best next hop in the switch to save



35

memory. To offer congestion-free routing it broadcasts small-sized probe packets
from the leaf switch to other neighbor switches. HULA schedules flow based on the
flowlet and maintains an updated time table to handle link failure. It replaces the
best next-hop switch in its routing table when it does not receive probe packets for a
certain period from that switch. Though HULA claims 8x better performance than
ECMP, it suffers from the overhead introduced in the periodic exchange of probe
packets.

In FlowBender [73], authors use Explicit Congestion Notification (ECN) to sense
for congestion. After detection of congestion, it modifies the packet header such
that, switches triggers to setup a new hash value for the packet to reroute it in the
new path. Though it shows better performance than ECMP and does not require
hardware modification like DeTail [74] and RPS [75], it may require several attempts
to find the non-congested path.

An active queue management technique, called Random Early Detection (RED)
probabilistically drops the arriving packet to prevent congestion. Based on the esti-
mated time-averaged queue length, RED decides whether or not to drop an incoming
packet. It drops a packet if the queue size is above a threshold. Otherwise, it does
not drop the packet. However, this approach provides congestion avoidance in the
cost of packet loss. Moreover, this approach does not consider the behavior of higher
priority flows.

Congestion control techniques presented in this section mostly base their work
on effective load distribution to maximize link utilization. However, none of them
guarantees the shortest path for higher priority flow like our DPAL algorithm. Table

3.3 presents the summary of related works of DPAL with some shortcomings.
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Table 3.3: Summary of Different Congestion Control Techniques

Congestion Mechanism Provides Best Overhead
Control T Path For Inducine Point
Techniques ype Priority Flow naucing romes

, Transfers Load Status
Chen et al. [61] Centralized No i1 Packet Hoader
Hedera [62] Centralized No Large Flow Detection
FDALB [63] Centralized No Large Flow Detection
Monitoring Module
MicroTE [65] Centralized No Collects Sent/ Received
Traffic Count
Fastpass [66] Centralized No AEro-dnening path
Finding
o Transfers Load Status
MLAB [67] Distributed No i Packet Header
SCCP [71] Distributed No fair share computation
HULA [72] Distributed No Probe Packets
FlowBender [73] | Distributed No Explicit Congestion
Notification
CONGA [19] Distributed No VXLAN H.e ader
Processing
o Continuous
CLOVE [70] Distributed No Probe Packet
Fast Switchover [13] | Centralized No Controller collects
port status
DPAL Distributed Yes Per Packet Processing




Chapter 4

SD-FAST: A Packet Rerouting Technique

In this chapter, we present a novel packet rerouting mechanism, called SD-FAST, that
works in a distributed fashion and offers a best-effort failure recovery. We present
the architecture and design of SD-FAST in section 4.1. After that, we describe the
experimental setup in 4.2. In section 4.3, we present the evaluation results to show

the performance of SD-FAST compared to its counterparts.

4.1 Architecture and Design

In this section, we present the design and architecture of SD-FAST. Figure 4.1 shows
the architecture of SD-FAST, where different network functions are decomposed into
modules. In the application layer, the route planner module communicates with the
controller over the NBI. topology control, route configuration, and statistic collection
are the main functional modules of the control-plane in the SD-FAST architecture.
The data plane elements of SD-FAST architecture are OVS switches. The key func-
tional modules of SD-FAST includes the link and flow monitors, rule changer, and
rule grabber that reside in the data plane. The communication between the data and

control plane occurs over OpenFlow 1.3 SBI.

4.1.1 Application and control plane modules

With the help of network events (e.g., a link failure or adding a switch), topology
control module constructs and maintains the network topology. The route planner
module takes the topology from the topology control module and constructs a graph
G(V,E), where V and E are the set of nodes and vertices, respectively. From this
graph, it generates a subgraph according to the algorithm presented in [27]. From
the subgraph, it computes the primary and backup route using the shortest path
tree (SPT) or minimum spanning tree (MST) depending on an application’s demand.

The subgraph generation algorithm includes crankback edges in the backup path

37
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Figure 4.1: The Architecture of SD-FAST [1].

when topology lacks edge-disjoint route. The route configuration module uses the
routes obtained from the route planner module to determine the output ports for a
given source-destination pair, (s,d). It begins with the primary route between (s, d)
and sets two output ports for the primary and backup path at every node until it
reaches the destination. When the intermediate nodes between (s, d) do not have an

alternative route to the destination we can redirect the traffic to IN.PORT.

After obtaining the necessary pair of output ports, the route configuration module
prepares and installs only the primary route (port) in the flow table at every switch
between (s,d). It keeps the backup port in a backup table inside OVSDB. Switch
fetches and installs these rules in the flow table only when there is a link failure.
Thus, SD-FAST does not need to traverse a chain of tables, whereas in FFG, CB,

and CBC each packet experiences the pipeline processing overhead.
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4.1.2 Data plane modules

SD-FAST is a local failure recovery mechanism. Thus, the major functional modules
of SD-FAST resides in the data plane. Among these modules, the link monitor module
provides the link status information by using the BFD protocol. To decide on the
link status, BFD continuously exchanges control packets between two neighbor nodes
and declares a link failure when certain number of them are missing or a packet is
missing for a certain amount of time. The data packet that comes to a switch can
be in one of the three status: reqular, crankback, or recovered. The packet-status
module inspects and checks the status of each packet. When a packet moves through
the crankback route, its associated status is crankback. The status changes to the
recovered as soon as the packet finds an alternative route. We use the recovered status
at the destination switch to update the reverse-path for a given source-destination

pair.

Figure 4.2: Different types of packet status in SD-FAST [1].

In Figure 4.2, we present different types of packet status. For example, PKT,
PK'Teop, and PKTR represent regular, crankback, and recovered status, respectively.
Assume A — B — C — D — FE is the primary route for a given source-destination pair
(A, E). If the link between D and E fails, then SD-FAST changes the status of the
packet from PKT to PKTcp at D. Once that packet, reaches to the B, it gets
recovery path. Thus, its status again changes to PKTy.

To recover from link failure a switch requires to install the backup rules. The
rule grabber module of SD-FAST fetches the relevant backup rules from the user-
space table. To do so, it filters the rules that are using that failed link based on the

destination IP address. The rule changer module uses the fetched backup rule from
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the rule grabber module and replaces the current forwarding rules with the grabbed
backup ones. Using the newly installed backup rules, affected traffic moves through
the backup route and receives recovered or crankback status. We present the detailed

operation of the rule changer module in Algorithm 1.

Algorithm 1 Rule Changer [1]
Input:

Selected Backup Rules: 7, where, r, € R Destination Status: dst
Output:
Rule Change Status: s,
1: for each rule € r, do
2:  if ldst then
if in_port(rule)! = out_port(rule) then

pushRelnst(rule)

else
pushCblnst(rule)
end if
end if

9:  push rule to data path table
10: end for

11: update s,

To modify and install the selected backup rules, 7, from the set of backup rules,
R, we use Algorithm 1. For each rule rule of r;, at first, we check whether a packet
P arrives at the destination node or not. If the current node is not the destination
of the packet then we leave the rule as it is and install in the data path table. But
if the current node does not belong to the destination of the packet, then we further
check whether the rule has the same input and output port. If it has the same input
and output port we need to modify the rule with crankback instruction. Otherwise,
we modify the rule with recovery instruction.

If Algorithm 1 needs to change m flow rules for a particular IP and rule insertion
takes place in a hash structure then the time complexity for the Algorithm 1 is

O(mlogp). Here, logp is the time taken to insert a rule into a hash structure. We
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consider the time complexity to push an instruction into the rules as negligible.

4.1.3 Packet Rerouting Operation

Algorithm 2 Packet Rerouting Algorithm [1]
Input:

Packet: P
Link Status: L,
Output:
Rule Change Status: S
1 S+ 0
2: dst +— 0
3: IP < Extract(P)
4: if isDown(Ls) and isEmpty(S[IP]) then
5. R < RuleGrabber()
6:  S[IP] < RuleChanger(R,dst)
7. else if (isCbtag(P) or isRctag(P)) and isEmpty(S[IP]) then
8
9

R < RuleGrabber()

if isRctag(P) and isDest(P) then
10: dst <1
11: S[IP] <— RuleChanger(R, dst)
12:  else if isCbtag(P) then
13: S[IP] < RuleChanger(R, dst)
14:  end if
15: end if

When a packet comes to an interface of a switch, the OVS switch process it with
the defined flow rules in its primary flow table. While doing so, we also pick the
packet, P and feed into the algorithm 2. In addition to the packet, we also feed the
output link status, L, into that algorithm. At line number 1 and 2 of the algorithm,
we reset the rule change status, S and destination node status, dst. After that, we
grab the destination IP address from the packet. If we find the L, is down and
the rule is not changed for the destination IP, we grab the backup rule with the
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RuleGrabber module and change them in the primary table using the RuleC'hanger
module. At line number 8 to 15, we take care of remote failure by checking different
packet status. If the packet has crankback or recovered tag and the rule is not
already changed for the packet’s destination, the algorithm grabs the backup rules
using the RuleGrabber module. If the packet is in destination, this algorithm notifies
the RuleC'hanger algorithm to change destination switch specific rules. Otherwise,
it asks RuleC'hanger algorithm to change backup rule such that, it adds crankback
tag to the subsequent packets.

4.2 Evaluation Setup

In this section, we present and describe the emulation environment for the evaluation
of SD-FAST. We evaluate SD-FAST using Mininet 2.3 emulator, Open vSwitch ver-
sion 2.9.1 and Ryu controller version 4.30 on a server that consists of 2.66GHz 12 core
CPU, 44GB RAM, and Ubuntu 16.04.3 LTS operating system. The data plane OVS
switches communicate with the Ryu controller using the OpenFlow 1.3 protocol. For
each link, we fix the propagation delay at bms. Moreover, we assume zero percent

link loss [76] to hold on the consistency in the outcome.

Figure 4.3: 24 node USNET Topology [1].

To evaluate the performance of SD-FAST, we choose 24 nodes USNET topology
(Figure 4.3) and 28 node backbone topology called Darkstrand (Figure 4.4). In
USNET topology, every node has an edge-disjoint route whereas the Darkstrand
topology contains crankback route. Thus, with the USNET topology, we can evaluate

the performance of SD-FAST and FFG, whereas we can evaluate the performance of
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SD-FAST, CB, and CBC in the Darkstrand topology. In all experiments, we randomly

Figure 4.4: 28 node Darkstrand Topology [1].

choose 60 source-destination pairs from the USNET and Darkstrand topology and
make sure that they have at least 6 hop primary routes in USNET topology and 10
hop primary routes in Darkstrand topology. We use this 60 source-destination pair to
exchange data between them. Due to resource constraints, we use 12 pairs at a time
from the 60 source-destination pair for concurrent communication and make sure that
all 60 source-destination pair gets the flavor of concurrent data exchange. In Figure
4.3 and 4.4, the red colored nodes from the USNET and Darkstrand topology are the
source and destination for the evaluation of this thesis.

In our first set of evaluations, we observe the impact of a link failure on the
performance of SD-FAST, FFG, CB, and CBC. Thus, we measure the average end-
to-end delay and average throughput in the presence of link failure in both USNET
and Darkstrand topology. We exchange 50KB of iPerf [77] and ICMP [78] data
between each pair and consider 60 source-destination pairs. We randomly fail different
percentage of links from those pairs. During this evaluation, we make sure that,
link fails concurrently for each percentage of failure. For every percentage of a link
failure, we measure end-to-end delay among the 60 source-destination pair and take
the average to get the average end-to-end delay. We follow the same procedure to
measure the average throughput.

Next, we investigate the impact of topology. During this evaluation, we consider
the same 60 source-destination pairs and emulate data exchange between them in
both USNET and Darkstrand topology. We randomly fail a single link between each

communicating pairs and measure end-to-end delay and throughput for each of them.
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We use that end-to-end delay and throughput for calculation of average end-to-end
delay and average throughput. For this evaluation, we also maintain the 50KB as the

data size for ICMP and iPerf traffic.

After the observation of the impact of topology, we evaluate the impact of real
traffic on SD-FAST, FFG, CB, and CBC. During this evaluation we use wget [79] to
transfer MP4 files between 60 sources and destination pair, where 12 pairs concur-
rently exchange the file. For this evaluation, we use Darkstrand topology and vary
the size of the MP4 file between 200MB to 350MB. For each pair of the 60 source-
destination pair, we exchange MP4 files and measure end-to-end transfer delay and
throughput. Finally, we calculate average delay and average throughput by taking the
average of the end-to-end delay and throughput data of 60 source-destination pairs.
During this evaluation, we fail a single link along the path of each communicating

pair.

After that, we evaluate the impact crankback backtracking delay on the perfor-
mance of SD-FAST, FFG, CB, and CBC. During this experiment, we use Darkstrand
topology and choose the same set of source and destination pairs that we choose
for the previous evaluation. To measure the crankback backtracking delay we times-
tamp at the failure moment in the affected node and observe the recovery node for
crankback termination. We again timestamp in the recovery node when we find
crankback traffic moves to the recovery path and do not follow the affected path. We
take the difference between the initial timestamp and final timestamp and considers

this as the crankback backtracking delay.

Finally, we measure the average recovery time of SD-FAST to show whether it
meets the carrier-grade 50ms recovery time-bound or not. During the experiment, we
exchange iPerf based UDP traffic among 60 source-destination pairs in USNET topol-
ogy and break 20% link concurrently. We timestamp the affected packet at the failure
moment and timestamp again when the packet moves through recovery route. We
take the difference between two timestamps to measure the recovery time. Finally, we

take the average of recovery time of each failure to measure the average recovery time.
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4.3 Performance evaluation

In this section, we present our evaluation results and compare SD-FAST with FFG
[12], CBC [17] and CB [16] techniques. At first, we present the results that show the
impact of link failure. After that, we present the results to see the impact of topology.
Next, we present the results to see the impact of real traffic. After that, we present
the results to show the impact of crankback backtracking. Finally, we present the

result that shows the average recovery time of SD-FAST.

4.3.1 Impact of Link Failure

SD-FAST —+—
FFG —w—

500 - CBC ‘
450 R

400

Average Delay (ms)

350 |

300 1 1 1
0 5 10 15 20

Percentage of Link Failure

Figure 4.5: The average end-to-end delay in the presence of link failure in USNET
Topology.

Figure 4.5 and 4.6 presents the results that show the impact of a link failure on
average delay. As FFG cannot survive in crankback route, in Darkstrand evaluation
we find an empty result for it at different failure moment. In USNET topology, CBC
and CB use the FFG table to recover from link failure. Thus, FFG, CBC, and CB
show similar performance in USNET topology. But, in Darkstrand topology, packet
experiences backtracking delay. In FFG, CBC, and CB, the packet experience another
type of delay due to their continuous comparison of data traffic with a link failure
status. Such, type of delay adds up to the end-to-end delay at each switch.

The increase of path length or data size increases those types of delay. That’s

why SD-FAST improve up-to 60% and 28% average delay compared to CB and CBC
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Figure 4.6: The average end-to-end delay in the presence of link failure in Darkstrand
Topology [1].

respectively. Due to controller-based termination of backtracking, CBC shows bet-
ter performance than CB. In the USNET evaluation result of Figure 4.5, SD-FAST
improves around 14% average delay compared to FFG, CBC, and CB. Because in
SD-FAST, data traffic does not experience that failure status comparison, whereas
they do in FFG, CBC, and CB.

13 T T T
_ SD-FAST ——
£ 12 FFG —%— =
s CBC
= 11/ CB
=
13 \
e
o
= 09 h\\
'_ ~
& 08 -
o \\
% 0.7 | ]
0.6 1 1 1
0 5 10 15 20

Percentage of Link Failure

Figure 4.7: The average throughput in the presence of link failure in USNET Topol-
ogy.

We present average throughput results in Figure 4.7 and 4.8 for USNET and
Darkstrand topology respectively. We observe up-to 57% and 27% average throughput
improvement of SD-FAST over CB and CBC respectively. Because CB and CBC
experiences backtracking delay and failure status comparison delay. Recall that,

CBC terminates backtracking with the help of controller and CB cannot terminate
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it. Thus, CBC shows nearly 50% better performance than CB in terms of throughput.
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Figure 4.8: The average throughput in the presence of link failure in Darkstrand
Topology [1].

In USNET topology, we can find around 12% better throughput in SD-FAST than
FFG, CB, and CBC. As there is no backtracking delay in USNET, this difference in

throughput is due to the failure status comparison delay.

4.3.2 Impact of Topology

In Figure 4.9 and 4.10, we present the average end-to-end delay and throughput re-
sults in the presence of link failure to show the impact of different topology on the
performance of SD-FAST, FFG, CB, and CBC. From the results we can see that,
SD-FAST experiences almost 3 times more end-to-end delay in Darkstrand topol-
ogy compared to the USNET topology due to the longer path length of Darkstrand
topology than the USNET topology. The situation is worse for CB, as it experiences
almost 7 times more end-to-end delay in Darkstrand topology compared to the US-
NET topology. This difference comes not only for the increased path length but also
for the increased amount of crankback route of Darkstrand topology. Whereas in
USNET topology there is no crankback route, thus FFG, CB, and CBC experience
similar end-to-end delay and average throughput. Due to the longer route length and
crankback route, we observe 2.5, 4 and 6 times less throughput in Darkstrand topol-

ogy for SD-FAST, CBC and CB respectively. As FFG cannot survive in crankback
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Figure 4.9: The average end-to-end delay in USNET and Darkstrand topology [1].
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Figure 4.10: The average throughput in USNET and Darkstrand topology [1].

route we observe empty result for it in Darkstrand topology. But in USNET topology
FFG survives and provides similar results to CB and CBC.

4.3.3 Impact of Real Traffic

Based on the previous evaluation we already know that link failure can introduce
a longer recovery path and crankback path. If real large-sized data travels through
such a path for a long time it could suffer from performance bottleneck. Thus, we
evaluate the impact of real traffic in the Darkstrand topology with variable sized
MP4 data. Figure 4.11 and 4.12 presents the average end-to-end delay and average
throughput results for MP4 data of different size. The evaluation results suggest that
the SD-FAST is up-to 64% and 40% faster than CB and CBC respectively in terms of
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average end-to-end delay. In the case of throughput, SD-FAST offers almost 62% and
34% better throughput than CB and CBC respectively. As large-sized data moves
over the crankback path for a long time, SD-FAST shows this improvement. Also, it

terminates backtracking locally and does not affect regular traffic for failure recovery.
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Figure 4.11: The average end-to-end delay while using real traffic [1].
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Figure 4.12: The average throughput while using real traffic [1].

4.3.4 Impact of Crankback backtracking

In Figure 4.13, we show the impact of the backtracking path. From the result, we can
see SD-FAST can save nearly 73% crankback backtracking than CBC. In CBC, the
controller configures the node having a recovery route to prevent the backtracking.
In that time subsequent traffic suffers from backtracking delay. Whereas, SD-FAST
terminates backtracking locally and shows better performance than CBC. As FFG
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Figure 4.13: The convergence time of backtracking in the Darkstrand topology [1].

does not support crankback and CB never terminates backtracking, we omit their

results from the Figure.

4.3.5 Recovery Time of SD-FAST

In Figure 4.14, we present the average recovery time of SD-FAST. During this exper-
iment, we concurrently failed 20% link and varied the data size. From the result, we
can see SD-FAST recovers in nearly half of the carrier-grade requirements of 50ms

time.
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Figure 4.14: Average Recovery Time of SD-FAST.



Chapter 5

Compression Aware Monitoring

In this chapter, we present and describe our compression aware monitoring strategy
called cMon. In section 5.1 we present the design and implementation of cMon and
in section 5.2 we present the evaluation setup for cMon evaluation. We evaluate and

discuss the performance of cMon in section 5.3.

5.1 cMon Design and Implementation

In this section we present the architecture and algorithm of cMon. The Figure 5.1
presents the cMon architecture. The architecture of cMon employs several data plane
modules; such as- Packet Collector, Per Flow Stats Manager, Link Failure Handler,
Resource Limit Handler, and Stats Ezxporter. It also employs another module called
stats collector that we can place in either control plane or management plane based
on the requirement.

Packet Collector: this module runs in a parallel process and collects a copy of
the packet at each interface of the switch. The packet collector stores those packet in
a queue. We maintain this structure because the packet processing is a slow operation
than the packet arrival rate. This kind of storage in a queue structure allows faster
packet storage. packet collector shares this queue with the Per flow stats manager.

Link Failure Handler: This module reacts when it senses a link failure in the
packet path. Failure can happen either in the adjacent link of a switch or in a remote
switch. For the adjacent link, this module senses the failure using the BFD status.
But for the remote failure, it uses the packet tag to detect such failure. For a failure
affected packet, there can be four different scenarios.

Firstly, the current switch monitors the packet and failure affects the route of the
flow. Also, the subsequent packet for that flow will not come to this switch. In this
scenario, the current switch stops monitoring the flow of the current packet and tags

the packet so that the next capable switch on the path of the packet can monitor

o1
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the packet. In this case, we notify the collector to inform about the failure and the

R

change of location for monitoring the flow.

-

Ly
>

Packet Collector

Per Flow Stats Manager
Stats
Collector

Link Failure | Resource Limit Stats
Handler Handler Exporter

Figure 5.1: The Architecture of cMon.

Secondly, the current packet is new to the current switch and the packet has an
alternative route to the destination from the current switch. In this case, we can
ask the next available switch on the alternative route to monitor this packet. We
do this so that the current switch does not reach the resource limit issue due to the
failure shock. A failure shock is a phenomenon that requires the switch to service
lots of failure affected traffic. In failure shock, a switch experiences lots of processing
overhead and eventually looses its available resource. In this case, we also notify the
collector so that it remains informed about the failure and the packet reroute.

In the third scenario, the current switch does not monitor the packet and failure
forces the packet to move to the crankback path. In this case, we send the packet to
the crankback path and inform the switch that appears in the crankback path about
the failure with proper tagging. Such tagging helps that switch to separate the flow
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as a failure affected flow. We notify the collector to let it know about the failure and
the direction where the packet moves. This helps the collector to identify the location

to get the statistics for that flow.

In the final scenario, we can find the current switch monitors the flow of the
packet and link failure does not force the packet to move to the crankback path. In
this case, the current switch can continue monitoring the packet. Because this kind of

monitoring does not add extra operation cost as the flow is already being monitored.

Per Flow Stats Manager: this module uses the queue from the packet collector
and pop a packet for further processing. It extracts the packet header and creates a
tuple with source IP address, destination IP address, source MAC address, destination
MAC address, and port number. That tuple forms the flow key. The flow key acts
as a flow identifier to locate, insert, or update a flow statistics quickly. We use that
flow key to store the flow information in a hash structure. Once we add any data in
the hash structure we update an aggregated statistics such as average length, total
packets and store them in that hash structure. Such pre-aggregation provides a quick

view about that flow.

Furthermore, We calculate and maintain the packet transmission rate at per-flow
stats manager. That transmission rate helps to determine the congestion level at a
port. Before insertion of every new flow key, Per flow stats manager consults with
Link Failure Handler and Resource Limit Handler modules. If it finds any resource
limitation information from the resource limit handler it does not collect the statistics
for that packet. Instead, Resource Limit Handler module tags the packet and sends

it to the next capable switch for monitoring.

In the case of a link failure, if the current switch monitors the flow of the packet
and link failure does not force the packet to move to the crankback path, this module
stores the statistics for the packet. Otherwise, Link Failure Handler tags the packet
for monitoring in the next capable switch.

Stats Exporter: This module sends the per-flow statistics to stats collector either
at a periodic interval or stats collector can query for the flow information based on
the configuration. This module sends the information to the stats collector in the

compressed format to save the communication overhead.

Stats Collector: This module sits either in the control plane or management



54

plane. It collects the per-flow information from the Stats Ezporter and does fur-
ther processing before sending it to the monitoring application. This module can
be configured to receive periodic information from Stats Exporter or it can send an

on-demand query to the Stats Ezporter to gather information.

5.1.1 cMon Algorithm

We present the overall operation of the functional module in the cMon algorithm 5.1.
Our cMon algorithm 5.1, runs in a parallel process for every interface ¢ of a switch.
Recall that, when a packet comes to an interface packet collector module collects
that packet and preserve in a queue Fc... We perform a pop operation and pick
the packet P for further processing. When a switches sense that a packet comes to
a failure affected path Py, then FailTagPacketForMonitor Next module tags that
packet so that next switch that is capable of monitoring the packet, can collect the
statistics about that packet.

There is a possibility that switches resource usage S;csource can cross the threshold
limit of Sy. Current packet overhead, P,,crhead, Observed from the monitoring data,
M yaia, can also add to Syesource and cross Sr. In such a resource constraint scenario,
cMon leaves the packet for the next switch to monitor and notifies the collector about
that resource limit issue so that the collector can get those monitoring data from the
next switch. While handling resource limit issue, if cMon finds that the flow was being
monitored in the current switch, it removes the flow key Fj., from the monitored flow
list Mgy, as it will not monitor this flow further.

The normal scenario comes when there is no failure affected packet or there is no
resource limit issue. In that case, two scenarios can happen. In the first scenario, Fi.,
can be found in the Mg, which indicates that the switch currently monitors the flow
for the current packet. In this case, we can simply aggregate the packet information
into the existing list.

In the other scenario, a packet can be new to the switch. In this case, again there
can be three scenarios. First of all, a packet can come to the switch after it is affected
by a failure. In that case, cMon notifies the collector that it is monitoring the packet
that has experienced a failure. In another scenario, a packet can come after suffering

from a resource limit issue.
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Algorithm 3 cMon Algorithm

Input:

—_

DN N NN N HE s = s s

26:
27:

Interface: ¢ where, 1 € 1
Current Flow Monitor List : Mg, where, Mpy € F
Switch Resource Threshold: St
P, eue < PacketCollector()
P < Pop(Pyueuc)
if LinkFail Af fectsMonitoring(P) then
FailTagPacket For Monitor Next(P)
collector— > noti fyFail()
else
Fey < BuildFlowKey(P)
Mo < Extract Monitor Data(P)
Poverhead < MonitorOverhead(Mgqq)
if (Sresource + Poverhead) > St then
TagPacketFor Monitor Next(P)
collector— > noti fyResLimit()
if Fyey € Mpp, then
removeFlowK ey(Fyey, Mrr,)
end if
else if Fj., € Mpy, then
SaveStats(P)
else
if P— > contains(faily,,) then
collector— > notifyFailSave()
else if P— > contains(resLimit,,,) then
collector— > notifyResLimitSave()
end if
AddFlowK ey(Fey, Mp1)
SaveStats(P)
end if
end if
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In this case, cMon also notifies the collector that the current switch will monitor
the packet that has suffered from the resource limit issue. The tag information sent to
the collector through the notification message helps the collector to properly aggregate
the data. In the final scenario, a packet can come to the switch without having any
tag. Such packets are new packets that come to a switch for the first time. In all of
the three cases, we save the required statistics of the packet and add the Fj., into
the Mp, so that subsequent packet data can be aggregated with the existing data for
that flow.

5.2 Evaluation Setup

We use the same experimental setup from the section 4.2 and evaluate the performance
of cMon in USNET 4.3 and Darkstrand 4.4 topology. We measure accuracy and
memory usages of cMon, Exact-Match [36] and FlowStat [18] to show its supremacy.
We also measure the average throughput to show the impact of cMon in the overall
network performance. For these measurements we only consider ICMP [78] and iPef
[77] based UDP traffic.

To measure the memory usage we exchange ICMP traffic between all source-
destination pair of USNET and Darkstrand topology. This kind of traffic exchange
installs flow rules for all pair at every switch. It also enhances the compression ratio
of flow rules due to having more common destinations. Given that, at cMon, we only
compress rule based on the common destination address. For the FlowStat we make
sure only one switch holds the exact-match rules along the path of the flow. During

the measurement of memory usages, we count the total flow rules in all the switches.

In another experiment, we measure the accuracy of cMon, Exact-Match, and
FlowStat with a variable amount of link failure. In this case, we consider the same 60
source-destination pair from section 4.2 and exchange ICMP packets between them.
We fail at least one link between 12 concurrent pairs at a time to simulate the effect
of multiple link failure. In this evaluation, we count the total number of packets
for cMon, Exact-Match and FlowStat. We divide the total number of packets cor-
rectly recognized by each scheme with the total number of packets that we actually

exchanged to get the accuracy of each of monitoring schemes.
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Finally, we measure the impact of cMon on network performance. In this exper-
iment, we exchange different sized data among the 60 source-destination pair. For
each data size, we measure the average throughput by following the same process of

section 4.2.

5.3 Performance evaluation

We present the evaluation results of cMon in this section. To evaluate the performance
of cMon we compare it against FlowStat [18] and Exact-Match [17]. As we cannot
separate flows in the wildcard based forwarding strategies, we omit their results from
our comparison. In subsection 5.3.1, we present the memory usage results to show
the memory requirement of FlowStat and Exact-Match to provide per-flow statistics.
After that, in subsection 5.3.2 we present the accuracy of them. Finally, we present
the network throughput results to show the impact of cMon on the overall network

performance.

5.3.1 Memory Usage
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Figure 5.2: Impact On Memory Uses.

In Figure 5.2, we present the average memory requirement of cMon, FlowStat and
Exact-Match. In cMon, we can fully use wildcard rules while gathering per-flow statis-
tics. Whereas, FlowStat requires some exact match rule to gather per-flow statistics.
Thus, cMon saves nearly 3 times more memory than FlowStat in Darkstrand topol-

ogy. In USNET topology it saves almost double-flow rules compared to the FlowStat.
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As Exact-Match installs flow rules for each flow, it consumes nearly 13 times more
memory than the cMon in Darkstrand topology and 8 times more memory in USNET

topology.

5.3.2 Impact of Link Failure on cMon Accuracy
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Figure 5.3: Impact of Link Failure on Per Flow Statistics.

In Figure 5.3, we present the results that highlight the impact of a link failure on the
accuracy of cMon. When there is no link failure, cMon, Exact-Match, and FlowStat
show almost 100% accuracy. But the accuracy of FlowStat rapidly falls near to the
50% when it experiences 20% link failure. Because it needs to go through a complex
process to add exact-match rules. As Exact-Match has flow rules for each packet in
the switch and cMon gathers almost every packet for monitoring, their performance
remains almost consistent. The only performance drop they experience is mainly due
to the packet drops during backup path restoration. Thus, we can conclude that

cMon preserves network visibility even if the network suffers from link failure.

5.3.3 Impact on Network Performance

We measure the average throughput of the network to observe the overhead induced
by cMon. Due to per-packet monitoring, cMon captures every packet and that has
an impact on the performance of the overall network. Thus in Figure 5.4, we can see

that cMon has degradation in its throughput than its counterparts.
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But due to high standard error we cannot conclude on the performance bottleneck

of cMon.



Chapter 6

Distributed Priority Aware Load Balancing

In this chapter, we present our distributed load balancing strategy, called DPAL,
which can effectively distribute the load to alternate routes while higher priority flow
demands the primary route. Section 6.1 presents DPAL design and architecture.
We present evaluation setup at section 6.2. In section 6.3, we present and discuss

performance evaluation result of DPAL.

6.1 DPAL Design and Architecture

In this section, we present the DPAL design and architecture. The Figure 6.1 shows
the DPAL architecture with major functional modules. The route planner and appli-
cattons modules reside in the application layer and coordinate with the control plane
modules through the northbound API. In the control plane, DPAL has statistics
collector, topology control, and rule configuration modules. The controller modules
coordinate with the data plane using OpenFlow 1.3 protocol. The major functional
modules of DPAL resides in the data plane. Among them, congestion monitor, rule
grabber,per flow statistics,reroute flow finder and rule changer aids in congestion de-

tection and rule redistribution to overcome congestion.

6.1.1 Management and Control Plane Modules

DPAL controller gathers underlying data plane topology with the topology control
module. Recall that, when there is a change in underlying topology, the SDN switch
notifies to the controller. Using the topology information, route planner generates a
graph G(V, E). Where V' is the set of switches and FE is the set of links. From the
graph, route planner computes the best primary and alternative paths for a given
source and destination pair using spanning structures [27]. After that it notifies rule
configuration module about the primary and alternative paths. The rule configuration

module prepares OpenFlow compatible corresponding flow rules for those routes.

60
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After that, it installs such rules in the data plane OVS switches using OpenFlow 1.3

protocol.

Route

| Planner | ‘Apphcatlons‘

Statistics Collector

Application Layer

Rule Grabber

Congestion
Monitor

Topology Control

Rule Configuration

Per Flow Statistics

Control Plane

Controller © -

OpenFlo_w"T.;’: Reroute Flow Finder

|

Rule Changer

Data Plane

Figure 6.1: The Architecture of DPAL.

6.1.2 Data Plane Modules

The major functional modules of DPAL resides in the data plane. Initially, the
congestion monitor module estimates the link capacity and periodically monitors the
packet transmission rate at the port connected to that link. It uses link capacity
information to agree on a transmission rate threshold. If the packet transmission
rate at a port exceeds the threshold value then congestion monitor module calls the
rule grabber module to pull the flow rules those deliver the packet to that congested
link. Using these flow rules, the cMon per flow statistics module provides the per-flow
transmission rate.

During the congestion period, DPAL considers the lowest priority flow for rerout-
ing. It estimates the number of flow to be rerouted using reroute flow finder. The

estimation approximates the number of flow removal by considering the transmission
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rate of the flow. reroute flow finder grabs flow rule and checks whether reroute of
that flow improves congestion of the port. If it does then it reroutes the flow to the
alternative route. If it does not, it again grabs another flow and test for congestion
improvement. It continues grabbing such flow until it finds congestion improvement.
When a certain set of flow reroute improves the congestion state, rule changer changes
the rules for those flow to reroute them in the alternate route. We present the overall

operation of DPAL in the Flow Chart of Figure 6.2.

—_— l Begin at Port P I
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Input: Current total
Transmission Rate
and Transmission rate
threshold

Pull the Rules that uses the
port P and order their priorities
along with packet transmission
rate

'

Begin with lowest
priority flow rule
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(Current total transmission

rate-Transmission rate of
low priority flow) < Transmission
rate threshold?

Modify the flow rules of the
removal list to use the port
of backup route

Add the lowest priority
flow in removal list and

pick the next flow with
same or lowest priority

Figure 6.2: Flowchart Showing DPAL Operation.

6.1.3 Load Distribution Mechanism of DPAL

The algorithm 6.1.3 presents the load distribution operation of DPAL. The algorithm

takes the transmission rate threshold, T'x,..s, and the current total transmission
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rate on a port, Tz, as input. Given that, initially DPAL congestion monitor module
estimates T'%ypresp, from the link capacity L.,,. When the total transmission rate
Tx, of a port exceeds the threshold value Txp,csn, the algorithm grabs the currently

installed flow rules priority P, in ascending order.

Algorithm 4 DPAL Algorithm
Input:

Transmission Rate Threshold: T'wyesn, Where, T%ipresn € Leap
Current Total Transmission Rate: Tz,

1. if Tx, > Txyresn, then

2:  Pp < GetSortedPriorityList()

3: for j € P, do

4: F < GetFlowRules(j)

5: F,. < GetTransmissionRate(F)
6: Fo < SortFlowWithTxRate(F)
7: Fy, < SortedTransmissionRate(Fy,)
8: Rpp < |

9: Tye < O

10: for k € Fp do

L1: Toe ¢ Toe + Fia[K]

12: Rrpp = Rpp, + k

13: if (Tz, —Ty) < TZypresn then
14: Reroute(Rpy)

15: end if

16: end for

17 end for
18: end if

After that, the algorithm finds all flow rule F' with the priority j, where 57 € Py.
It also finds the transmission rate, Fj,, for those flow with priority 7. Next, the
algorithm sorts the flow rules in ascending order of transmission rate. According to
the sorted flow rules order, Fp, it also creates a sorted flow transmission rate list F,.

Then, the algorithm starts approximation to find the reroute flows. To do so, it
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at first begins with a flow rule k where k € Fp. If it finds Tz, — T}, has value greater
than the T'zp,,csn, then it adds up the transmission rate of the next flow with the T,
and compares again T, — T,. with TZp.esn. This process continues until T'wpesn
value gets smaller than Tz, — T,.. As long as the T x5 is larger, those packets
whose transmission rate is considered for 7). are stored in Rpy, for rerouting. When
the threshold value, Tz esn, drops then the rule changer module changes the rules

stored in Rpy,.

6.2 Evaluation Setup

In this section, we present and discuss the chosen emulation environment for the
evaluation of DPAL. We use the same experimental environment of section 4.2. We
consider asymmetric propagation delay for links to emulate congestion. While ex-
perimentation we inject both high priority and low priority flow. We consider both
USNET (Figure 4.3) and Darkstrand (Figure 4.4) topology for the evaluation of
DPAL.

During the experiment, we use 60 sources and destination pair from both of the
topologies and transfer different sized real MP4 files among them with wget [79]. The
chosen source and destination pair ensures that they have a longer primary route.
We also randomly select twenty sources and destination pairs for higher priority data

transfer.

We first evaluate the performance of DPAL in terms of average delay and average
throughput for the higher priority flow. To do so, we maintain a list of source and
destination pairs and mark their communication as higher priority data transfer. We
exchange MP4 data among 60 source-destination pair and only measure the end-to-
end transfer delay and throughput for the higher priority flows. Finally, we take the
average to compute average delay and throughput.

To measure the average number of hop traversed by the higher priority flow, we
count the path length from the moment of congestion control. We do this for all
higher priority flows and later take the average.

To measure the overall throughput, we exchange iPerf [77] based UDP traffic

between 60 sources and destination pair for a certain amount of time. During the
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communication, we emulate congestion in the network by using asymmetric link band-
width. We measure the throughput of each communicating pair at a periodic interval

and take the average to get the average throughput at that time.

6.3 Performance Evaluation

In this section, we present the evaluation results of DPAL and compare its perfor-
mance with Fast Switchover [13] and CLOVE [70]. Subsection 6.3.1 presents the
average delay requirement for higher-priority flow. In subsection 6.3.2, we present av-
erage throughput results. We present the average number of hop traversed by higher
priority flow in subsection 6.3.3. Finally, at subsection 6.3.4, we show the impact of

DPAL on the overall network performance.

6.3.1 Average Delay for Higher Priority Flow
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Figure 6.3: Average Delay For Higher Priority Flow in USNET Topology.

Figure 6.3 and 6.4 presents average delay results for the higher priority flow in both
USNET and Darkstrand topology respectively. For the higher priority flow, DPAL
experiences 49% less delay than the Fast Switchover and 28% less delay than CLOVE
in USNET topology. In Fast Switchover, higher priority flow always uses the long
route after congestion happens. Whereas in the CLOVE, route selection for higher

priority flow happens in a round-robin fashion.
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In DPAL, higher priority flow always uses the shortest route. Thus, DPAL ex-

periences less delay than CLOVE and Fast Switchover. Also, Fast Switchover Expe-

riences more delay than CLOVE. As Darkstrand [80] has more nodes, it has source

and destination pairs with longer routes. Thus, we further extended our experiment

to observe the impact of Darkstrand topology on higher priority flow in a congestion

scenario. Based on our evaluation result, DPAL shows nearly 74% delay improvement

over Fast Switcher and 49% delay improvement over CLOVE in Darkstrand topology.

Due to the same reason for the USNET evaluation, we achieve this performance gain

in DPAL.

6.3.2 Average Throughput for Higher Priority Flow
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Figure 6.5: Average Throughput For Higher Priority Flow in USNET Topology.
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We present the average throughput results for the higher priority flow in Figure
6.5 and 6.6 for USNET and Darkstrand topology, respectively. From the results, we
can find that, in USNET topology, DPAL shows almost 31% better throughput than
the Fast Switchover and that improvement reaches to almost 1.7 times in Darkstrand
topology due to its longer route length than USNET topology. Recall that, higher
priority flow always follows the shortest path in DPAL and Fast Switchover chooses
the backup route for the higher priority flow. As CLOVE chooses the route for
higher priority flow in a round-robin fashion, it shows nearly 38% and 20% degraded
throughput than DPAL in Darkstrand and USNET topology respectively.
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Figure 6.6: Average Throughput For Higher Priority Flow in Darkstrand Topology.

6.3.3 Average Hop Count for Higher Priority Flow

For DPAL, CLOVE and Fast Switcher, Figure 6.7 presents the average number of
hop traversed by the higher priority flow in USNET and Darkstrand topology. As the
source and destination in Darkstrand have longer routes than USNET topology, the
average hop count in Darkstrand topology is longer. In Darkstrand topology, CLOVE
experiences almost 1.5 times longer route than DPAL. Whereas it experiences a 25%
longer route in USNET topology than DPAL. The results tell that, in the case of
DPAL, higher priority low moves through the primary path and CLOVE switches its
path between primary and backup route. But compared to DPAL, Fast Switchover
experiences nearly double the longer route in Darkstrand topology due to the usage

of the backup path for the higher priority flow. Whereas in USNET it takes nearly
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Figure 6.7: Average Hop Count For Higher Priority Flow.

46% longer route than DPAL due to the same reason.

6.3.4 Impact of DPAL on The Network Performance
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Figure 6.8: Average Throughput of the Network.
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DPAL algorithm runs in the data plane switch and can impact the overall network

performance. Thus, we run an experiment to see the overall network throughput to

understand the impact of DPAL on the overall network performance.

Figure 6.8

shows that, up to the congestion point (nearly 250 seconds emulation time as shown

in the Figure 6.8) DPAL, CLOVE and Fast Switchover shows similar throughput

because of following the similar route and routing mechanism. But when congestion

happens, DPAL requires redistribution of low priority flow. Thus, it shows a sudden

throughput degradation. Whereas, Fast Switchover incorporates controller decision
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and requires a long time to control the congestion state. Thus, it shows degraded
throughput beyond the congestion point. CLOVE, on the other hand, balances the
load in a round-robin fashion. Thus, its performance does not degrade much. From
the results of Figure 6.8, we can say that DPAL does not add much overhead in the

overall network.



Chapter 7

Conclusions and Future Work

This thesis presents a local failure recovery mechanism called, SD-FAST, a local mon-
itoring algorithm called cMon and a local load balancing mechanism called, DPAL.
In this chapter, we will conclude this thesis in section 7.1 and provide some future

research directions in section 7.2.

7.1 Conclusions

In this thesis, we have introduced a local failure recovery technique called SD-FAST.
Not only it helps the switch to reroute the failure affected traffic in the edge-disjoint
route, but also it can reroute the affected traffic in the crankback path. Moreover, SD-
FAST can terminate crankback backtracking locally. That’s why our experimental
results show the 64% average end-to-end delay improvement of SD-FAST over CB
approach and 73% average backtracking convergence delay improvement over the
CBC approach. Moreover, SD-FAST does not affect regular traffic for providing
failure recovery. Thus, the experimental results show the impact of pipeline processing

on the performance of FFG, CB, and CBC.

After offering local failure recovery, we have found that the proactive installa-
tion consumes more memory and rule compression improves such an issue. But rule
compression reduces the visibility of the network. Thus, we proposed another local
algorithm called cMon, which can monitor the network even if the flow rules are com-
pressed. The only competitive work of cMon that offers per-flow statistics with low
memory overhead is FlowStat. As it also stores few exact-match rules in the flow
table, in our evaluation results we have found the FlowStat still consumes 3 times

more memory than cMon.

Finally, we have figured out that congestion impacts higher priority flow. None of

the existing literature guarantees the shortest path for a higher-priority low. Rather
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than that, they reroute the higher priority flow in the alternate route to avoid con-
gestion. Thus, we introduced DPAL to ensure the shortest path for a higher-priority
flow. Our DPAL algorithm can effectively select the proper low priority flow for
reroute to leave the primary route for higher-priority flow. The evaluation results of
DPAL shows the 49% average end-to-end delay improvement of higher priority flow

over its counterparts.

7.2 Future Work

In our future work, we plan to evaluate the performance of SD-FAST, cMon, and
DPAL in real hardware switch. Also, we plan to implement all these approaches as
the core part of the OVS switch. Our proposed algorithms currently do not consider
VPN connections and encrypted packet. Thus, in our future work, we want to address
the encrypted packet and encrypted connection issue. During our experiment, we have
found a few packet loss in SD-FAST during failure recovery. While implementation
in OVS we want to investigate and fix this issue. Moreover, we want to evaluate
our proposed approaches with other real-world topology considering different types

of traffic.
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