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What Is digital forensics?

AForensic science i recovery and investigation of data
found in digital storage devices

APrimarily used by specially trained professionals in
criminal investigations, corporate investigations, etc.

AArchives are adopting digital forensics techniques to
support acquisition, accessioning, appraisal,
preservation, and access

[ Acquisition H |dentification H Evaluation H Admission J

Source: Infosec Institute, Digital Forensic Models (January 25, 2016):
http://resources.infosecinstitute.com/digital-forensics-models/
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‘How are Deleted Files and Data Recovered?

Computers Don't Immediately Remove Data that is Deleted

Original Data

mycontents.xls

Data Wiped Clean
or Shreaded

The data can be wiped clean
or shreaded using privacy
software.

Partially
Deleted Data Overwritten Data
1 unallocated space Y iy g newfiledoc )
o
S0

Over time, some or all of the
data can be over written. The
remaining data can still be
“carved” and reviewed.

The original data is still
present, but marked as
unallocated space.

( What is unallocated space? h

Unallocated Spaceisavailable disk space thatis notallocated toany volume.
The type of volume that you can create on unallocated space depends
on the disk type. On basic disks, you can use unallocated space to create

primary or extended partitions. On dynamic disks, you can use unallocated
space to create dynamic volumes.
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Preserve information about the
operating system and file system

OPERATING FILE FILES
SYSTEM SYSTEM

Image source: Power Data Recovery:
https://www.powerdatarecovery.com/hard-drive-recovery/volume-not-
contain-recognized-file-system.htm|
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Digital forensics concepts in context

Libraries , archives, and

Chain of custody Incident response,

investigation

Private data / Exploited for

prosecution

personal
information

Storage Secure storage of
digital evidence

Access to Who is entitled to

information see the evidence?

Constraints Time to trial

museums

Acquire, appraise, and
preserve data in accordance
with accepted archival practice

|dentified and redacted to
protect privacy and comply with
legislation

Long-term storage of digital
objects in accordance with TDR
standards

Who is entitled to see the digital
heritage collections?

Collections backlogs

Adapted from: Kam Woods, Preservation, Privacy, and Access: Enhancing Digital Curation Workflows with
Forensic Analysis (March 21, 2017): http://wiki.bitcurator.net/downloads/kwoods-unc-digpres-v12.pdf
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Privacy concerns in digital forensics

Alnvestigations reveal passwords, encryption keys,
Images, personally identifying information, etc.

AScope of investigation
Al egal requirements

ABalance between protecting privacy and conducting
complete investigations

AlLack of awareness or concern about privacy

Al ack of standardized ethical principles

DALHOUSIE 1818 . . o . .
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Privacy solutions in digital forensics

( Start )
¥
Hard disk
Current_ case drive or
details forensic
image

k.
Forensic tool processes inputs and
— presents potential pieces of evidence to
the investigator

|

Investigator examines
Case profile and analyzes the
evidence

Investigation goals are
achieved

Investigator refines filters or
overrides them, in which case the
forensic tool logs investigator actions
in secure storage

Investigation report is
generated

I

(s )

Verma, Govindaraj, and Gupta. fAData privacy perceptions about
Published in Advances in Digital Forensics XlI, edited by Gilbert Peterson and Sujeet Shenoi. Springer: 2016.
https://link.springer.com/book/10.1007%2F978-3-319-46279-0

DALHOUSIE . . o . .
UNIVERSITY 2}%3 Managing privacy and access with digital forensics tools and techniques 7


https://link.springer.com/book/10.1007/978-3-319-46279-0

Why have a digital forensics lab In a
library or archives setting?

OLD MEDIA

Researchers have stored data in dozens of formats over the years. Here are
three former staples of computing that are rarely seen today.

PUNCH CARDS

1890-1980s

~80 bytes

Used in the 1890 US
Census, stiff, perforated
cards could be read by
dedicated machines to
store and process data.

Digital information
was represented
according to how

holes were placed.
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MAGNETIC TAPE

1950s-present
>5 megabytes per reel

ugh reel-to-reel
sette tapes are
largely obsolete for
home computing,
magnetic tapes are still
i for long-term
storage. Newer formats
can hold more than
100 terabytes of data.

Source: Baker,
M. (2017, May
2). Disks back
from the dead.
Nature, 545
(7652), 117i
118.
https://doi.org/1
0.1038/545117a

FLOPPY DISKS

1970s-2000s
80KB-1.44MB

First introduced as a
delicate 8-inch (20cm)
sheet covered in plastic,
floppy disks evolved to
pack more data in a
smaller ce. The
form persists as the
'save’ icon in popular
applications.
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How are archivists doing digital
forensics work?

AUse write-blockers to £ Drcligevery st — o
create forenSIC Images ; Name 2016-015_extHDD_item2_copy.001
e RSy S
. Computed hash dcf7e0b3coe8992d33cb47490ed80a59
AAdOpt forenS|C SOftware Eeet:;frtr:sausrltw ‘_-‘-
- g:r‘:;u::-l:;:ash .........
Alncorporate digital pothah | dsosteafasasieinesad
forensics into workflows B
ANew policy decisions (e.g.,
preserve forensic image or
extract files?)
DALHOUSIE 1818 Managing privacy and access with digital forensics tools and techniques 9
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Timeline at Dalhousie

AFebruary 2016 i Acquire forensic workstation

AMay i November 2016 i Digital archives collection
assessment project: http://hdl.handle.net/10222/72663

Adanuary 2017 i Install BitCurator and Forensic Toolkit
(FTK) software

AFebruary 2017 i Advanced computer forensics training
AMay 2017 i Launch digital forensics lab

AApril 201771 Dal 6 s f i BitGuratort Usarse-orat

DALHOUSIE 1818
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DIGITAL MEDIA CARRIER FORMATS

978
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Policy, ethical, and legal questions for
libraries and archives

ARecovery of deleted files if they appear to be archival?
ADecryption of EFS files? Other encryption methods?
AUse of Password Recovery Toolkit?

AUse of registry information, browser history, etc. to
support archival appraisal?

AModifications to standard deed of gift template?

AMonetary appraisal of born-digital archival material?

DALHOUSIE . . o . .
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Privacy at Dalhousie
AFOIPOP Act

APolicy for the protection of personal information from
access outside Canada (approved in 2007)

AData classification schema (approved in 2013)

ALOTS of personal and confidential information in
various locations

ANeed to consider access requirements of the Archives
Permanent Collection when policies are developed
and updated

DALHOUSIE . . o . .
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Dalhousie data classification schema

Highly sensitive

Sensitive

Internal use

Public use

Information which may result in significant and
substantial harm to the university or members of the
university community, or which may violate legal or
contractual requirements, if it were to be released

Information which could have a negative impact on
the university or members of the university

Information made available to faculty or staff of the
university but not necessarily appropriate for the
general public. (Directory listings, minutes from non-
confidential meetings, internal websites, etc.)

Information that can be made generally available to
the public.
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Digital forensics tools
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FORENSIC
COMPUTERS
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Devi ce
controller
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1. Reset 2. Status 3. MOLEX 4. Power rail
button LEDs connector select

5. External
power supply

e Connector
{rev. B: +5V,

rev. C-latest: =TV)

=y
Sk
=l
.
B
o

12. Floppy disk o -
drive connector = =
L, =5 —— 6. Floppy disk
11. Write o rive power
blocker e e il connector
5 = ~_ T.USEB
Ll ; connector

10. Drive select 9. Flash erase 8. JTAG connector
jumpers {leave open!)

Image source: KryoFlux: https://kryoflux.com/?page=kf tech
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BitCurater

Find, Oorganize, & Analyze Computer Evwidence

2CE

AccessDara : - A - L A

FORENSIC TOOLKIT"

FTK Install
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Forensic Toolkit (FTK)

AThree components

ADatabase (Oracle, PostgreSQL, Microsoft SQL)
AGraphical user interface (GUI)

AKnown file filter server (contains datasets with hash
values for known file types)

Alndexing, live search, regular expression

AOr acl e fiOQutside I ndo technol
types

Alntegration with other AccessData products (Registry

Viewer and Password Recoverx Toolkitz

DALHOUSIE 1818 . . o . .
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Digital forensics workflows
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Identification ]_l Abstract digital

_ forensics model
| Preparation ]_l

| Approach Strategy
| Preservation ]_l

[ Collection ]_l

Examination ]_l

Analysis ]_l

| Presentation ]_l

| Returning Evidence |

Source: Infosec Institute, Digital Forensic Models (January 25, 2016):
http://resources.infosecinstitute.com/digital-forensics-models/
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Penn State University workflow

PENMN STATE UNIVERSITY WORKFLOW MAP

Bom Digital Content on Media

ci
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Dalhousie University workflow (draft)

Add evidence
item(s) to case

Analyze data

Create two Create case in
Receive digital Inventory digital copies of disk FTK (usually
storage device storage device image(s) with [ "| onecase per
FTK Imager accession)
|
y
Identify
Identify archival personal

material

information and
sensitive data

]

Use Bagger to
bag files and

Transfer Bag

Ingest Bag and

Export selected nto
files + metadata transfer to local Archivematica generate SIP
SAN
|
Y
Process SIP Process AIP Revise/edit
Upload DIP to )
and generate and generate AtoM metadata in
AlP DIP AtoM
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Accessioning, appraisal, and
processing workflow (dratft)

Accessioning, appraisal, and processing workflows (draft)

—

Make material
available for
pick-up and

arrange pick-up

Yes

Delete reports and
files from FRED

T

G Copy reports and
Unsolciind m:::m Archival appraisal sef:eﬁa;'a. Shred material fea from FRED
drop-off? L el onto DVDS o
y external HDDs
No T
Deed of gif assign i g o e L iyt Ingest files into Process files in Pracess fles in o o
X I oean (el
signed? accession ID || tems tocasein [ and copyright || ’“"””‘FTK“ from FRED to digital [ bt SI;"" i N;’“‘ el gt finding aid in AtoM
FTK assessment) backiog a o g
- Y
o
L ]
R“n';:;;“d”:g:’ Create accession Create appraisal Rebox selected Place material in Create
e record and assign Archival appraisal report and material in archival physical storage accession-level . Generate POF Editievew finding Upload DIF ta
et accession ID and arrangement [—*| processing plan [ "] qualiy storage ™| and update finding aic in Atow [ E"eVIe Tning —— aid 1  aom
containers accession record
possible - - N
Create accession
record and use Make material
temporary receipt available for
1D as accession 1D/ review
bl Bk Make material
o D“",'MMM . igital media Bonor wanis™ | available for
o carriers? discards? S pick-up and
Saes arrange pick-up
No Yes No
L ]
- ; A Suiable
Create disk image Place material in A Transfer to
with FTK Imager physical storage ":;I::;‘,,‘;?;r ':]:;t’:;g ©™  repository
l Yes No
¥
by Add physical
inventories + | — smf"“;“;ggﬁ i °§$“n;2‘“ Shred material
validation to digital a4 bl igned?
peesihialn accession re
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ldentification of potentially sensitive
information ( BitCurator )

Capture and image metadata
> Log, device info

Forensically packaged image

Filesystem repaort, DFXML

Filesystern metadata extraction (fiwallk)

Filg =-= disk block map

Y
Image analysis (filesystem, sensitive info
9 FAIS e A Bulk Extractor
I[___
! Outputs
| y
Reporting plug-ins (Python | C++, libharu)p Annotated feature file
Reprocessed by
. Viewed in
Bulk Extractor GUI
y
Raw reporting data (XML or document stream)
1
|- PDF Reports: file distribution, sensifive info, hashes, efc.
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Bulk Extractor scanners 1 examples

Scanner Description
name

Wordlist A |ist of all fAwordso extr a
password cracking or searching for specific terms.

Accounts Credit card numbers, it r ack t woo i nf or mat
numbers, other formatted numbers. Useful for tracking how
a device was used for business purposes.

Email Discovers RFC822 email headers, HTTP cookies,
hostnames, IP addresses, email addresses, and URLSs.
Useful for recreating email correspondence on a device.

Exif Finds EXIF metadata in image and sound files.
Find Returns the results of specific regular expressions.
vCard Recovers vCards (standard electronic business cards).
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BitCurator Access

@ Chrome File Edit View History Bookmarks People Window Help
i ® [ Disk image Access for the .

« C (® 127.0.0.1:8080/image/charlie-work-usb-2009-12-11.E01/1

h BCA
Webtools

Home

Browse directories and download files. ltems marked "r" in the first column are regular

files, ltems marked "d" are directories.

d/r Filename Size Last Modified
r  SAttrDef 2560 2009-11-20T17:38:092
& r $BadClus 0 2009-11-20T17:38:092
r $SBitmap 32320 2009-11-20T17:38:092
r $Boot B192 2009-11-20T17:38:092
d SExiend 652 2009-11-20T17:38:002
r SlLogFile 7405568 2009-11-20T17:38:092
r SMFET 262144  2008-11-20T17:38:092
r  SMETMirr 4096 2009-11-20T17:38:092
r $Secure 0 2009-11-20T17:38:092
r gl Infaea 1210792 2NNAa-11-2NT17-28-NAa7

DALHOUSIE 1818

Deleted?
No
No
No
No
No
No
No
No
No

M

Ba® 9O = (4 TueB:56 AN
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