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ABSTRACT

Inherently safer design (ISD) is a component of industrial safety that focusses on the
elimination and reduction of hazardising four principle$ minimization, substitution,
moderation and simplification. Process hazard analysis (PHA) has been identified as an
opportunity to explicitly consider ISD and enhance the implementation of ISD within
process safetynanagement (PSM) framewarkThe PHA technique of interest for this

research was the bow tieethodology.

The objectiveof this research was to develop a protocol to identify-HaBedbarriers in

bow tie diagrams. Exampleased guidancewas used to idenify potential ISD
opportunitiesThe protocol was validated using case studies from the US Chemical Safety
Board (CSB) and Contra Costa County Health ServRegocol validationrdemonstrated

the ability of the protocol to identify potential ISD barrigRecommended future work is

furtherprotocol validation in a predictive manner wiitkan industrial organization.
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CHAPTER 1
INTRODUCTION

The CSB has opened investigations into at least 11 separate process safety incidents over
the past two year©Over the past yeaalone there have been merous process safety
incidents that haveeceived public attentionOf these events, one that received a
considerable amount of attention occurred on June 21, 2019 at the Philadelphia Energy
Solutions RefineryDuring this incident,liere was a series ekplosions in a hydrofluoric

acid alkylation unithatsent a 38,00pound vessel fragmeacrosshe Schuylkill River

(CSB, 2019a)These types ofrpcess incidents amotisolated to the petroleum refining
industry. More recentlyon Jaruary 24, 2020, there was a fatal explosion at Watson
Grinding outside Houston, Texdbat caused a significant amount of damage to the
surrounding communityCSB, 2020) On May 3, 2019, aexplosion occurred at the AB
SpecialitySilicones facility in Waukegan, IL, that fatally injured 4 work@z$B, 2019hb)

When incidents like these occur, we ask ourselves: What went widmvg@an we prevent

this from happening agathAmyotte et al. (20163iscuss seven concepts that all play a

role in preventing these major accideniaherently safer design is one component

Inherently safer design (ISD) is an approach used to eliminate or reduce hazards, rather
than focusing on hazard control or management. ISD is based on four main principles:
minimization, substitution, moderation and simplification (Kletz and Amyotte, 20

use of these measures leads to an inherently safer design because hazards are avoided due
to the intrinsic and inseparable characteristics of the system, rather than the reliance on

addon safety equipment or features.



Minimization refers to elimiating or reducing the hazard by design, such as minimizing
hazardous material inventories or equipment. Substitution involves replacing a hazardous
material or method with a less hazardous one, such as using sodium hypochlorite instead
of chlorine gas. Moerationis the use oless hazardous forms of materials or conditions to
reduce the severity of hazards. Simplification includes designing processes to reduce

equipment and chances for human error (Goraya et al., 2004; Kletz and Amyotte, 2010).

Despite tle effectiveness of ISD, it is not yet as widely and consistently implemented as
one would expedt ISD may be referred to as being common sense, but it is not necessarily
common practice (Edwards et al., 2015; Khan and Amyotte, 2003; Kletz and Amyotte,
2010). This shortfall of ISD adoption is attributed to numerous factors, including but not
limited to: (i) lack of awareness and knowledge of the concept, (ii)Jdhokderstanding

of the concept of ISD and its potential, (iii) absence of a set of speafiroaologies to
follow during application, (iv) lack of methods for measuring ISD characteristics, (v)
difficulty of implementation in existing facilities, and (vi) absence of real case studies on
successful ISD implementation (Hendershot, 2Q&atari etal., 2018 Khan and Amyotte,

2003.

ISD is not a standalone concéptin order for it to be systematically and explicitly
considered, it must Dbe incorporated within
(PSM) framework (Amyotte et aR007).The pupose of this thesis research is to develop

a tool that facilitates the use of inherently safer design (ISD) for managing risks.



The introductory chapter of this thesis prowda overview of inherently safer design
(ISD), its incorporation within process safety management (PSM) and process hazard
analysis (PHA), as well as the motivation, scope of work and objectives of the project. The

organization of this thesis documestlso outlined.

1.1 Motivation

Major accidentsrestill occurring,and while inherently safer design plays a critical role

in risk management, it is not widely used.

1.1.1 Incorporation of Inherently Safer Design in Process Safety
Management (PSM) Systems

As prevously stated)]SD mu s t be incorporated within an
management (PSM) framewofkmyotte et al. 2007). Process safety management (PSM)

i s defined as At he application of manage
understand,\aid, and control proceselated hazards in order to prevent, mitigate, prepare

for, respond to, and recover from procese | at ed i nci dentso (CSA,
The Canadian Standards Association (CB#gpublished a PSM standatulilding on the

earlier Canadian Society for Chemical Engineer{@$HChB 12-element system. This 16

element PSM systenshown inTable 1-1, is composed of four foundational pillars:

Process Safety Leadershipnderstanding Hazards and RiskRisk Management and

Review and ImprovgCSA, 2017).



Table 1-1. CSA Process Safety Management (PSMgystem(CSA, 2017).

Process Safety Management Elements

Process safety
leadership

Understanding
hazards and risks

Risk management

Review and
improvement

Accountability Process knowledge Training and Investigation
and documentation competency
Regulations, codeg Projectreview and | Management of Audits process
and standards design procedures change

Process safety

Process risk

Process and

Enhancement of

culture assessment and rig equipment integrity  process safety
reduction knowledge
Conduct of Human factors Emergency Key performance
operationd management indicators
senior managemer planning

responsibility

Amyotte and Lupien (2017) in Volume 1 of Meds in Chemical Process Safetyais
relevant referencihatpresents an extensive discussion of safety management systems and
concepts in PSMRayner Brown et al. (2020) in Volume 4Méthods in Chemical Process

Safety describes the incorporation of 1SBto each of theelements of the CSA PSM

system this thesis contains relevant excerpts

The aim of this research is to incorporate ISD into PSMs projectis focussed on the
application of ISD for PHAwhich falls primarily inthe PSM elementof Process risk

assessment and risk reductiomderthe pillarUnderstanding Hazards and Risks

This researclalso touches othe incorporation of ISD int@ther elementsthe related

elementsre as follows.

Process Safety LeadershifRegulations, codes and standards

There is a disconnect between the established principles of inherent safety and applied

practices in industrial organization®Vith the enactment of ISD regulations for oll



refineries in Californiathere is a need formproved understanding of industry best
practices for applying ISIn orderfor organizations to meet or excegdlustry safety

standards.

Review and ImprovementEnhancing PSM knowledge

The need for improvekihowledge and understanding of I&8Ba constituent &nhancing
PSM knowledgeis recognized.This research recognizes the benefit aafllecting
applications ofISD to createa consolidated database of exarpdsed guidance
Examplebased guidancean beusedby others tamplementwithin their ownfacilities or
canserve ashe basis fomind triggergo helpusersdentify opportunities specific to their

facility and unique application.

Risk Managemerit Training and competency

There is a strong neddr ISD-specific training and education within organizations for
personnel to understand the fundamentals of ISD and the hierarchy of controls, and to
ultimately become competent with the concepts in order to effectively apply THesn.
projectincludes he development ofworkshoppackage as an educational tool to introduce
users to the bow tie methodology for process hazard analysis, to provide the foundations
of ISD as a risk managemeayproach anthtegrating these two concepts that are typically

siloed.



The incorporation of ISD within process hazard analysis (PHA) as part of the PSM

framework is discussed in the next section.

1.1.2 Incorporation of Inherently Safer Design Within Process Hazard
Analysis (PHA)

An area of interest to increase adoption of ISD is developing protocols for incorporating
ISD concepts into process hazard analysis (PHA) metR&ths are tools used to examine
hazards and hazardous situations, or the potential thereof, assegthtptbcess design,
operability, equipment, human factors and materials (CCPS, 208B).should be
explicitly considered and included in hazard analysis (CCPS, 20B8)incorporation of
ISD within PHASs also supports the elem@mbcess knowledge an@cumentatiorwith
respect to maintaining company memory (Amyotte et al., 2007). This formalization of ISD
consideration within a PHA ensures that proper documentation and the justification of

design decisions are maintained.

CCPS (2009) describes three hmats that incorporate ISD within PHAhesequalitative

PHA methodgbased on HAZOP and WhHP analyseshave been adapted to include ISD
considerationausing ISD checklist questions (CCPS, 2009; Hendershot, 2009). In the
Process Safety Management fotrekeum Refineriesegulation in the state of California

(ISD regulations are discussed further lateGection2.5.1), ISD must be considered in

PHA. The PHA methods listeih this regulationncludeWhatIf, Checklist HAZOP and

Abher PHA met hods recognized by engineerin
Another accepted process hazard analysis tool that is notifistexloow tie methodolgg

Bow tie diagrams are becoming more widely recognized as a promising risk management

6



tool (Hatch et al., 2017 ewis et al., 2010Saud et al., 2013/aughen and Bloch, 2016)
This thesis work focusses on the development of a protocol for the expimiparation

of ISD within the bow tie methodology.

1.2 Scope of Work

This projectfocusses on the incorporation of the four principles of inherently safer design
into thebow tie hazard analysis method as part of process safety management through the

develgpment of a protocol.

1.2.1 Inherently Safer Design

This work considers ISD with respect tbet four main principles(minimization,
substitution, moderation and simplification), as well as thepsirziples of moderation
(limitation of effects andavoiding knockon (domino) effects) and stgrinciples of
simplification (making incorrect assembly impossible, making status clear, tolerance of

misuse, and ease of control).

In this work, ISD is considered in the form of examjtdlased guidance, ratherathn
checklist questionsas aproof of concept othe ability ofexamplebased guidance toe

used tadentify ISD applications.



1.2.2 Bow Tie Methodology

The w tie methodologyis exploredas aprocess hazard analysis methodhis thesis
The work relatedo bow tie diagrams igualitativeonly; quantitative estimatesuch as
thoseto barrier effectivenessriticality or probability of failure andconsequence severity
or probability are out of scope. Additional uses for bow ties, includiogy tiechairs and

linking of bow ties tdHAZOPs, are also out of scope.

1.3 Objectives

The objective of this work is to devel@pprotocol, or methodpr integrating ISD into
process hazard ana@sfor practical application in industry. This pr@tbcan be used to
explicitly incorporate ISD into bow tie diagramBhis research addresses a number of
elements identified by CCPS (2019) as current gaps in the field of process isafety
incorporation ® ISD into PSM, development of ISD databases and libraries, and

development of tools to apply ISD.

The original contribution of this thesis work is to help bring ISD into routine, practical

application.

1.3.1 Protocol Development

The objective of the protocdevelopment is to develop a metltbdt incorporates explicit
consideration of ISD into the bow tie methodolodyis qualitative protocol will be

represerdgdasaflowchart



1.3.2 Protocol Verification

The objective of the protocol verification is to apply fmetocolto acase study with
documented opportunities for ISD (Bhopal gas tragedyjetermine thebility of the

protocol and exampibased guidance to identifgese ISD batrriers.

1.3.3 Protocol Validation

The objective of the protocealidaion is to apply the protocol to @ase study without
documented opportunities for IS0 determine thability of the protocol and example
based guidance to identify potential ISD barridisescope of the ptocol validationis
limited tothe stages that involve the identification of ISD barriers. The stage of the protocol
that involves the identification of other barriers in the hierarchy (passive, active,

administrative) are out of scope of the current prottealidation exercise.

1.3.4 Protocol Refinement

The objective of the protocol refinement is to improve the protocol that was first developed
based on findings oprotocol validation This highlights thecontinuous improvement

iterativenature of the protod¢aevelopment.



1.4 Industrial Involvement in Research

The current process safety practices of industrial stakehdlud¢he Canadian process
industryneed to be better understood, including hazard analysis methods (whether these
are standard methods or company specific) and any methods that are used tdS$fixlude
considerations.A component of this thesis workcluded a survey of industrial
stakeholdersncluding those in the Process Safety Management Division (PSMD) of the
Canadian Society for Chemical Engineering (CSCHIB)s helped to better understand
current industrypracticeswith respect to &zard analysis method@snd as successes and
challenges ssociated with ISD applicatiofihis feedback was considered in the protocol
developmentThe need fofuturepr ot oc o | validation within

PSM framework is highlighted

1.5 Organization of Thesis Document

The first three chapters describe the backgraniittherently safer desigand process
hazard analysighe incorporation of ISD within PSM framewarlandexamplebased
guidance. The next four chapteliscusghe protocol development, verification, valttbn

and refinement. Lastly, the document closes with conclusionssanthmendations

The thesis structure is as follows:

Chapter 1 presents an introduction to the project, along with the background information

for the motivation, scope of work and oljges.

10



Chapter 2 describes the review of literature on inherently safer dasiipmocesshazard
analysis(including the bow tie methodology). A selection of case studies with inherent
safety learningss outlined The current status of ISD application is detaist the

concept of examptbased guidance is introduced.

Chapter 3 discusses the collection cimplebased guidance from the application of ISD
by regulated sourcesder thdndustrial Safety Ordinancg@SO) in Contra Costa County,

California

Chapter 4describeshe developmenof a protocol for incorporating ISD into bow tie

diagrams

Chapter 5 tscusses the protocol verification completed based on the Bhopal gas tragedy.

Chapter 6 discusses the protocol validation using a US Chemical Safety Board (CSB) case

study and an incident report from Contra Costa County.

Chapter 7 discusses the refinedtpool based on findings from the protocol validation.

Chapter 8 provides the summary, recommendations and conclusions of the thesis.

11



CHAPTER 2
BACKGROUND

This chapter providebackground informatiommn hazard analysis techniques (including
bow tie analysis) and inherently safer design. Overviews of past incidents with
opportunities for ISD incorporation are provided to demonstrate the motivatitrefase

of ISD for risk managementLastly, the currenstate of ISD incorporation is described.
Numerous topics this chapteare also discussed in Rayner Brown et al. (2020); relevant

excerpts are included here.

2.1 Hazard Analysis Techniques

There are numerous methods that are availabkenalyzing existingnd potentiahazards

in a process. Hazard analysis methods can be categorized into three groups: ¢1) broad
brush, (2) design and routine operations and (3) special situdtitiesse methods are
outlined inTable2-1 (CCPS, 2008). Flowcharts and selection criteria are available to help
practitioners choose the most appropriate hazard analysis method for a given situation or

process (CCPS, 2008).
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Table 2-1. Hazard analysis categories and methods (CCPS, 2008)

Category Hazard Analysis Method

Broad Brush Safety Review (SR)

Checklist Analysis (CL)

Relative Ranking (RR)

Preliminary Hazard\nalysis (PHA)

WhatIf Analysis (WI)

Design and Routine Operation | WhatlIf/Checklist Analysis (WI/CL)

Failure Modes and Effects Analysis (FMEA)
Hazard and Operability Analysis (HAZOP)
Special Situations Fault Tree Analysis (FT)

Event Tree Analysi¢ET)
CauseConsequence Analysis (CCA)
Human Reliability Analysis (HRA)

Hazardanalysisplays a critical role in risk management, and as such, is a component of
process safety managem@rsM)frameworks, such @hose described ke 12-element
CSChEProcess Safety Managemesystem(CSChE, 2012)and the lélementCSA
Process Safety Managemegystem(CSA, 2017 )previouslydescribedn Sectionl.1.1in

Table1-1.

Another available process hazard analysis (PHA) technique that is availalolet listed

explicitly in Table2-1 is the bow tie diagram, which is discussed next.

2.2 Bow Tie Diagrams

This section is largely based on the following references: CCPS/EI (BO®8Jies in Risk
Management: A Concept Book fordéess Safetywaughen and Bloch (2018)se theBow
Tie Diagram toHelp ReduceProcessSafety Risks Vaughen and Klein (201/8rocess

Safety: Key Concepts and Practical Approache&E (2019b)CGE Knowledge Base
13



Website Hatch et al. (2017Yisual HAZOP:Exploiting thePower ofBowties tolmprove
Sudy Effectveness andEnhanceEngagment and Hatch et al. (201®nhancing PHAS:

The Power of Bowties

The following questions are valuable to consider wbemsidering hazard analysis and

risk management (CGR01%):

1. Do we understand what can go wrong?
2. Do we know what our systems are to preventftiois1 happening?

3. Do we have information to assure us they are working effectively?

The bow tie methaalogy enbodiesthe questions abov&he bow tie methodologis a
barrierbasedrisk management tool that demonstsaéed communicagehow various
factors cancauseloss of control of a hazard and lead undesirableconsequences
(CCPSIEI, 2018)The bow tie methodologgan also be simply referred to abaw tie

diagram

A generalized bow tidiagramis shown inFigure2-1. The elements of a bow tie diagram
areas follows:hazard, top event, threats, consequernuesjentative barriers, mitigative
barriers, degradation factoand degradation control§he definitions of these bow tie

elements are shown rable2-2 (CCPS/EI, 2018; CGE 2017).
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Table 2-2. Bow tie element definitions (CCPS/EI, 2018; CGE, 2017)

Hazard An operation, activity or material that poses a potential harm to people, property, the environme
business

Top Event The loss otontainment or loss of control of a hazard that is preceded by threats and followed by
consequences; the central Aknot 0o of the boy

Threats Events or conditions that can cause the top event (can initiate the loss of containment or loss of
of a hazard). Threats are located on the left side of the top event

Consequences Events or conditions that can result from the top event (outcomes of the loss of containment or |
control of a hazard). Consequences are located on the rigluf sheetop event. Consequences are
typically negative effects to people, property, the environment or business (e.g. health and safet
impacts, property loss, business interruption)

Barriers Physical and nophysical controls and measures that can pieteeats from leading to the top even

or mitigate consequences after the top event has occurred. Preventative barriers are to the left ¢
event and mitigative barriers are to the right of the top event. Barriers are effective, independen
aulitable.

Degradation Factors

Conditions or errors that defeat or degrade the effectiveness of barriers and compromise their fy

Degradation Controls

Physical and nophysical controls and measures that prevent degradation factors from comprom
barriers.




Bow tie diagrams were adopted in the 1990s by Shell (CCPS/EI, 2018; Zuijderduijn, 1999).

One of the greatest strengthsldrenefits of bow tie diagrams is that they are a visual tool

able to communicate hazardous scenarios to a wide range of audiences. Bow ties show
direct cause and effect lines, which can make it easier to understand how hazardous events
and consequencesrcaccur. Hatch et al(2017) outline the strengths of the bow tie

approach compared with the HAZOP method for completing a PHA. Bow tie diagrams

allow barrier weaknesses and degradation factors to be clearly disglajges. compared

withthesi ngl e 6ésafeguarddé col umnduaitethedlackofha st anc

visual, itcanbe challenging to understand the efficacy and criticality of safeguards.

Commercial off the shelf (COTS) software for drawing bow tie diagrams and performing
related tasks is available. BowTieX$an example of this software (developed by CGE
Risk Management Solutions). The bow tie diagrams, like the drigume2-1, and otlers
within this thesis, have been drawn using the BowTieXP softwduie.bow tie software
allows metadata about the barriers, such as barrier(\yimieh can be directly related to
the hierarchy of controls) to be captured and displayed. This helps angsgstand the

types of barriers that are being deploy€&E, 2019a).

As with other tools, the bow tie methodology is not perfActhallenge associated with
bow ties is that while it is ideal that barriers be independent of each b#ngers may
have commonalities and common failure modexl they are not always independent

(CCPS/E) 2018)

The process ifrigure2-2 can befollowed to build a bow ti€¢CCPS/EI (2018):
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Figure 2-2. Process for building bow tie diagram (CCPS/EI, 2018; CGE, 2017).

1. Identify hazard
v
2. ldentify top event
v
3. ldentify threats
y
4. ldentify consequences
v
5. ldentify preventative barriers
Y
6. ldentify mitigative barriers
v
7. ldentify degradation factors
v
8. ldentify degradation factor
controls
y
9. Add metadata for barriers anl
controls
10.Review bow tie for quality
and completeness
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2.3 Inherently Safer Design (ISD) and Hierarchy of Controls

This section provides an overview of the fundamentals of ISD. It is largely based on CCPS

(2009) and Kletz and Amyotte (2010).

ISD is the component of process safety that focusses on avoiding hazards or reducing their
likelihood or severity rather than relying on the use of-addlevices and procedures
(Kletz and Amyotte, 2010). ISD is the foundation of risk management within the hierarchy
of controls, which is the system used to eliminate or reduce the risk arising frorfiedenti
hazards. As illustrated iRigure 2-3, the hierarchy of controls in order of increasing

effectivenes$ is composed of the following categories:

- Administrative,
- Active engineered,

- Passive engineered, and

- Inherently safer design (ISD).

Administrative

Figure 2-3. Hierarchy of controls
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ISD is based on four main principles: minimization, substitution, moderation, and
simplification. The use of these measures is referredl®lakecause hazards are avoided

due to the inseparable characteristics of the process, rather than a dependeltbenon
safety equipment and human intervention. Minimization refers to the reduction or
elimination of the hazard, which, for example, may refer to the quantity of a toxic chemical
used or stored, equipment inventory, or the size of equipment. Substitntiolves
replacing a hazardous chemical or process with a less hazardous alternative. Moderation
reduces a hazard by using less hazardous forms of materials or process conditions.
Moderation also refers to facility design that reduces the effect 0§ ala®ntainment of
material or energy (Khan and Amyotte, 2003). Examples include using less hazardous
operating temperatures or pressures, and chemical concentration or form. Limitation of
effects and avoiding knoettin (domino) effects are sydrinciples of moderation.
Simplification reduces hazards by minimizing the complexity of equipment or a process;

it encompasses design related to addressing human factors and reducing hazards associated
with maintenance and operations (Kletz and Amyotte, 2010).-pBabiples of
simplification include making incorrect assembly impossible, making status clear,

tolerance of misuse, and ease of control.

Examples of ISD with respect to these principles are given below, based on CCPS (2009)

and Kletz and Amyotte (2010) witrelevant excerpts.

Minimization:

- Minimize the inventory of hazardous material through equipment selection (CCPS,
2009).

- Remove deadleg piping (CCPS, 2009).
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- Use process intensification to reduce inventories (Kletz and Amyotte, 2010).
Substitution:

- Use aternate chemicals that are less hazardous (CCPS, 2009; Kletz and Amyotte,
2010).

- Use alternate processes that are less hazardous (CCPS, 2009; Kletz and Amyotte,
2010).

- Use more corrosion resistant materials of construction (Kletz and Amyotte, 2010).
Moderdion:

- Make operating conditions less severe (e.g. lower temperatures and pressures by
using a catalyst) (Kletz and Amyotte, 2010).

- Use less concentrated hazardous raw materials to reduce the hazard potential (e.g.
agueous ammonia or methylamine insteadh&f anhydrous material) (CCPS,
2009).

- Use limitation of effectd avoid hazardous equipment and operations (e.g. use
closed loop sample stations to limit sampling procedure of hazardous materials;
avoid glass sight glasses) (Kletz and Amyotte, 2010).

- Avoid domino/knockon effects use facility siting considerations/exclusion zones

around process plant (Kletz and Amyotte, 2010).

Simplification:

- Reduce the number of bends in piping (potential erosion points) (CCPS, 2009).
- Reduce the potential of a hazard é&yminating liquid accumulation points or

vibration stress (CCPS, 2009).
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- Design equipment with an MAWP (maximum allowable working pressure) to
contain the maximum pressure generated without reliance on pressure relief
systems, even if the "worstedible event" occurs (CCPS, 2009).

- Design equipment that does not allow for incorrect assembly or at least allows an

incorrect assembly to be apparent/determined (Kletz and Amyotte, 2010).

While it is most effective to include ISD concepts early in tsigh phase of a facility,

plant or process, an operating facility still has opportunities for ISD during facility
expansions and upgrades. ISD should also be included in safety evaluations, including
PHA revalidations, management of change (MOC) and emtichvestigations (Maher et

al., 2012). To help promote ISD throughout routine activities, it is encouraged that inherent
safety is integrated into PHA, rather than only considering it occasionally during
specialized reviews (Moore, 2003). This ensurest #in organization is continually
examining ways that hazards can be reduced or eliminated throughout the life cycle of a

process

Case studies that highlight the valueohsidering ISD principlesare discussed in the next

section.

2.4 What Went Wrong: Case Studies for Inherently Safer Design

There are a number of historical events that have occurred that had significant impacts to
business, people and the environment where it has been recognized that considerations of

ISD could have either premted the incident from occurring or could have reduced the
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severity of the consequences. Numerous incidents are discussed in the sixtA\daition
Went Wrong? Case Studies of Process Plant Disasters and How They Could Have Been

Avoided(Kletz and Amyotte2019).

The US Chemical Safety Boa@€SB) has published numerous incident investigation
reports that emphasize the importance of ISD and include recommendations for
incorporation of ISD. Works by Amyotte et al. (2011) and Amyotte et al. (2018) analyze
recmmmendations in CSB investigation reports with respect to the hierarchy of controls.
Amyotte et al. (2011) and Amyotte et al. (2018) found that 36% and 19%, respectively, of

CSB recommendations were based on ISD.

Case studies th&mphasize the importanoé ISD consideratiorare highlighted in this
section These case studietescribe the role IS@an have in preventing accidents or
mitigating the consequenceékhese case studieemonstratéhe benefit inlearning from
case historieand incorporatingessons learnetb improveprocess safetyl he case studies
that will be discussedrethe Bhopalgas tragedythe 2012 Chevron Richmond Refinery
fire, and the Tesoro Anacortes heat exchanger rupture an€&®, 2014; CSB, 2015).
The incident in 2019 at éhPhiladelphia Energy Solutions Refinevil also be discussed

in the context of current issues

2.4.1 Bhopal Gas Tragedy

The Bhopal gas tragedyoccurred on December 2, 1984 in Bhopal, India at the Union
Carbide India Limited (UCIL) facility. A release of a toxic gas called methyl isocyanate
(MIC) (used as an intermediate in pesticide manufacturing) occufoety.tons of MIC

escaped the facilitend reached the surrounding community with grave consequénces
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approximately 3,800 people were killed immediately. It is estimated that an additional
100,000200,000 people were impacted by the disaster through increased rates of iliness,
disease and d#a(NRC, 2012). Other references, including (CCPS, 2009), (Kletz and
Amyotte, 2010) and (Kletz and Amyotte, 201&)ntain a thorough discussion of inherent
safety and Bhopal. Overall in brief, all of the four ISD principles were absent in the Bhopal
UCIL facility. There were many ways in which the incident may have been prevented or
the consequences mitigatdlais may be also part of why it is such a heavily discussed case
study within process safety. Large quantities of MIC were being stored onsit® due t
convenience (minimization was not applied). A chemical reaction pathway was used that
required MIC while alternate pathways that do not rely on MIC exist (substitution was not
applied). Residential zoning or an exclusion zone did not exist, so dwetmgsd close

to the facility, which increased the exposure to Mlihitation of effectsa subset of
moderationwas not applied). The facility design depended on the use of safety devices
(e.g. highpressure alarm) which did not function properly or evarot reliable

(simplification was not applied).

The tragedy at Bhopal has left a legacy in the chemical process indliséryBayer
CropScience facility in Institute, West Virginia experienced an explosion in 2008. Debris
hit an MIC storage tank which wa®t damaged, but the debris had the potential ta hit
relief valve vent pipe and cause an MIC leak. Despite completing plant modifications
during the following years, there were concerns among the public and surrounding
communityabout thegroduction andise of MIC In 2011, Bayer announced the production

of MIC would not be restartgdNRC, 2012)
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2.4.2 Chevron Richmond Refinery Pipe Rupture

On August 6, 2012, a pipe ruptured at the Chevron petroleum refinery in Richmond,
California (CSB, 2015). Uponthei pe6s ruptur e, hydrocar bons
vapour cloud that ignited. Nineteen employees working in the area were able to escape
serious injuries. The impacts of the fire extended beyond the facility and into the
surrounding community, where 19@ residents sought medical treatment due to air
quality (Kletz and Amyotte, 2019). The pipe ruptured due to damage caused by
sulphidation corrosion. Over time, the sulphur content of the crude oil procespéd cre
upwards and the refinery processed crudlevith higher sulphur level$ this increased

the incidence of sulphidation corrosion. The ISD principle of substitution should have
been applied in this situatioSteel with a higher chromium content is more resistant to
sulphidation corrosion and suitsting it for the existing carbon steel piping is an

inherently safer option (CSB, 2015).

2.4.3 Tesoro Anacortes Refinery Heat Exchanger Rupture

The following is an excerpt from the CSB investigation repitat describes the incident

(CSB, 2014)

AON April 2, 2010, the Tesoro petroleum refinenAmacortes, Washingtoexperienced a
catastrophic rupture of a heatxchanger in the NHT unitThe he& exchanger
catastrophically ruptured because of High Temperadydrogen Attack (HTHA). Highly

flammable hydrogen and naphtha at more than 500°F were released from the ruptured heat
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exchanger and ignited causing an explosion andtanse fire that bued for more than
three hours. The rupture fatally injured seven Tesoro em@d@gae shift supervisor and
six operators) who were working in the immediate vicinity of the heat exchahgee

time of the incident. To date this is the largest fatal intide a US petroleum refinery

since theBP Texas City accident in March 2005.

It was found the ISD principle of substitution should have been applied; high chromium
steels are more resistant to HTHA than the carbon steel the heat exchanger was constructed

of.

2.4.4 Current Issues (2017-Present)

The following is based on the CSB Factual Statement, as the investigation is aQging
201%). On June 21, 2019 thereevea fire and series of explosioas the Philadelphia
Energy Solutions Refining andarketing LLC (PES) Refinery in Philadelphia,
PennsylvaniaThe incident occurred in the hydrofluoric acid (HF) alkylation unit. HF is
highly toxic (SCAQMD, 2016) It was estimated that 5,232,376 kg of HF was
released, 3,217 4b(1,459 kg)of which was not contained by water spray. Fortunately,
there were no fatalities and no major injuries reportedring the posincident
investigation, a ruptured elbow was found in the unit, which is being attributed to this
process safety incident. Piping thingss and composition measurements were completed.
It was foundthatthe pipe elbowvas 0.012 incti0.30 mm)thick, which is less than 7%f

the pipe retirement thickness. The ppaterialincludedhigh levels of copper and nickel,

which was outside thespecified requirementsThe American Petroleum Institute
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Recommended Practice (AP RP) 7&dfe Operation of Hydrofluoric Acid Unigxplains

thatHF corrosion rates pipescan increase in the petce of these elements.

This incidentrelates to the subject of a recent letter submitted by BB © the US
Environmental Protection Agency (EPA) in 2019 detailing their concern atheut
adequacy ot ur r e nt risk amanagementi pegrains to addrdnazards associated
with conventionaHF alkylationtechnology The letter describes two other incidents that
involved HFi the 2015 ExxonMobil Torrance Refinery Explosion and the 2018 Husky
Energy Refinery Explosion and Fire. The CSB recommehdsthe EPA review and
update an HF hazard study first completed in 199@ letter highlights inherently safer
technologies (soligdtate and ionic liquid) that are being develog€&B, 201@). The
technologies that are being developed as alternatives to ¢cmmarHF alkylation are
detailed inSCAQMD (2016) andappearto have inherently safer benefifs.g. use of

proprietary catalyst that eliminates the need for liquid HF use).

2.5 Current Status of ISD Incorporation Within PSM

This sectioroutlinesthe current stasof ISD applications with respect to PSM systems.

For the project development stage of this thesis work, a literature review was needed in
order to understand the current state of ISD incorporation and application. A review of
publicatons and resources that examine practical applications of ISD published between
20002018 was completed. The peaewviewed publication sources that were reviewed

include Safety ScienceProcess Safety ProgresProcess Safety and Environmental
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Protection Journal of Loss Prevention in the Process IndustaiedJournal of Chemical
Health and SafetyProceedings from conferences, such as IChéfaZards were

included.Companyand regulatowebsites were also examined.

2.5.1 Inherent Safety Regulations

There areseveral jurisdictions in the US that have regulations for explicit consideration of
ISD, including New Jersey and California. Washington State is also in the early stages of
drafting legislationThe largelyvoluntary PSM systerin Canaé can becontrasted with

other jurisdictions under different regulatorggimes in which here are prescriptive
regulations forthe use of the hierarchy of controls awsdnsideation of ISD for risk
managementvithin facilities. Theseprescriptiveregulationsare of interest because this
could help identifyindustry bespracticesand promote industry benchmarking for the

applications of ISD.

Jurisdictions with ISD regulations inclu@®ntra Costa Counignd the City of Richmond
in the state of Californidn Contia Costa Countywhere there is a high concentration of
chemical process industry facilitid€CPS, 2019)the consideration of ISD has been
legislated since 1998 with the enactment of Itidustrial Safety Ordinance (ISOyhe
neighbouring City of Richmonédopted the legislationR{chmond Industrial Safety
Ordinance or RISQ, which became effective February 2002 (CCHS, 20Richmond
Industrial Safety Ordinange Currently, eight facilities are covered und&O/RISQ
including three petroleum refineriasd three chemical facilities in Contra CoS@unty,

along with one petroleum refinery and one chemical facility in the City of Richmond. More

28



information about these facilities can be foomthe CCH3SOFacilities websit¢d CCHS,

201%). Underthe ISO program the Contra Costa Country Hazardous Materials Program
pulishesAnnual Performance Review and Evaluation Reports anniutilgse reports are
thoroughly discussed in Chapter 3 as these reports detail and document cases of successful

implementabn of ISD principles in operating facilities.

Also requiring the consideration of ISD thkest at e of P@baess Saety ni a o s
Management for Petroleum Refinerie=sgulationimplemented in 201,7as mentioned

earlier under the PSM elemeitcountability This regulation states that ISD is required

t o be i mpl emented Afto the greatest exten

requirementsalifornia Occupational Safety and Health Standards B&@&ib):

1 Perform periodisafety cultureassessments

1 Incorporate damage mechanism hazard reviews into process hazard analyses
1 Conduct roofcause analyses after significant accidents or releases

1 Account for human factors and organizational changes

1 Use structured methods, such as layer of ptime analysis, to ensure adequate

safeguards in process hazard analyses.

Again, these prescriptive PSM regulations can be usedh®yorganizations to improve
their PSM frameworkThe state of New Jersey has a¢spablished consideration of ISD
within an Inherently Safer Technology (IST) Reviamder theToxic Catastrophe

Prevention Ac{TCPA) which can be completed using one of the three methods outlined

29



in CCPS (2009): (1) checklist PHA, (2) independent PHAI, @) integral to PHA (State

of New Jersey, 2017; State of New Jersey, 2019).

The state of Washingtoimas also established a PSM Advisory Committee to improve
process safety in the stateds petroleum re
the Pllowing motivations for updating the PSM regulations: the current rule is outdated

(it has not been updated in over 20 years), it does not reflect industry practices and
improvements in processes and engineering, and other jurisdictions following the sam

PSM rule still have process safety incidents occurring (Washington State Department of
Labor and Industries, 2017). The PSM Advisory Committee has proposed adopting
Californiads PSM regulation because of t he
deweloped and implemented, the regulation addresses recommendations made by the US
Chemical Safety Board (CSB), and it is more cost effective for companies to follow
consistent regulations in the different jurisdictions within which they operate (i.e.
companés that have facilities in both Washington and California) (Washington State
Department of Labor and Industries, 2018). These reasons and motivations should also be
considered by management teams and leadership in other organizations when considering
improvements and the incorporation of ISD within their PSM framework. A discussion
draft of Washi ngt 8afety standatdefdr procpss safety maaatiement | e

of highly hazardous chemicals currently available for review (Washington State

Departnent of Labor and Industries, 2019).
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2.5.2 1SD Guidewords and Checklist Questions

A review was completed to understand the ways the principles of ISD were currently being
considered qualitatively, and it was found that ISD guidewords and checklist questions
were commonly referenced in the literature. Guidewords are baatiased keyords to

be used as minttiggers ISD guidewordsare used or referred to in ABB Consulting
(2016) Amyotte et al. (2007Edwards et al. (2015Edwards and Chosnek (201Bjench

et al. (1996)and Goraya et al. (2004)Examples of theséSD guidewordsinclude
minimize, eliminate/reduceantensification,substitute, moderate, separdimitation of

effects,simplify andimprove reliability.

ISD checklist questiongpromote ait of the box thinking They aredirect and pointed
qguestions that have proven to be valuable in reducing haza@RS (2009).A
disadvantages sincethe questions are so broad aa@ essentiallythe ISD principles
rephrasedthe solutions that can be identified can be limited to thekS@wledge base

and skill

A literature review was completed to create a consolidated list of checklist questions from
different sourcedt was found thagxisting sourcewidely use the CCPS (200B)herently

Safer Technology Checklist

A list of references that use ISD Checklist Questisras follows (those marked with an

asterisk (*)refer tothe CCPS (2009nherently Safer Technology Checklist

- CCHSChecklist (CCHS, 20114)

- New Jersey TCPAState of New Jerseg017)*

31



- Mannan and.ees(2005)*

- Edwards and ChosngR012)
- Mabher et al(2012)

- Goraya et al. (2004)

- CCPS(2009 *

A sample of checklist questions, organized with respect to guidetxom CCPS (2009)

is as follows:
Guideword Checklist Question
Minimize Is the storage of all hazardous gases, liquids, and solids minimiz
Are elbows, bends, and jointspiping minimized?
Are all hazardous materials removed or properly disposed of wh
they are no longer needed or not needed in thexoeys?
Substitute Can a less toxic, flammable, or reactive material be substituted f

use?
Are there any other @tnatives for substituting or eliminating the U
of hazardous materials in this process?

Is an alternate process available for this product that eliminates
substantially reduces the need for hazardous raw materials or
production of hazardoustermediates?

Moderate Can potential releases be reduced by lower temperatures or pre
or elimination ofequipment?

Are all hazardous gases, liquids, and solids stored as far away a
possible to eliminatdisruption to people, propertgroduction, and
environment in the event of an incident?

Can process units (for hazardous materials) be designed to limit
magnitude of process deviations?

Simplify Is the workplace designed for consideration of human factors (th
anergonomicallydesigned workplace)?

Can equipment be designed such that it is difficult or impossible
create a potential hazardous situation due to an operating or
maintenance error?

Are there any other alternatives for simplifying operations innglvi
hazardous materials in this process?
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2.5.3 Current Methods and Protocols for Application of ISD

Previous work completed by Amyotte et al. (2007) demonstrated the link between PSM
elements and the explicit consideration of ISD withinoaganization. Amyotte et al.
(2007) details the incorporation of ISD withime management of change (MOglg@ment

of PSMand presents a protocol for the explicit consideration of inherent safety within the
MOC processThis protocol is found idppendix A Goraya et al. (2004) details a protocol

to explicitly incorporate 1ISD considerations in an incident investigafibrs protocol is

also found imMAppendix A

As previously describedthe incorporation of ISD into PHA is a promising way to
explicitly use the principles of inherent safe§CPS (2009) outlines three ISD review
methods that incorporate inherent safety into PHAs: (1) checklist PHA, (2) independent
PHA, and (3) integral to PHANithin the integral to PHA method, ISD guidewords and
guestions are included in a PHA using techniques such as HAZOP oilf®/haglysis.

Such ISD review methods are beneficial at both the initial design and operational life cycle
stagesISD should beconsidered in the design proc€€SA, 2017) At the design stage,

the proposed design and safeguards can be examined to identify any ISD opportunities. At
the operational stage, completing an ISD review on existing designs and processes can

identify oppotunities to use ISD to improve the current state.

33



2.5.4 Survey of Inherent Safety Practices by Industrial Stakeholders

A survey of industrial stakeholders regarding the use of ISD and PHA in their organizations

was completedand the results of which are @md in Appendix B These respondents

included process safety managers and environment, health and safety spetraists.
responses given to this qualitative survesrevaried between participants and provide

some perspective and insight into the current state of ISD in a number of industry sectors.
Feedback received from a regulator include
process safety managementandprci pl es t hat we dondt do mu

oversightéyet. o

A few respondents indicated that ISD is explicitly considered in their organizations and
organizations; howeverggerallymost respondentgportedt was not. Rctors identified
by theserespondents that they believed toitmpedimentsd ISD in their organization

include:

project management components (e.g. cost, schedule, project engineer decisions,
involvement of contractors, return on investment/ROI),

- difficulty of incorporating into existing/operating facilities

- lack of ISD knowledgeand

- challengeto move from the status quo of established and proven designs and
technology that are already traditionally used (e.g. plant deflge)plays a role

in highly regul@edindustries where there are strict quality standards that must be

adhered to).
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Some of these barriers align with those identifiebgn and Amyotte (2003) antfari

et al.(2018)

While the survey demonstrated that there are opportunities for impemighe survey

al so highl i ght &succéseel the organizations ave dndd twibh respect to

| SD. This includes an organization that h
Designo that focuses on | Sbecansideratomof IBDC pr o
principles during the preliminary design phases of facility modifications. This organization

has been abl® incorporate inherently safer features into their facilities, including the
elimination of fired heaters as distillatiormter reboilers (minimization), elimination of

long bolts flanges (substitution, assuming that they were replaced with fully flanged valves)

and minimization of number of flangemifiimization).

Another organization in the manufacturing sedtas been ablto incorporate some ISD
principles into their facility with respect ttazardous chemicalsThere are also
opportunities for ISD considerations duringkr reviewsthat arecompleted during the
early design stages of large projects an@xisting MOC processThis organization has
been able to improve their facility by adding tank enclosures and covers (moderation) and

chemical handling and storage improvements.

The survey also provided some insight itib@ challenge of implementing ISID an
operational facilityand the need to consider feasibility. The survey also highlighted the

need tamprove ISD knowledge
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2.5.5 Inherently Safer Design Workshops

This section describes three ISD workshops that were found in the literatur@rehat
valuable for understanding the tools and processes that are being used to consider ISD in
practical applicationsThey helpedinform and guideprotocol developmenh thecurrent

work.

Inherent SHE Review Process at Exxon Chemical:

The publication by Exxon Chemical about their Inhe&afety, Health and Environmexht
(SHE) Review process (French et al., 1996) provides insight into a protocol used for an
industrial application of ISDThis workshop and approach uses ISD checklist questions to

consider and incorporate 1SD

1. Build a synergistic team of the right people thaphahderstand the hazards and
find ways to reduce or eliminate these hazards
2. Understand the hazards associated with the process

3. Reduce or eliminate hazarlg applying inherent SHE principles

A training workshop for personnel/team members who will bepteting the Inherent

SHE Review igprovided This oneday workshop focusses on the background information

on inherent SHE concepts, the systems required to manage hazardous materials,
information on the Inherent SHE Review process. Resources like vigemdems,

examples and team exercises can be usethke the ducational processiore engaging.

The Inherent SHE Review process consists of a total of 12 stepsnof which are
preparation steps completed prior to the beginning of the retheviolloving are excerpts
of the process.
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Prior to the reviewthe following steps are completed to define the design space

1.

8.

9.

Prepare simplified process flow diagram

- Include alternative processes

. Define chemical reactions

- Desired and undesired
Develop potential forunaway reactions/decompositions
List all chemicals and materials employed
Develop compatibility matrix
- Include air, water, rust, etc.
Define physical, chemical and toxic properties
Provide NFPA hazard ratings
Define process conditior{pressure, temperature, etc.)

Estimate quantities used in each process system (tanks, reactors, etc.)

10. State plant capacity basis

11.Estimate quantities of wastes/emissions

12. Define site specific issues such as environmental, regulatory, community, spacing,

permitting, etc.

After the design space has been defined, the review can now begifoll®lving part of

the review focusses on the hazard identification and risk management

Review the background information from steps 1 to 7 completed during prepagation

then:

13. Define major potential hazards
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14. Systematically review the process flow schematic looking at each process step and
hazardous material to identify creative ways to improve the process by applying
Inherent SHE principles to reduceaminate hazards.

- Itis during this step in the review process that the ISD questions are used
15.During the design development review, identify potential human
factors/ergonomics issues that should be addressed by the design team.

16.Document reviews and follo-up items

ISD Workshop Process at Granherne

In a publication by Edwards et al., they describe the ISD workshop approach that is utilized
at their organization, Granherne, which provides design and consultancy services for
upstream oil and gas projeciSdvards et al., 2015). The goal of the workshops is to
provide a venue for brainstorming and discussions to identify current uses of and potential
opportunities for ISD. Edwards et al. (2015) stabat in order to bring ISD into a practice

and applicatia, an organization needs (1) a design team that is knowledgeable of and
committed to ISD and (2) leadership to facilitate it. First, to build a stronger ISD safety
culture, Granherne | everaged existing 6l un
Hazard Identification (HAZID) and Hazard and Operability (HAZOP) workshops, and
Design Review. After developing an ISD mindset, the workshop approach was able to be
rolled out, which facilitates stakeholder engagement and involvement for effective
discussios, brainstorming, challenging of the status quo, and creating accountability by
assigning actions in order to implement plans. The workshop uses ISD keywords

(eliminate/reduce, simplify/improve reliability, and separate/protect and aid escape) to help
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gude the discussion. Wor kshops can be hel d
stages: appraise, select and define. The authors also state that this workshop approach is an

ISD technique recommended by the Energy Institute (Edwards et al., 2015).

ISD Workshop Process at ABB Consulting:

The inherent safety workshop approach is also used by ABB Consulting, as outlined in
their 2016 factsheet (ABB Consulting, 2016). ABB uses process block diagrams (PBD) to
show different options for process routes, ineers and design conditions. These BRBD

are used in the hazard identification stémazards associated with each block are identified
based on the characteristics of chemicals present and any potential loss of containment
event. The ISD guidewords are thased to prompt the team members to remove and
reduce hazards. This workshop approach, like the others, promotes a change-s#tmind

of teams to look for ways to make processes safer by removing hazards during all stages

of design and a facilitydés |ife.

2.5.6 What Went Right: Success Stories of ISD and Example-Based
Guidance

This section highlights success stories of 18[also explores the concept a@xample
based guidancalong with itamportanceand relevance to a PSM framewofke ®ntrast

of examplebased guidance with ISD checklist questions is also presented.
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Many specific examples of alternate designs and approaches that use less hazardous
chemicals, reduce hazardous inventories, reduce the complexity of processes, or reduce the
severity & processing conditions, have been develdpessources such as CCPS (2009)
(updated in 2019) and Kletz and Amyotte (2010) describe many of them. Information about
the practical applications of ISD is valualfRiblicizing the successes associated wigh th
implementation of ISD is an area identified by the CCPS (CCPS, 2009) as a valuable
initiative inthefield. The communication of successful uses of ISD plays an important role

in informing the wider process industry audience to the value of ISD andtipbten

opportunities to use ISD in their own organizations, which may enhance adoption.

In a report marking the 20th anniversary of E8® regulation (CCHS, 2019a), the Major

Chemical Accidents or Releases (MCARS) have been analyzed for the time ghaceod

the inception of the regulation (192918). Using the frequency of incidents and a
weighted score to capture the severity of incidents, a trend for an indicator of the overall
process safety of the facilities was able to be produtea. point of disassion, as stated

in CCPS (2019), while it is difficult to A
relatively low number of annual MCARSs, the observed trend is decreasing MCARS since
thelSOwas established\s previously mentioned in Secti@rb.1, underthelSOprogram

Annual Performance Review and Evaluation Repmagublished annually. These reports

describe many examples of thgccessful consideration and implementation of ISD by the

operating facilities regulated und&0O. Examples of these ISD applications include:

- Eliminated dead leg piping (CCHS, 200{@limination)
- Replaced carbon steel oxidizer tank with 316L stainle=ss sank(CCHS, 2018)

(substitution)
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- Relocated operations of main process unit to remote control room (CCHS, 2009).
(moderation)
- Installed ¢osed loop sample stations on tower overhead lines to prevent personnel

exposurdCCHS, 2017)(simplification)

The above sample of ISD applications ferthe basis of exampleased guidance.
Examplebased guidance is the phrase used to encompass specific, practical applications

of ISD that can be used to guide and inform other ISD opportunities (Amyotte et 8., 200
Amyotte et al., 2007)Examplebased guidanceses directive language aaliows users

to find specific applications of ISD that may be directly relevant to their faahiyuse

examples of ISD applicationas the basis fomind triggersto help themrecognize
opportunities specific to their facility and unique applicati®his is in contrast with

checklist questions, as discussed in Se@iét2 Appendix A inCCPS (2009) (Inherently

Safer Technology Checklist) contains both checklist questions, as well as some example
based guidance. For exampl e, this checklis
less concentrated hazardous raw materialstoredecetha z ar d pot enti al ?0
by examples of how this could specifically
(hydrochloric acid) instead of anhydrodisThis highlights theidentified gap of
understanding specific practical ways ISD can bed umed applied Examplebased

guidance ideneficial to help promote more targeted thinking.

The need for exampleased guidance, as a constituent of the PSM eleBm@mncing
PSM knowledgehas been identified r oces s s af et yat deattightdo r edbat ed

ISD success storiess needed in order to provide personnel and organizations with
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examplebased guidanc® increase the implementation of ISD within their facilitias.
listing of examplebased guidance ia AppendixC, which ha been developed from four
primary sources using relevant exceiipSCPS (2009), Kletz and Amyotte (2010), Kletz
and Amyotte (2019), and Mannan and Lees (200Bis listalso camtains examplbased
guidance found in journal articles, CSB incident investigation reportsC@&mEProcess
Safety Beacon@n monthlysafetymessageewslettey. Any known industrial applications

of ISD, such as those undertaken in jurisdictions where ISD is legislatede@utated
sources under Contra Costa Coul89), can also serve as valuable sources of example
based guidancé&.he collection of this exampleased guidance from the CCHS reports is

discussed in detail next dhapter 3

This research project focusses on exanlgised guidancmstead ofchecklistquestons
becausef the interest to
- examinea different tool thanthe ISD checklist, which is the current common
practicefound in the literatureas discussed in Secti@rb.2
- improve the understanding of ISD and make ISD concepts more accessible to a
broader range of audiencggign withPSM elemenEnhancingPSM knowledge
and
- understand current industry bgstctices for incorporating ISOh operating

facilities, where it is generally regarded as being more difficult to incorporate ISD

The collection of ramplebased guidancérom Contra Costa CountiSO reports is

discussed next.
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CHAPTER 3
EXAMPLE-BASED GUIDANCE: APPLICATIONS OF ISD UNDER CONTRA
COSTA COUNTY INDUSTRIAL SAFETY ORDI NANCE

This chaptemprovides an overview of thESO repors and discusses the collection of
examplebased guidance from the applicatidri®D by regulated sourcés Contra Costa
County, CaliforniaThe purpose, scope and guidelines for the critical review of example

based guidance are also established.

3.1 Overview of Industrial Safety Ordinance Annual Performance Review and
Evaluation Reports

The Contra Costa HehllServicegCCHS)Hazardoud$/aterials Program has produced the
Industrial Safety Ordinance Annual Performance Review and Evaluation Report annually
since thelndustrial Safety Ordinance (ISO) was implemented in 1999.he regulated
stationary sources that are included in these annual reports und&Ghalong with
information about the facility typearelisted in Table3-1. Additional information about

the facility can be found in the correspondiagtsheets referenced Trable3-1.
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Table 3-1. RegulatedStationary Sourcesunder CCHS ISO.

Facility

Type of Facility

Reference

Air Liquide-Rodeo Hydrogen
Plant, Contra Costa County

Gaseous hydrogen

Steam and electricity production

(CCHS, 2017a)

Air Products (within Tesero
Refinery),Contra Costa
County

Gaseous hydrogen

(CCHS, 2016a)

Phillips 66 Rodeo Refinery,
Contra Costa County

Petroleum refining (75,000 bpd)

(CCHS, 2017b)

Air Products (within Shell
Martinez Refinery), Contra
Costa County

Gaseous hydrogen

(CCHS, 2016b)

Shell Oil Martinez Refinery,
Contra Costa County

Petroleum refining (165,000 bpg

(CCHS, 2016c)

Tesoro Golden Eagle Refiner
Contra Costa County

Petroleum refining (168,000 bpg

(CCHS, 2015a)

Chevron Richmond Refinery,
City of Richmond

Petroleum refining340,000 bpd)

(CCHS, 2015b)

ChemtradéVestRichmond
Works, City of Richmond
(prior to 2012- General
Chemical West Bay Point
Works)

Sulfuric acid (alkylation catalyst)
regeneration foChevron
Richmond Refinery

(CCHS, 2015c)

Polypure
(included in 2003 annual
report- no longer undelSO)

Information unavailable

(CCHS, 2003)

These annual reports are of interest for this resebedause theyontain valuable

information about applications of ISD in operating faciliti®#sey provide dtathat is

collected by the regulatofCCHS) as reported by the Regulated Stationary sources.
Different ways that ISD has been applied and incorporateddifacility are described
This detailed information about specific applicatiarsd examplesf ISD can be used as
examplebased guidanc® provide other facilities and organizations with potential ISD

applications they could consider within their own fiieis. Theseannualreports provide
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a dataset that is representative of industry -pesttices and opportunities for the

incorporation of ISD within facilities at the operational life cycle stage.

The Annual Performance Review and Evaluation Repatso include Incident
Investigations/Root Cause Analysis repofts undergraduateesearctprojectfocused on
these reports is currently underway at Dalhousie University. This project focusses on
identifying corrective actions with respect to the hierarchy of controlsiderdifying

additionalopportunities for inherently safer design (ISD)

3.2 Scope of Example-Based Guidance Critical Review

The reports were critically reviewed for qualitative information about the applications of
ISD in the facilities to collect exampleased guidance that could be incorporated into the
protocol. The critical review ecompassg Annual Performance Review and Evaluation
Reports that were collected for years 12989 from web searches or directly from CCHS
(the reports from 1999, 2000 and 2001 were unable to be refriehedpart of the
previously mentionedndergraduaproject examining the incident investigation reports,
corrective action®ased on ISD principles were identifiaddincluded as exampleased

guidance.

Another potential use of these reportasan opportunity to examirteem forquantitative
dataabaut thehierarchy of controls ofSD principles being appliedut this was out of

scope for the protocol developmehheemphasifierewas on collecting and summarigin
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gualitative information and exampbased guidanc® enhance knowledge of practical

applications of ISD

3.3 Critical Review of Example-Based Guidance from ISO Reports

The purpose of the critical reviemas tocollect the exampkpased guidance for ISD and
align the categorizatiorwith the current framework and definitions ioherent, passive,
active and administrative controls (Kletz and Amyotte, 201 will allowtheexample

based guidanc® be used in the protocol.

Ground rules were established to ensuredtiigal reviewwastransparent and consistent

to produce eliable and representative d¢samilar to the review ilAmyotte et al., 2018).
First, the data that was referrBdnher emtlth
system (| Swaycategarieevgtio respett to thénierarchy of controlgISD,

passive, active, or administrative). Second, the corresponding data that was referred to as
fiapproacb i n the reports was categorized with
current definitions of ISD, passive, active and administrative alsnand ISD principles

(minimize, substitute, moderate, or simpliffdSA, 2017; Kletz and Amyotte, 2010), the
datawascategorizedTable 3-2 containsexamples oflatafound in the reports and their

respective categorizatidrased on the following ground rules

Ameasure at egori zed as fdinher ent orectlysmodfying t hat
the design without the additimf addon safety deviced he measuréundamentallyand
inseparablychangedthe design to eliminatehe hazard. An example of this tke

elimination of deadleg pipe or unused equipment (CCHS, 2014; CCHS3).Znhother
46



measure that was frequently encountered inthereportSwas duced potenti al
by changing design, e g u icp This measune evdsssigneds r gy 0
to the category of inherent, rather than passive, because the hazarddwced without

the use of additional equipment.

APassiveo engi ne e rodatwes thatselbdoes nat eduiecrevento a d d
detection and actuation of moving parts ottiean caused bythe upset condition. An

example of this withinthe CCHISOd at a i s @ c he mweaereaelevatdtapi t i on
engineered stands to both i mprove chemical

(CCHS, 2018).

AActi veOo engi neer eotfeatures that reduse eventfdetactionn amd a d d
actuation of moving. An example of this is
sensor s o (iGHsWascatedgoz8dAS active rather than passive, as this control

(a sensor) would require detectiand actuation in order to reduce the hazard.

AAdmi ni strativeo controls refer to procedu
work procedures). An example of thssi r e duced potenti al of errc
procedureo (CCHS, 2011b) . These repbrts u
Aprocedbhealt@rm Aadmini strativeo has been u

of training, policiesandmanagement systems
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Table 3-2: Examples of critical review and categorization of examgbased
guidance from Contra Costa County Industrial Safety Ordinance
Annual Performance Review and Evaluation reports

Control Type

ISD Principle

Example

Reference

ISD

Minimization

Reduced inventory
by combining or
removing equipment
from the process

(CCHS, 2017c)

Substitution

Reduced the
potential of a hazard
by using a less
corrosive chemical

(CCHS, 2013)

Moderation

Reduced the
potential of a hazard
by moving to an
alternate location,
reduced exposure
potentid

(CCHS, 2009)

Simplification

Reduced potential of
human eror by
upgrading human
machine interface

(CCHS, 2019c)

Passive

N/A

Elevated chemical
addition tanks atop
engineered stands t¢
both improve
chemical usage
productivity and
worker body position

(CCHS, 2018)

Active

N/A

Reduced potential of
exposure by adding
controls

(CCHS, 2011b)

Administrative

N/A

Reduced potential of
error by
standardizing into

procedure

(CCHS, 2013)

With respect teategorizing measures based$b principles, categorization was aligned
with Kletz and Amyotte (2010). For example, the elimination of deadleg pipe or unused

equipment referenced prevely was categorized as minimization (CCHS, 2014; CCHS,
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2017).The use of alternate technology or equipment that removes the hazard is designated
as substitution. Examples include usidiifferent technolog for boiler feedwater
pretreatment that eliminated use of causti®CHS, 2010) and upgram) gaskes on heat
exchanges to improve sealing properties (CCHS, 2018pr this critical review,
modifications with respect to improved materials of construction (e.g. upgraded equipment
metallurgy, or changed equipment metallurgy for increased corrosion resistaaree)
categorized as substitutidmecause at the operationstiage, this measure would be
implemented by substituting the current material of construction with an altérhatase

of design changethat reduce the likelihood or severity of hazards were categorized as
moderationAn example includes thastallation of restricting orifice in blowdown line to
minimize the likelihood of an overpressure scenfdfiGHS, 2018). Lastlyneasures that
reduced the potential of a hazard by simplifying the process were categorized as
simplification.An example includseliminating external jackets on piping to minimize the

hazard and simplify process piping des{@CHS, 2006)

After establishinghese ground rules, theocess for the critical review ekamplebased

guidance wass follows:

1) Collect Examples ofdesign changs or improvements found in tables or
attachments in the reports were collected and entered into an Excel spreadsheet

2) Analyze Each examplevas analyzed with respect to the definitions of the
hierarchy of controls and ISD principles

3) Identify: Eachmeasure was identified as ISD, passactive or administrative.

If the measure was identified as ISD, it was identified as minimization,

49



substitution, moderation, or simplificatiokleasures categorized as ISD were
identified asexamplebased guidance.

4) Document The examplédased guidance waslocumented for future
incorporation into the protocollhe language was modified to be predenmnise
and directiveto serve as guidance to use$pecific equipment names/codes
(e.g. R1310, V712, P472, 248) were emoved as they are not necessary
the currentcontext n certain cases, i f it was s
bet ween P47 2/ Ahewandihgwhlals8 Théamm,ged t o fApi p

pump and t an geédedal guidance forcothapplieations

Examplebased guidancgemonstratepractical applications of ISD and can be a valuable
reference unto itself. Howevehe full potential of examptased guidance wibnly be
leveraged if it is able tdbe used systematically. This incorpton of examplédased
guidance within process hazard analysis, specifically the bow tie methogiiomygh a
protocolis discussed nexh Chapter 4 The examplébased guidanceollected from the
critical review of the CCH3$SO reportsis presented and organized in the contexhef

protocol inSection4.3.
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CHAPTER 4
PROTOCOL DEVELOPMENT

This chapter describéise development of the protocol for the incorporation of ISD within
process hazard analysspecifically within the bow tie methodologyhe chaptemprovides
reades with details ofthe different components that wesgraminedand how they were
brought tgether to create the protocol, including bow tie diagrams, hierarchy of controls

and life cycle stageonsideratioa

4.1 Bow Tie Diagrams as Process Hazard Analysis Tool

As previously highlighted in Chapter Bow tie diagrams are a visuaarrierbased risk
management tooBow tie diagrams show the barriers that are in place to prevent and
mitigate a loss of containment or loss of control ev&fgughen and Bloch (2016)
highlights that bow tie diagrams can be used in two different apgphsairhey can be
used after an incident to show the factors that led to the event (what went wubiad)?
barriers and safeguards failed?)ys a proactive PHA tool to show the safety systems and
barriers that are in place and identify any weaknesséstiagim in order to improve the

barriers and prevent the incident from occurring.

This indicateghata usefulstarting point of the protocol is to draw a bow tie diagram for a
proposed design or an existing operation to complete a process hazard amalyias io
understand how a loss of containment event can occur. In the case of a scenario at the
operational life cycle stage, the existing preventative and mitigative barriers that are in

place are documented in the bow tie. In the case of a scentdmgodasign life cycle stage,
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any available information about proposed barriers (e.g., alarms, procedures, emergency
preparedness) can also be documented in the bow tie diadgvaditsonal detail about life

cycle stages is provided in Section 4.5.

The nextstep is to determine how ISD will be incorporated into the bow tie diagram.

4.2 ISD Application to the Bow Tie Methodology for Process Hazard Analysis

The optionsand approache®r incorporating ISD into bow tie diagrams as it relates to
each of the bowie¢ elements (hazard, threats, consequences, degradation factors and

controls and barriergrediscussed in the followingections

421 Hazard

First, the hazard at the top nogasexaminedo seehow ISD could be incorporated in a
systematic wayGiven thataproperly formulated hazard element in a bow tie will have (1)
situational context and (2) an indication of scale (CCPS/EI, 2@ii8) appears to be a

promising pace to start to incorporate ISDhe6 hazar dbé is the opera
material that could be harmfulthis could be an opportunity to reduce or elimirtiie

hazard at the source using 19Dis desirabldgo be able to draw an easy link betwees th
hazard and potenti al | SD principles that coc
hydrocar bons und emakepitcka that poential ISD paagured rélatee 0

to high pressure, a flammable volatile materaaid storage infrasictureare relevant
considerations.ooking at the hazard could be valuable in the design stdages may be

a time where a substitution could bere easilymade.However,examining only the
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hazard to identify potential ways ISD could be applied is sdmelimiting. More context

and information about the scenario is needed in order to effectively identify a broad range
of potential ISD measureSpecifically, the threatisow tie element providemoreprecise

and granuladetailsabout theconditions andactors that could cause a hazardous scenario

to arise from the hazart@he incorporatiorof ISD within threatss discussed next.

4.2.2 Threats

As previously mentionedhreatscontain more granulanformation thatcommunicates
what is specifically dangeroabout the hazard and the situation that could lead to the top
event. Threats are the important contributors to the top event (CCPS/EI, 2ad8j is
important to understand them in order to identify ways (barriers) to prevent them from
causing the topwent. This indicated it wasimportant to considethe threats in order to
determinehow ISD can be used to prevent them from causing the top &esimplied
thatincorporating ISD systematically asirriersin bow tie diagramds a promising way

to explicitly consider ISD within bow tiesThis is also consistent with the hierarchy of
controls and aligning barrier types with the whole hierarchy, not only the commonly found

passive, active and administratis@ntrols.

In the case of ISD barriers reldtéo threats, these would be preventative barriers. The
incorporation of ISDwith respect to consequences is discussad in terms of mitigative

barriers.
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4.2.1 Consequences

As with threats, the consequences in bow tie diagrams provide specific, contextual
information about the negativesults of a top event occurring. By incorporating ISD as
mitigative barriers, opportunities to apply ISD to reduce the severity of consequences can

be identified.

4.2.2 Degradation Factors and Controls

Degradation factors can eought ofadt hr eat s of barrier,sé6 (ho
what can go wrong that could reduce the effectiveness of this banaar2an this barrier
be defeated?Pegradation controls ameeasureshat can prevent this barrier from failing
incomporating ISDconsiderationsnto degradation controls also an opportunity in this

protocol.

4.2.3 Barriers

Applying ISD to bow ties in the form of barriers Bpromising way to systematically
incorporate ISDThe types of barriers with respect to thierarchy of controls currently
emphasized in typical bow tie diagrams aligned withadministrative, active and passive
controls (CCPS/EI, 2018)SD can be visualized and treated as a barrier as the other types
of controls in the hierarchy, to preveattop event from occurring or mitigating the

consequences of a top event.

When examining barriers presently included in the bow tie diagram, the different types of

barriers with respect to the hierarchy of controls should be understood and ideitifed.
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identifying the barriers and the types (including any existing ISD considerations/barriers)
potential ISD barriers should be examined nixdn ISD barrier is identified,ven if an

ISD barrier changesr removes a threat or consequence line on éisestof substitution or
elimination of the threat, consequence or hazard, including them as potential barriers to

assess options is a usefubango display the information.

4.3 Example-Based Guidance

As discussed iection 2.8 and Chapter 3, exampblsedjuidancecan serve as potential
ways that ISD can be applied used adSD barriers Using examplébased guidance as
potentiallSD barriersppportunities to implemen$D can bedentified usinganexample
based guidance library.o help incorporate examplesed guidance within the bow tie
diagrams as barriers, tkgamplebased guidanc@asorganizedn a tablewith respect to
high-level categories ofthreas, consequence or hazard. The objectie of this
organization was to help create an intuitive wetusers could refer to thexamplebased
guidanceto help identifyspecific ISD applicationfor ther scenario Table4-1 contains
the examplébased guidanceollectedfrom the critical reviewof the Contra Costa County
datacompleted irChapter 3Additional examplebased guidance is found Appendix C
Some additional references are found able4-1 from anadditional supporting literature

review.
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Table 4-1. Example-based guidance from Annual Performance Review and Evaluation Reports from Contr@osta County
Industrial Safety Ordinance

ISD Principle

Hazard, Threat or

ISD Example-Based Guidance

Reference
Consequence Category
Substitution HazardousM aterial Consider thd-lexsorb unithatuses safer amine solutiomhich | (CCHS, 2004
couldreplace a Stretford unit that uses a solution containing | Monument

vanadium

Chemical, 2019;
NJDHSS, 2007)

Consider different technologies available for boiler feedwater
pretreatment that eliminate the use of caustic (e.g. reverse
0SMOosIS)

(CCHS, 2010
Veolia, 2019)

Consider changinghk servicdrom gasoline to gas oll

(CCHS, 2017)

Revamp process to substitute a chemical with one that is les
hazardous to improve environmental performance (e.g. redu
NOXx emissions from crudenit, furnace)

(CCHS, 2003)

Use zolite water to quench the elutriator at the Coker tonit
prevent external corrosiasf furnace tubedue to sdiumsulfate
depositdrom treated spent caustic that is eventually used as
makeup water for some units

(CCHS, 2005)

Convert oxygen scavenger in use inalator water to DEHA to
eliminate a potential source of solids

(CCHS, 2005a)

Pipe Integrity

Upgradepiping from temporary screwed pipe to flanged pipe

(CCHS, 2017)

Remove potential leak point logplacing valve with pipe spool

(CCHS, 2018)

Upgrade vessel gauge glass screwed pipe design to seal we
connections

(CCHS, 2014)

Remove threaded piping and replace with welded piping per
class

(CCHS, 2014)

Heat Exchangers

Upgrade heagxchanger tube bundle wall thickness to minimi:

likelihood of loss of containment due to corrosion

(CCHS, 2018
CCHS, 2018)




LS

Upgrade the channéb-tube sheet gasket on heat exchanger t
improve sealing properties

(CCHS, 2018
CCHS, 2018)

Upgrade piping flanges to 300# from 150# flanges on exchat

(CCHS, 2017)

Replace exchanger in Flexsorb area with exchanger of
metallurgy not susceptible to chloride or caustic stress corros
cracking

(CCHS, 2007)

Equipment

Upgradepumpseals to API Plan 23 which will reduce the
potential of loss of cooling in Seal Flush Cooler due to fouling
caused by high temperature seal flush exchanging heat with
cooling water resulting in seal failure and release to environn
of flammale and hazardous material. This new design lower
the flush supply temperature to below boiling eliminating the
possibility of fouling

(CCHS, 2006)

Replace Catalytic Oxidizer (e.g. for SRWulfur recovery unit)
with a Thermal OxidizerThermal Oxidizer is not subject to
accumulation of condensed sulfur that could be subsequent
oxidized resulting in offsite S{pluming

(CCHS, 2010
Pandey, 1999

Upgrade hydrocarbon pump from packing to mechanical seq

(CCHS, 2017)

Upgrade hydroc#&on pump from single seal to dual seal

(CCHS, 2017)

Upgrade existing mechanical seal to latest technology (e.g. J
Crane Type 48 low VOC emission)

(CCHS, 2014)

Replace mist oil system on pump to packed grease

(CCHS, 2014)

Use corrosion and creep resistant materials for furnace tubes

(CCHS, 2008)

Upgrade metallurgy on radiant furnace tubes and furnace bu
nozzle tip

(CCHS, 2014)

Reactors

Install new type of Inert Topping Material in reactor that has
greater capaty for holding particulate that will keep particulatg
matter out of catalyst. Particulate matter in catalyst causes h

pressure drop and necessitates a shutdown to skim the cata

(CCHS, 2006)
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This new material will allow longer run times, reduces the
amount of mnroutine operations

Install new catalyst in reactor that has been shown to increag
life, decreasing the amount of rooutine operations

(CCHS, 2005)

Material of
Construction

Upgrade piping metallurgyusecorrosion resistant materials fg
process equipment, piping and components. Examples of
common upgrades include the following (specific application
need to be assessed and appropriate solutions determined)
carbon steel to stainless steel, carbon stekidonel 625, PVC
lined carbon steel to 304 stainless steel, 304 stainless steel {
317L stainless steel, Duplex 2205 to Inconel 825.

(CCHS, 2014
CCHS, 2017
CCHS, 2018)

Replace any piping to remove the bimetallic welds (e.g. pipin
that is amixture of carbon steel and chrome should be replac
with only chrome piping)

(CCHS, 2014)

Upgrade heat exchanger tube bundle wall thickness to minin
likelihood of loss of containment due to corrosion

(CCHS, 2018)

Replace tubing aneéquipment with alloy not susceptible to
chloride cracking (changing equipment metallurgy)

(CCHS, 2007)

Replace instrument and sample tubing (including fittings) in
ISOM area with alloy not susceptible to chloride cracking

(CCHS, 2007)

Upgrade thermowell materials of construction to more robust
material/design

(CCHS, 2018)

Upgrade schedule 40 piping at compressor discharge with
schedule 80 piping to be able to withstand higher pressures

(CCHS, 2018)

Upgrade heat exchanger tube bundlewdil i c k ne s s
to 0.0950 to minimize |ikel
corrosion

(CCHS, 2018)

Upgrade the thickness of a segment of line from schedule 8(

schedule 160 and upgrade the thickness of a segment of ling

(CCHS, 2018)
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schedule 40 tschedule 80, this would minimize likelihood of
loss of containment due to corrosion

Upgrade wall thickness of vessels and tanks to provide extra
corrosion/erosion allowance

(CCHS, 2013)

Upgrade metallurgy on the vessel overheadon steel nozzle
with an Inconel lined nozzle and Inconel weld overlay

(CCHS, 2018)

Upgrade heat exchanger floating head studs from Teflon cog
carbon steel to Inconel 625

(CCHS, 2018)

Upgrade seal materials in two valves to provide impdov
protection from hydrogen sulfide attack

(CCHS, 2018)

Upgrade bellows material

(CCHS, 2018)

Upgrade rich caustic and rich DEA sample station from tubin
piping

(CCHS, 2018)

Tank floor replacement with concrete

(CCHS, 2017)

Replace trays of fractionation tower with an upgraded metall
from carbon steel to 410SS

(CCHS, 2017)

Upgrade Grings on recycle compressor dry gas seal from Vit
to Chemraz 510

(CCHS, 2017)

Upgrade furnace burner nozzle tip from 310 stainless steel t¢
Inconel 625

(CCHS, 2014)

Replace pad area drip pan with new 316L stainless steel par

(CCHS, 2014)

Upgrade metallurgy of reactor scallops

(CCHS, 201b)

Replacement of nitric acidistillation unit with Teflon lined
stainless steel from glass

(CCHS, 2008)

Change metallurgy on radiant furnace tubes (example below|
- Bottom flanges from carbon steel and C 1/2 Mo-td4.Cr 1/2
Mo to prevent High Temperature Hydrogen Attack.

- Cast Radiant Tube Sections and Catalyst Cone from HP

Modified to Micro Alloy

(CCHS, 2014)
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Upgrade metallurgy and design of filter housings in lube oil
service

(CCHS, 2018)

Replacdreshacid piping between pump and tank with Alloy 2
for increased réhbility / increased corrosion resistance

(CCHS, 2005)

Replacecarbonsteel heat exchanger inlet piping (caustic) with
Monel for increased reliability/increased corrosion resistance

(CCHS, 2006)

Minimization

Reactors

Install tubularreactor to reduce the inventory of ammonia

(CCHS, 2003)

Material Inventory

Reduce potential of the hazardous condition by using smalle
amounts of hazardous matetiiaatcannot be eliminated

(CCHS, 2009
CCHS, 2010)

Minimize volume ofmaterials contained in the unit above flas
point (e.g. hot oil)

(CCHS, 2010)

Replace propane storage for recovered oil thermal oxidizer W
natural gas piping

(CCHS, 2009)

Equipment and Piping
Inventory

Consider new capital projects and gssibility to incorporate
the design into existing infrastructure, rather than adding
additional equipment. For example, in a project to process Ve
gas from the crude unit that was set to include a new column
associated equipment (pumps/compressics), it was found
that the same could be accomplished by using existing equif
at a delayed coking unit. Thus, additional piping was run rath
than adding the extensive (liquid containing) column and
associated equipment.

CCHS, 2004

Remove out of service, abandoned, or unnecessary equipme
such asressels, piping, hazardous materials systems, towers
furnacesandboilers

(CCHS, 2004
CCHS, 2010
CCHS, 2003
CCHS, 2007
CCHS, 2017
CCHS, 2014)

Remove old leveihdicators on tanks that are no longer used t
eliminate a potential leak source

(CCHS, 2017)
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Minimize the size of valves

(CCHS, 2017)

Remove small bore piping on sample stations that are no lon
used

(CCHS, 2017)

Remove unnecessary stenes following demolition projects

(CCHS, 2014)

Chemical day tank removal from service on top of coke drum

(CCHS, 2017)

Remove Tee section of piping and replace with a straight se(
of piping

(CCHS, 2014)

Remove unnecessary bleeder valvepiping

(CCHS, 201b)

Combine unit operations to reduce system volume

(CCHS, 2010)

Consolidate storage by eliminating unneeded storage tanks

(CCHS, 2010)

Revamp crude unit process to reduce NOx emissiehsiinate
a process furnace

(CCHS, 2003)

Remove any unnecessary flanges from piping

(CCHS, 2014)

Remove operator blind and unneeded bleeder

(CCHS, 2014)

Reduce equipment as possible (e.g. elimination of three
atmospheric blowdown towers and routing of process streanm
asafer location)

(CCHS, 2010)

Remove tubing as possible (e.g. tubing associated with unus
local high regen pressure override. Breaking or leaking tubin
would cause CCU upset as the large blast off valve would fa
open)

(CCHS, 201b)

Remove tubingonnection from old injection quill (e.qg.
stainlesssteel tubing connection from old Amine injection quil
on steam line in deisobutanizer unit)

(CCHS, 2014)

Minimize the size of equipment as possible: (e.g. an existing
tower was replaced withsanaller diameter tower thereby

reducing inventory volume. This also decreased the volume
hydrocarbon feed to a furnace by 20% which reduces the fur

firing rate and carbon footprint)

(CCHS, 2018)
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Replace and update old equipment (e.g. scrultbéepnd to
reduction of inventory

(CCHS, 2007)

Remove unused IJO nipples an
piping

(CCHS, 2009)

Dismantk Jet Additive Piping and Injection Equipment that is
longer used, reded he contents of hazardous materials in thg
plant

(CCHS, 2006)

Reduce length of distributor pipinig address risk ofgiential
corrosion of caustic wash drum inlet distitor piping causing
leaks to environmenthis results ireliminating the corrosion
mechanism by not allowing the process flow to enter the
turbulent regime which couleshake it becorrosive.

(CCHS, 2006)

Demolishcolumn bottoms pipinghatare no loger in use and
act as a large dead leg with a potential for leaks to the
environmentRemovaleliminaiesthe potential for high corrosio
and leaks.

(CCHS, 2006)

Remove irservice valves and piping associated with instrumg
that were previouslyemoved eliminate vivesaspotential leak
points anceliminatedead leg piping

(CCHS, 2006)

Eliminate the cross connection from the economizer inlet wa
to the attmperating water to prevent economizer inlet water
from contaminating attemperating water

(CCHS, 2005)

Eliminate the Silicone Day Tank by installing facilities to pum
directly from the Bulk Storage Tank to the coke drumprevent
overflow scenarios of silicone antifoam

(Phillips 66,
2016)

Wastewater

Remove equipment or piping that is no longer needed due tg
development of a new procedure or technique (e.g. remove
chemical wastout line after a new procedure foaghing tanks
is developed for more effective chemical washing of reactors

settlers).

(CCHS, 2010
CCHS, 2017)
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Modify piping to consider ways to eliminate flow to process
sewers

(CCHS, 2010)

Target long term goal of zero wastewatecharge
iImplementation of wastewater facility upgrades to reduce or
eliminate discharge

(CCHS, 2007)

Minimize equipment as possible (e.g. four sludge ejectors on
API separator were demolished)

(CCHS, 2017)

Modify piping and consider ways @iminate flow to process
sewers

(CCHS, 2010)

Pipe Dead legs

Replace level transmitter with remote seal design to eliminat
potential dead leg

(CCHS, 2007)

Remove steam line deadleg piping

(CCHS, 2014)

Correct dead leg pipsrrangement (e.g. dead leg downstream
heat exchanger tube side)

(CCHS, 2010)

Modify piping to eliminate dead legs

(CCHS, 2010)

Change equipment design to eliminate dead leg potential

(CCHS, 2007)

Moderation

Operating Conditions

Reduce pumplischarge pressure to stay below maximum
allowable operating pressure in the lines and hoses

(CCHS, 2017)

Stabilize the fuel gas (FG) header pressure by methodically
removing FG from FG consuming furnaces in response to a
significant decrease in FBeader pressulfgtable FG header
pressure eliminates a cause of unstable conditions in FG
consuming furnacgs

(CCHS, 201b)

Use of vacuum fractionation tower to reduce operating
temperatures and pressures

(CCHS, 2010)

Material Concentration

Switch fom anhydrous dimethyl amine to 60% aqueous
dimethyl amine

(CCHS, 2003)

Switch from 99% monoethanolamine to 85% monoethanolan
in order to eliminate the need for insulation around the water,

treatment tanks. This reduces the potential for a fire.

(CCHS, 2008)
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Use of agueous ammonia rather than anhydrous ammonia ir|
emission control systemmelps reduce the offite consequence 0
an ammonia release.

(CCHS, 2008)

Process Design

Eliminate hazard by routing material to aternate/safer
location

(CCHS, 2007)

Review pressure drop in butane unloading piping and pump
discharge pressure and install lower head pump if possible

(CCHS, 2010)

Modify distribution piping in reactdior improvedflow
distribution and redwed potential for hot areas in catalyst beds
This addresses issueuiplanned shutdowr reactordue to
plugged beds caused by poor quench distribution.

(CCHS, 2006)

Process Flow

Install restricting orifice in the bypass line and replacespure

(CCHS, 2018)

Deviations safety valve to minimize the likelihood of an overpressure
scenario
Reduce hydrocarbon pump impeller (CCHS, 2017

CCPS, 2001

Replace pump motors with those of a lower horsepower (CCHS, 2014)
Install restricting orifice ircontrol valve line to minimize the (CCHS, 2019)
likelihood of an overpressure scenario
Reduepump i mpell er size, t her|(CCHS,2018)
maximum discharge pressure below piping pressure rating a
discharge
Install restrictingorifice in blowdown line to minimize the (CCHS, 2018)
likelihood of an overpressure scenario
Pumpsmayoperate beyond the design rate resulting in seal | (CCHS, 2006)
failuresand leaks to the environment. Install speed controller
and discharge restrictiasrifices to prevent operation outside o
design.

Spills Reroute the water drain to a safe location instead of the ditcl (CCHS, 2017)

prevent potential personnel exposure
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Modify water drain piping on butane spheresnoderate
potential consequences of butane release through water dra

(CCHS, 2009)

Reconfigue safety valve piping to ensure free draining and
ensure adequate relief path

(CCHS, 2018)

Combustible Solids

Use particles configuration with higher Minimugnition
Energy (MIE) or surface treat particles to change conductivit)
and resistivity properties that reduce the chance of a static ¢
buildup

(CCHS, 201b)

Moderation T Hazardous Equipment | Remove samplstations at process unit (CCHS, 2008)
Limitation of Eliminate glass gauge to eliminate exposure to hazard (CCHS, 2008)
Effects Eliminate atmospheric PSVs (CCHS, 2014)
Eliminate Drexelbrok probe (instrumentation) (CCHS, 2014)
Remo\e instrumentation from thbridle of the degasser and (CCHS, 2014)
replace with a field gauge glass only
Remowe mesh sleeve from Y strainer (CCHS, 2014)
Hazardous Operations | Limit manual operations such as filter cleaning, manual (CCHS, 2010)
sampling, hose handling fawading/unloading operations, etc.
Improve current samples stations to mitigate potential expos| (CCHS, 2017)
to hazardous materials (e.:3)
Use dosed loop sample stations prevent personnel exposure| (CCHS, 2003)
Eliminate trailer transfer of hazardous material (e.g. hydroflug (CCHS, 2003)
acid) through piping project
Moderation i Process Unit Siting Changeailcar storage location to minimize impact of potentig (CCHS, 2009)
Domino/Knock- accidental release on occupiedistures
On Effects Locate hazardous process units to eliminate or minimize ady (CCHS, 2006)
effects from adjacent hazardous installations
Consider mitigating proximity of Mini Blower trip/throttle valvg (CCHS, 2006)
oil line to heat source to preveptential plugging
Simplification Pipe Integrity Remove steam badkoor control valve and install a pipe spool (CCHS, 2014)

Remove drain line off the gauge glasses and installed bull pl

(CCHS, 2014)
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Consider ddition of valve toSCOTabsorber drain pipe to
remove a deatkg, which becomes plugged with corrosion
products in the MDEA

(CCHS, 2013)

Redesign and replace pipe spools on pressure swing absorp
(PSA) vessel blovdown outlets, eliminating pipe strain and
cracking potential due to severe cyclic pressure service

(CCHS, 2008)

Eliminate external jackets on piping to minimize the hazard g
simplify process piping design

(CCHS, 2006)

Valves

Replace bottom dbeading valves on Delayed Coker Drums
with slide valves (integral chute moderates potential
consequences)

(CCHS, 2009)

Replace relief valve with a balanced bellows valve to mitigate
potential high back pressure relief scenario

(CCHS, 2018)

Upgrade unit depressuring system designleyp | aci ng
with depressuring control valves

(CCHS, 2018)

Operation and
Maintenance

Reduce small batch production which leads to reduction of
employee exposure

(CCHS, 2008)

Reconfigure safety valve piping to minimize inlet line pressur
losses.

(CCHS, 2018)

Air gap nitrogen system from the recycle gas compressor se
system to prevent contamination or other process hazards

(CCHS, 2017)

Remove unneeded equipment from service and air gap
abandoned line (Note: it is ideal tledtandoned piping be
removed as well)

(CCHS, 2014)

Replace blind in bypass line with orifice to prevent plug
formation in dead leg

(CCHS, 2007)

Change spools in unit so that isolation facilities are not
compromised in the event of pump remiova

(CCHS, 2007)

Reduce the potential of a hazard by eliminating liquid

accumulation points or vibration stress

(CCHS, 2006)
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Outfit equipment (e.g. compressor) with double blocks with
bleeds to avoid rolling feed gas blinds during compressor
isolation

(CCHS 2019
CSB, 2014)

Equipment and Unit
Design

Improve existing process design by implementing only piping
changes rather than higher operating pressures and addition
mechanical equipment

(CCHS, 2008)

Upgrade design of the SecoBthge Reactor liquid distribution
and quench tray internals and improved design and number
temperature indicators

(CCHS, 2018)

Replace temporary hoses with permanent pipe and supports|
ground water extraction wells at outfall

(CCHS, 2017)

Establish surface condenser condensate as the primary
attemperating water source since attemperating water shoulg
condensate or demineralized water only

(CCHS, 2005)

Consider standardizing all gasket materials. Multiple gasket
types create error opgunities

(CCHS, 2007)

Robustness of
Equipment and
Materials of
Construction

Upgrade mechanical sealihgs

(CCHS, 2018)

Replace vessel with a higher pressure rating

(CCHS, 2018)

Upgrade hazardous material facility (e.g. phosphoric acid) to
reduce exposure to potential vehicular impact

(CCHS, 2017)

Human Factors

Consider an upgraded HMI (humamachine interface) to
address control system human factors

(CCHS, 2018)

Consider human factors and protect buttons/controls from
inadvertent operation/push (may install a cage around the by
move or remove the button) (e.g. solenoid test button on boil
fuel gas supply control as part of burner management safety
system)

(Tesoro, 2016)

Examine opportunities for process control upgrades for the
electrical and oiline control systems. This may include

transferring the safety critical controls and shutdowns from a

(CCHS, 2010)
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hard wired/relaybased system to a solitlate system. Hse
upgrades can improve overall system reliability and provide
future flexibility and upgradeability to the critical safety systel
Improvements to the HMI and controls to reduce human erro
should be examined, thereby giving the operations team mot
conwenient information regarding plant status, thus simplifyin
operations.

Relocate equipment to enhance ergonomic access

(CCHS, 2010)

Removal of access for personnel to a hazardous situation

(CCHS, 2008)

Install maximum sepoint/output change limits ioontrol system
(e.g.Honeywell DC$ to avoid major plant upsets due to
typographical errors on spointoutput changes

(CCHS, 2006)

Standardizeontrol system GUS graphic buttons between
different contol consoles to minimize confusion when operatg
transition to another console

(CCHS, 2006)

Dismantk redundantiifferential pressureswitch, if its function
is served by anothgressurdifferential transmitter

(CCHS, 2006)

Standardize relief iw measuremestn refinery to one standarg
unit (.g.MMSCEFD) if different unitsare currentlyused for flow
measuremestin relief system

(CCHS, 2006)

Prevent confusion for LPG truck drivers Bpfagng all loading
hoses with the self grounding ty@éhis prevents confusion that
can arise iflrivers are requiretb connect a separate bonding
cable to prevent static electricity dischaegesome facilities,
while other facilities have self grounding loadihoses with no
separate bonding cable.

(CCHS, 2006)

Develop acontrol systensetpoint/output entry error protection
program that eliminates the possibility of entering an incorreq
value.This prevents @ntinual entry errors for critical controlker

made by board operatorsé re

(CCHS, 2006)
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Equipment Utilities

Install an additional regulated power transformer and power
panel to supply power to critical instruments, eliminating a si
point failure mechanism

(CCHS,2008)

Pumps

Minimize releases by redesigning pump seal

(CCHS, 2010)

Eliminate gear couplings

(CCHS, 2005)




4.4 Hierarchy of Controls

The current statef the barrier§ what barriers, and types of barriers @afeguards are in
placei must beunderstood first, after whighotential ISD barriersan be considered prior
to moving on to other controls inthe hierarchy The approach for identifying and
considering barriers shoufdllow the hierarchy of controls ISD should be considered
first, followed by passivecontrols thenactive controlsandlastly administrative controls.
This is aligned with thatructure and approach to risk managentigatthat outlined by
Amyotte (2A73) in Figure4-1. This is also aligned with the hierarchy of hazard control
analysis (HCA) described in thet at e of P@eebksi Shfety Managément for

Petroleum Refinerieegulation
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ACTIVITES PN STEPS

Idantify all hazards and causes of these materlals, IDENTIFY HAZARDS
actions and conditions >
Asgess hazards, thelr causes and effects, and how UMDERSTAND HAZARDS
thesa Intaract with the design s
¥ L 4
Ellminste hazard
> bt s by — ELIMINATE HAZARDS
el Hy REDUGE uxtl.u-loon
moderate and simpl
INHERENT SAFETY  [€] to reduce the likeood [€ ]
PRINCIPLES of hazards occuring i

rrhlgde 'a?lidai.nplll:y REDUCE SEVERITY
rate
€ 4o reduce the severty [€ 2

cf hazards ¢

v

U distance or sections of the plant itself as barriers to

segragate/protect pecple and emargency systems from =3 RE(GA
the effacts of hazards SEQ TE
Use safaguands thet do APPLY PASSIVE
nEd not need initiafion, and > SAFEGUARDE
hence hawve high
ADD-ON swailabilty 1'
SAFETY
Use active systems,
€| butnots thesadepend | o APPLY ACTIVE
on fimely hazard SAFEGUARDS
detection and initiation
Use operator and maintenance procedunes, which APPLY PROCEDURAL
should be e lact resort, sspecially for confrol antd |3 SAFEGLARDS

miigation where the chanca of emor or fallure ks high

v v

Use findings of the hazard assessmeant o setimats the APPLY RESIDUAL RISK
fisks, and barget and implement inherantissgregation =M RENUCTION MEASURES
add-oniprocedural safeguards untl risks are blerabla

Figure 4-1. From Amyotte (2013)i a systematic approach to loss prevention
incorporating the hierarchy of controls (adapted from Kletz and
Amyotte (2010) with the modification that the inherent safety
princip les of minimization, substitution, moderation and
simplification can all be effective for both prevention and mitigation
purposes (Amyotte et al., 2011)) (with permission)

71



4.5 Life Cycle Stage

The life cycle stages of a procese as follows based on CSAO([7)

a.
b.

C.

ISD should be able to find its way into different life cycle sta§es.this protocol, the two
broadbasel life cycle stages thareconsidered are design and operatiors recognized

that ISD is most effective when addressed during the design skAgiesr et al. (2012)
describedlifferent ways ISD can be considered during the conceptual design phase, the
FEED (front-end engineering and desigmphase, detailed design phase and the
procurement/construction pha3dée justifiable changesnd decisionat the design stage

may be different than those at an operational stage. If a process has been in operation and
there have been no significant incidents, it may be difficult to justify major capital projects

and expendituredbased onlSD (CCPS, 2009).The feashility of identified ISD

conceptual design,

facility siting,

preliminary and process desjgn
detailed engineering design
construction

commissioning and staup,
operations/maintenance
revamps/modifications
decommissioningand

site closure.
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recommendationgseeds to be taken into account in this protocol. The practicality and
reasonability of ISD recommendations must be considgvieen developing thprotocol
ensuring the life cycle stage is considered was necessagsidealthat theprotocolbe

developedso itcan be used at both the design and operational life cycle stages.

While bow ties are typically used during the operational life stage (CCPS/EI, 2018), bow
ties can also be used at the design stage. ties can allow for qualitative assessment of
barriers as risk management strategies; bow ties can show if there are enough barriers being
used,as well asany degradation factors and their respective degradation controls
(CCPSIELI, 2018)At the desigrphase, the proposed barriers can be exaniinedan be
determined if these barriers are relevant and sufficeemithe needor additional barriers

and degradation controls can be assessed.

For the design phase protocol, the strengths of the bowni®dedeveraged for design

verification. The valugof the bow tie at the design stage include (CCPS/EI, 2018):

to show if diverse barriers are being propgsed

- toprovide a comprehensive list of barriers, as well as respective degradation factors
andcontrols

- to help clarify if the barriers are effective and adeqatsch can help determine
if additional barriers and degradation controls are néeded

- to helpcomplete aisk assessment without detailed P&IDs (which is valuable at

the highlevel design stage)

The scopeof the bow tiediagramneeds to be established at the outset (CCPS/EI, 2018).

At the design stage, thezopeof the bow tie diagramin this protocolis to review the
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proposed design to determine if there are apportunities to use ISD barriers and
gualitatively assess design options based on barrier effidduy feasibility of any

identified opportunities must be assessed.

In the operational life cycle stagepw ties highlight the types of barriers that arenge

used If threat or consequence pathways do not have a variety of barrier types (e.g. only
active or administrative use), these highlight potential opportunities for incorporation of
ISD or passive controlsAs previously discussedhe need to asseséd feasibility of
incorporating ISD at the operational life cycle stags in the design stageyas

emphasized.

For this current iteration of the developed protocol,ibed to address life cycle stage
considerationsvasc apt ur ed wi t hndch Re didcremen datliidns da
The need to create two separate protocols for egitte design and operational life cycle
stagesvas not identified, as the objectives and approach of the protocol are the same for

both the design and operational life cycle stages:

- model the hazardous scenario as a bow tie diagram,

- identify current barriers with respect to the hierarchy of controls,
- identify new opportunities to incorporate ISD

- mitigate residual risk with other controls in the hierarcmyd

- documenbpportunitiesassess feasibilitgnd makeecommendations
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4.6 Feasibility and Recommendations

As described by CCPS (2009), when ISDpapr t uni ti es are identifi

e v a | u should derperformed to determine the feasibility. Factors to consider include
cost, technology limitations, security, operability, safety or other contribufdrs.
consideration of life cycle within thiprotocol encompasses somehs aforementioned
factors including cost.A costbenefit analysiswill be neededio choose betweethe
identified options a simple qualitative judgement by an experienced study teaynbe

sufficient (Ellis, 2016).

Theprotocol may identify potential ISD opportunities that result in elimination of a hazard,

or a threat or consequence line (such as using alternate reaction chemistry or eliminating
the storage of a hazardous chemical), or reduction of the likelihood anitodegy of the

threat or consequence (such as reducing the stored inventory of a hazardous chemical or
designing an exclusion zone). All different ISD opportunities should be documented. These
different potential barrier approaches can either be documentéide same bow tie or
separate bow ties depending on the complexity of the diagram and the barriers identified.
In the interim, keeping these different design options in the same bow tie will allow the
PHA team to qualitatively assess them and determimehwdesign options are feasible.

This allows the different layers of protection schemes to be compared with each other (as

stated by CCPS, 2009) in order to properly inform recommendations and deceiong.
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4.7 Protocol Overview and Flowchart

Based on the protocol development analysis and discussions in the previous Sections 4.1

4.6, a higHevel flowchart for protocolvas developeds follows:

Build bow tie diagram for proposed design or operatior
facility

A

Identify proposed or existing barriers with respect to
hierarchy of controls

v

Use ExampleBased Guidance to identify potential new
ISD barriers that eliminate hazards, threats or conseque

v

Use ExampleBased Guidance to identify potential new
ISD barriers that reduce the probability or severity of
threats or consequences

A

Assess adequacy of barriers on each threat and
consequence line and mitigate residual riskk other
controls in hierarchy

A

Document Opportunities, Feasity and
Recommendations

Figure 4-2. High level protocol flowchart
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4.8 Configuration of BowTieXP Software

While the exampldased guidance can easily be collected and consolidated in a simple
Excel spreadsheet or tabthe existingBowTieXP software structurean beeveragedo
configure and store thESD data within the BowTieXP softwar€éhe System Groupséield

in BowTieXPis usedto storeinformation related to barrier&orthe current researclthe
System Groupdield can beusedto create arexamplebased guidance library for ISD
barriers This library or database can serve to provide wsighsa consolidated location to
access exampleased guidance while completing the protoddlis incorporate some
aspects of the ISD checklist approach that is commonlyalsadwith the visual benefits

of the bow tieAs stated in Chapter 3 beneft associated with the ISD checklist approach

is that the questions can promote thinking outside the box and brainstorming since they are
broad and opeended. A challengeotedwith ISD checklist questions theyare worded

in a manner that focuses momethe ISD principleand aresometimewery broad.

To configurethis examplebased library, it is important that the organization is intuitive

and allows users to navigate the exanifsed guidance easitp find relevantlSD

barriers for the specific soario being analyzedit present, it is found thattis beneficial

to relaie the examplebased guidance categorits threats, hazards, consequendes

example, if a user is searching for potential ISD barriers to control the threat of corrosion

in a ppe,system group names suchifap i pe i ntegrityo or fdAmateri al
intuitive places to searchVhile it is important to provide the user insight into which ISD

principle (substitution, minimization, moderation, simplificatias)eing appliedmore

granular detaithat relates the exampbased guidance to the bow tie diagram is clearly
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beneficial This contrasts thexamplebased guidance component of this resewittinthe
checklist approach contained in CCPS (2009), which is categaimkdrganized on the

basis ofiSD principle

To create the exampleased guidance library and import the data BowTieXP, he
Scrap BooKunctioncan be used. A current challengéhiatthe Scrap Book function must
be used manually tamport the data rovby-row. This emphasizethe need for the
examplebased guidancspreadsheet to be configured to make tmigdrt and dragaind
drop intuitive.For the current research, a sample of exarfpsed guidance was imported
into the softwargwhich is shown inAppendix D. Recomnended future work is the

importation of all exampkpased guidance.

The Look Up Tables are anottieatureof BowTieXP thatan be used during the protocol
which provide metadata about the bow tie elemerite.Harrier Type Look Up Tablgan

be configuredo the controls in the hierarchySD, passive, active, administrativ@he

benefit of categorizing the barriers by control type is that it encompasses and displays all
the layers of protectio.he barrier type can be displayed on the bow tie dodgawith

colour coding, these labeddlow users to easily understand the diversity of barrier types
being eployed. The Barrier Category Look Up table is &lsoeficial for this protocand

is populated with théSD principles Images of the BowTieXPoafiguration areshownin

Appendix D
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4.9 ISD Bow Tie Workshop

Following thefindings in the literature regarding the success of-t&tissed workshops,

as well as agjning with the PSM elementraining and competengit is identified that
training would be needed to adopt the protocol as a viable tool within an organiation
workshop packagthat provides a higlevel overview of combining the two concepts of

bow tie diagrams and IS®as prepared and delivered for the PEAS 4773 Industrial Safety
and Loss Management clggxalhousie Universityas two tutorial sessionghis ISD bow

tie workshop package iscluded inAppendix D Future work for this workshop package
includes modifying and tailoring it to be suitable for an industrial PHA team comprised of
broad backgroundge.g. engineers, operatar8ased on feedback fmo the PEAS 4773
studentsmore time to use the software should be provided, as students also expressed

interest in using the software for capstone design projects.

ThelISD bow tie workshopackage irAppendix Dhasthe following highlevel structure:

1. Introduction to the bow tie methodology.
2. Overview of the hierarchy of controls and how it aligns with bow tie diagrams.
3. Completion of ISD/bow tie methodologyxercises (could be completed using bow

tie modeling software if available in the organization).

The workshop encompasses the following material:

1 Overview of the bow tie method, including definitions of the bow tie elements and

formulating these elementas described by CCPS/EI, 2018).
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1 Fundamentals of hierarchy of controls and ISD, with an emphasis on ISD
principles, exampkbased guidance and ISD barriers in bow ties.

1 Group exercises for workshop participants to build bow tie diagrams together
(exercisesleveloped by workshop facilitators could be based on worked examples
found inCCPS/E] 2018:

o Workshop participants identify barrier types and barrier categories (where
barrier types relate to the hierarchy of controls and barrier categories are the
ISD principles).

o0 Workshop participants identify any current ISD barriers/considerations and
propose any potential ISD considerations.

1 Completion of a bow tie example based on a word problem to help encourage
brainstorming. This exercise entails atten desciption of a scenario andlesign
detailswhere participantsiraw a bow tie based omhe descriptionand identify

potential opportunities for ISD considerations.

Organizers and facilitators should prepare a comprehensive package for distribution prior

to corducting the workshop. The workshop package and structure would benefit from
consideration oBl oomés Taxonomy of toEhdlp eluitateothea I Obj ec
instructional objectives and learning outcomes. Kletz and Amyotte (2010) include
instructional olgctives specifically for ISD. Examples of workshop learning outcomes

include:

1 Knowledge Base: Explain the bow tie methodology for process hazard analysis.
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1 Use of Engineering Tools, Problem Analysis: Use the bow tie methodology and the
full hierarchy of cofrols to model hazardous scenarios related to process safety.
1 Teamwork, Communication Skills: Collaborate with team members to develop bow

tie diagrams for risk communication.

The workshop environment is an important consideration. Facilitators should use an
appropriate space that promotes brainstorming, teamwork and creative thinking, as
emphasized by Edwards et al. (2015). Facilitators should also collect participant feedback
for continuous improvement. It is important to understand the best way for the workshop
to be administered in the organization to ensure its effectiveness. At the beginning and end
of the workshop, facilitators should encourage participants to considétiveyahope to

learn from the session. Upon completion, facilitators should ask participants to reflect to
see if they learned and accomplished what they hoped to, and share feedback on how the
workshop could be improved. Following this educational trgimworkshop to help
personnel understand ISD and the bow tie methodology, an ISD workshop like that detailed
in Edwards et al. (2015) can be used in the organization to apply the ISD/bow tie protocol

to new scenarios.
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CHAPTER 5
PROTOCOL VERIFICATION

This chapter discusses the protocol verification that was compleistl.an overview of

the protocol verification completed with tiBhopal gas tragedgase study is provided.
Second, the findings of each step of the protocol application are discusséyl. thast
ability of the protocol to identify ISD barriers is discussEdis is also detailed in Rayner

Brown et al. (202Q)this chapter contains relevant excerpts.

5.1 Description of Protocol Verification

The details of the Bhopal gas tragedy @eecribed in Section 2.4.1ulherous reviews of
the disaster have found there were opportunities for ISD application (Khan and Amyotte,
2003; Kletz and Amyotte, 2019; NRC, 201Rence, thixase studwvill be usedfor the

protocol verificationto determire its ability to identify documented ISD barriers.

5.2 Protocol Application

This section anderies of bow ties demonstrate the progression of the protocol application

5.2.1 Stage 171 Build Bow Tie Diagram

As per the first stage of the protocol, a bow tie diagresdrawn to represent the scenario
associated with the hazard of MIC storage tanks and the loss of containment (LOC) of MIC
as the top event(gure5-1). This bow tie provides a higlevel overview of some of the

risks associated with the storage of methyl isocyanate (MIC) for pesticide manufacturing
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at the Bhopal facility at the time of tlecident (Bowonder, 1987; NRC, 2012; Vaughen
and Bloch, 2016). The references identifie@attion 5.Jprovide a more comprehensive
description of the manufacturing process and other technical issues and risks inModved.
application of the protocol fahis verification exercisewascompleted at the operational

life cycle stage.
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5.2.2 Stage 21 Identify Existing ISD Barriers

The second stage of the protocol builds on the bearawn previouslyHigure5-1). Each
barrierwascategorized with respect to the hierarchy of controls and existing ISD barriers
are identified. As seen Figure5-1, barrierswerelabelled and coloucoded based on the
barrier type, which helps to easily communicate the different types of barriers being

deployed.

The bow tie diagma in Figure5-1 demonstrateseveralhings. First, the existing barriers

are addon passive and active engineered safety devices and administrative controls
(procedures), which are known to be less effeciive reliable based on the hierarchy of
controls. The reduced effectiveness and reliability of these passive engineered, active
engineered and administrative barriers is also evident by their associated degradation
factors displayed in the diagram. Manytbése degradation factors are associated with
deficiencies in maintenance, which is an issue that has beemageinented (NRC,
2012). It can also be noted that there is no barrier against rust contamination; the design
specification stated that staintesteel piping should be used, but this design specification

was not followed, and carbon steel was used instead.

5.2.3 Stages 3 and 47 Identify New ISD Barriers Using Example-Based
Guidance

Stages 3 and 4 of the protocol that outline the ifleation of new ISD barriers are both

described in this sectiolhe third stage of the protoc@las completed next, where
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examplebased guidancwas used to identify new ISD barriers that could be used to

eliminate the hazard, threats or consequencese thge shown ifrigure 5-2 with green

|l abels reading Al SD I nherently Safer Design. o
on the ISD principles (minimization, sultgtion, moderation, and simplification) and are

colourcoded (orange, red, blue, and purple, respectively). Note that degradation factors in

the subsequent bow tie diagrams are still present, but are hidden due to space
considerations. Referring to theaemplebased guidance both Table4-1 andAppendix

C, potential ISD barriers are identified that could eliminate hazards, threats or
consequences. The barriers added to the bow tie include substituting alternate reaction

chemistry to manufactutée pesticide or eliminating the MIC storage.
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The fourth stage of the protooehscompleted next, where examglased guidanceas
employed to identify new ISD barriers that could be used to reduce the likelihood or
magnitude of threats or consequences. Referring to the exaag®e gidance inTable

4-1 and Appendix Cagain, potential ISD barriers are idemdi including using an
alternate material of construction that is more corrosion resistant, reducing the MIC
storage, or designing an exclusion zone around the facility to segregate the hazard (shown
with green ISD labels ifkigure5-3) . For simplicity, the barriers
and Amini mi z eeredddmBined in this laogy 8e0 With respect to using more
corrosion resistant materials of constructiom,order to address the risk of a loss of
containment event associated with rust contamination as previously mentioned, an
inherently safer design barrier is to substitute the carbon steel pipe with more corrosion

resistant pipe (minimum stainless steel).
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5.2.4 Stage 51 Identify Other Barriers in Hierarchy of Controls

In the fifth stage of the protocol, additional barrier types from the hierarchy of controls
wereused to further reduce risk. In the Bhopal gas tragetgslieen documented thai
established shelter in place procedure (administrative barrier) for the surrounding residents
could have mitigated the impacts of an MIC release. This mitigative barrier is shown in

Figure5-4wi t h a | i ght Dblue barrier type | abel
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5.2.5 Stage 6 1 Document Recommendations and Feasibility

In summary, the followingotentiallSD barriers were identified:

substitue alternate reaction chemistry to manufacture pesticide

eliminat or minimize MIC storage

usealternatematerial of construction that is more corrosion resisiadt

designan exclusion zone around the facility to segregate the hazard

Considering thdife cycle stage,an ISD measure that may be feasible is eliminating or
minimizing the MIC storageas MIC is a reaction intermediate and large stored quantities
are not critical fopesticide productiorlhe other identified ISD barriers (alternate reaction
chemistry,exclusion zone) are clearly more feasible and effective when considered in the

desigqn phase.

The ISD barrier of using an alternate material of construction (stainless steel instead of
carbon steel) would involve an extensive refurbishment if all affected materials were to be
replaced, and hence is very important to consider at the dgaiggm and construction. As
previously stated, stainless steel was specified in the design, which was not implemented
during constructionThis is indicative that there were conditions and factors present that
were able to degrade or defeat this ISD baras with other barriershere are conditions

that carrenderlSD barriergneffective There arelegradation factors associated with ISD
barriers and it is critical that the effectiveness of ISD barriers is maintained via degradation

controls.
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5.3 Discussion of Protocol Verification

In closing, the technical literature describes several ways in which ISD could have played
a role in preventing and mitigating the Bhopal gas tragedy. Bow tie diagrams help to
communicate hazardous scenarios like that at Bhtsgacurrent protocol further helps to

identify potential ISD opportunities to manage risk.

Considering the life cycle stage, it is cl#aatsome of the barriers identified.§.reaction
chemistry) are more suitablnd feasible¢o implementwhen considered athe design

stage

The protocol verification also show#tht ISD barriers have degradation factors associated
with them that musbe consideredDegradation controlsésriers must be in place to
prevent ISD barriers fromafling. In this scenaricgxamples of these includeamagement

of changeor project design reviewThese controls may hefpeventstainless steel from
being substituted with less inherently safe carbon steel. Degradation controls are also
necessary to pvent the accumulation ofarge storedinventories of MIC(quantities
increased for production interests, despitekit®wn toxicity). The clear necessity to
explicitly consider degradation factors and contfolsISD barriersis explored further

during the Protocol Validation ithe following chapter.

93



CHAPTER 6 PROTOCOL VALIDATION

This chaptedetailsthe protocol validationFirst,an introduction to protocol validation is
provided, which is contrasted with verification completesl/musly. Secondhe scope of

the validations outlined, following bytwo case studyalidations This chapteconcludes

with recommendations for protocol refinements based on the findings of the validation

exercises

6.1 Introduction

The ideal protocol validation its application iratruly predictive manner in a PHA setting
in an industrial organizatiofhe protocol could be applied tdazardous scenario where
an incident has narisenfrom a failure of safety systenasdit could bedeterminel how
inherently safer design (ISD) barriers candentified andncorporated withirthe bow tie
methodologyIn the case of limited organization knowledge (as widttirrent research),
the valdation can also be completed using industrial case studies, wagthe approach
thatwasused in tle currentprotocol validation workAmyotte et al. (20113tategshatCSB
reportsare avaluable database of past incidetitat can be used ithe perfemance of
PHASs one of these reports will be used for a validation exer&seilarly, an incident
investigation report from an event at a facility regulated under the Contra Costa County
Industrial Safety Ordinances used for the second validation exsecThe use of case

studies emphasizéise value of lessons learned from process safety incidents.
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Data fromtheseincident investigation reportwasusedand he protocolwasapplied to

identify ISD barriers. The incidents involve the loss of containment of a hazardous material
from a heat exchanger. Incidents involving heat exchangers were used because they are a
common piece of equipmerthere are a number of incidents wihbroad range of root
causesandthreats that could lead to a loss of containmiasha et al. (2017) highlights

numerous failure incidents of shell and tube heat exchangers.

6.1.1 Contrast of Validation and Verification

Protocolvalidation followsprotocolverification, where the protocol was tested on a known
scenario (the Bhopal gas tragedy). As described in the previous sectioncasthsudy

the root causes of the incident, the barrier deficiencies, consequences and opportunities for
ISD considerabn are all known retrospectively; protocol verification determined if the
protocol requirements are met (identification of potential ISD barriers and incorporation
into bow tie diagrams). In contrast, the objective ofgiaocol validation component of

this researchvastod et er mi ne i f the wusersd needs can
ISD barriers and incorporate into bow tie diagrams) when the protocol is applied to a

hazardous scenario without previous knowledge of potential ISD considerations

6.2 Scope of Protocol Validation

The emphasis dhis protocol validationwas to determine the ability of the protodol

allow users to explicitly incorporate potential ISD barriers within bow tie diagrams using
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examplebased guidance scenarios withauprevious knowledge of ISD opportunities.
Additionally, findings of the validation exercisegere used torefine and improve the
protocol.This refinedprotocoland correspondinfiowchartare describedextin Chapter

7 Refined Protocol

This protocol validatioralsoinvestigate in moredepththe recognition and consideration
of degradation factorand degradation of ISD barridigyhlighted in the previous Protocol
Verification chapterThefeasibility of implementingSD barrierswith respect toite cycle

is also discussed further this chapter

6.2.1 Departures from Protocol Flowchart

The scope of therotocol validationexercises in this chaptaraslimited to identifying
potential ISD recommendatiorad dd not extend to identifying other barriers in the
hierarchy whichwasa departure from the protocol flowchart in Sectidry. The protocol
stage that involves examining the use of other types of controls in the hierarchy to mitigate
residualrisk after ISD has been incorporategs not completed in thse validation
exercisa. In the case of this protocol being usegmctical applicationby a PHA team,

the team members would ubeir intimateknowledge of the scenario and the organization
to identify specificandappropriateecommendations of additional safety measures in the
hierarchy (procedures, alarms, training) that would be relevahpertinento the situation

and organization. Within this current protocol validation exercthge to limited
organizatiomal knowledge, these specific recommendations for passive, active and

administrative controlsrerenot incorporated into the bow tikagrams
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Another deviation from the protocol flowchdhat is notablevasthe two stages of [3
barriersidentification One stagdocusses on theliminaion of the hazard, threat or
consequencdollowed by anothethatfocusses omedudng the likelihood or severity
thesewereconsidered concurrentin the protocol validationrather than sepatelyasin

the flowchart

6.3 Validation Case Study #1 1 Heat Exchanger Rupture and Ammonia
Release in Houston, Texas, The Goodyear Tire and Rubber Company

The first protocol validation was completed with CSB (20Hgat Exchanger Rupture
and Ammonia Release in Huston, Texas, The Goodyear Tire and Rubber Company. This
case study was selected for protocol validation because the report does not explicitly
identify any opportunities for the incorporation of ISD withiessons learned and
recommendations. Thiallowed the ability of the protocol to identify potential 1ISD

considerations to new scenarios to be determined.

6.3.1 Incident Overview and Details

The following excerps from CSB (2011provide an ovenaw and detailsf the incident
This case study examid@ heat exchanger rupture and ammonia release at The Goodyear
Tire and Rubber Company plant in Houston, Texas. The rupture and release injured six
employees. Hours after plant responders declared the emergencyhevbgdy of an

employee was discovered in the debris next to the heat exchanger.

An isolation valve was closed between the heat exchanger shell (ammonia cooling side)

and a relief valve to replace a burst rupture disk under the relief valve that proveted
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pressure protection. Maintenance workers replaced the rupture disk on that day; however,
the closed isolation valve was not reopened. The next day, to carry out steam cleaning of
the process line piping, a block valve isolating the ammonia pressutrelogalve from

the heat exchanger was closed. The steam line was connected to the process line to clean
the piping. The steam flowed through the heat exchanger tubes, heated the liquid ammonia
in the exchanger shell, and increased the pressure in theT¢teeclosed isolation and

block valves prevented the increasing ammonia pressure from safely venting through either
the ammonia pressure control valve or the rupture disk and relief valve. The pressure in the
heat exchanger shetlimbed until it violently ruptured.The rupture threw debris that
struck and killed a Goodyear employee walking through the area. The rupture also released
ammonia, exposing five nearby workers to the chemical. One additional worker was

injured while exiting the area.

The empbyee tracking system failed to properly account for all workers and as a result,

Goodyear management believed all workers had safely evacuated the affected area. Several
hours later, after plant operations had resumed, a supervisor assessing damage in the
immediate incident area discovered the body of a Goodyear employee located under debris

in a dimly lit area.

6.3.2 Identification of Potential ISD Barriers Using Example-Based
Guidance

To begin this protocol validation exercisiee incidenivasmodelled as dow tie diagram
Due to space limitationgigure6-1 shows the lefside of the bow tieFigure6-2, Figure
6-3 andFigure6-4 show the righsside of the bow tie, with the degradation factors for the
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emergency response training, the plant alarm and the badge system being displayed,
respectivelyThesebow tie diagrarma aredrawn as conditions and operatiansstedat the

time of the incidentAs previously statedhe scenariovasmodelled as a bow tie diagram
because it visually communicates how a hazardous scenario/loss of containment event can
ariseandthe barriers that are in place to prevent and mitigate such @bentanguage of

the barriers and degradation factors and controls bastx oeport was updated from an
incident investigation/retrospective perspective to a more predictive or speculative
perspective more consistent with hazard analy®ie barrier tpes with respect to the
hierarchy of controlsvereidentified as seen irFigure6-1 to Figure6-4, no ISD barriers

are currentlydentified
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In the next stage of the protocol, potential ISD consideratiere identified using the
examplebased guidance libraryhis librarywasused to find specific ISD applications

that are relevant to trecenarip as well aghe basidor identifying potential solutions that
wereinvestigated further using additional literature reviewpractical applications of the
protocol,the expertispresenin a PHA team wuld help facilitate thisThe potential ISD
barriers thatvereidentified using the examplbased guidance are showrTiable6-1. The
feasibility of implementing these ISD barriessliscussed irsection6.3.3 It is important

to underscore that the barridrs Table 6-1 that were identified may be more feasible
depending on the lifecycle stage in which this scenario is being considered. It is understood
that not all these barriers are possible or feasible at the operationaHstagwer, & the

ISD barriers that are identifiecalie been documented and included in the table to ensure
that they are considered and assessed for feasibility of implementat®oimportant to
recognize and document all possibilities, as the potential exists for process risk to still be
intolerable wing the other controls in the hierarchy and a lacgstlychange (e.g. change

the heat exchanger) must be masleen duringhe operational life cyclstage.
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Table 6-1. Potential ISD barriers for case study #Jlidentified using examplebased guidance

ISD Principle | ISD Barrier Identified Using Example-Based Guidance Reference
Minimization | Use a more efficient type of heat exchanger that caadce the inventory of ammoni (CCPS, 2009; Lees,
as well as make it easier to have an exclusion zone/smaller footprint 2005)
Substitution Consider the use of less toxic heat transfer mediuse CQ instead of ammonia (CCPS, 2009)
while not without risks (e.g.sphyxiation)
Use alternate type/design of heat exchanger instead of shell and tube that is less| (Alfa Laval, 2019;
fouling so hazardous operation of steam cleaning is reduced (e.g. Alfa Laval Kananeh and Peschel,
Compabloc, plate heat exchanger) 2012; Kletz and
Amyotte, 2010)
Use an alternative material of construction that is most compatible for the applicai (CCHS, 2005; CCHS,
order to reduce the incidence/tendency for fouling (due to corrosion, for example)| 2008; Kletz and
hazardous operation ofestm cleaning is reduced Amyotte, 2010; Muller
Steinhagen, 2011)
Use an alternate method of cleaning (e.g. chemical, mechanical) to remove foulin| (Muller-Steinhagen,
instead of steam 2011)
Moderation Separat@eople from hazardous equipment to reduce personnel exposure to amm (CCHS, 2008; Kletz anc

Amyotte, 2010)

Separate people from hazardous equipment to prevent debris from striking persot

(CCHS, 2008; Kletz anc
Amyotte, 2010)

Consider the wagquipment will fail and locate or design the equipment to reduce
consequences

(Kletz and Amyotte,
2010)

Locate hazardous process units to eliminate or minimizgtenmpacts on emergency
response and communication facilities

(Kletz and Amyotte,
2010)

Simplification

Use equipment (e.g. gate valves with rising spindles) to clearly indicate open or ¢
position

(CCPS, 2009; Kletz anc
Amyotte, 2010)

Design both shelland tubesides of heat exchangers to contain the maximum attair
pressurdMAWP) (Design equipment with an MAWP to contain the maximum pres
generated without reliance on pressure relief systems, even if the "worst credible

occurs.)

(CCHS, 2010; CCHS,
2011b; CCPS, 2009;
Kletz and Amyotte,
2010)
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Consider human factorsclear information about normal and abnormal process
conditions. Safety alarms are easily distinguishable.

(CCPS, 2009; Kletz anc
Amyotte, 2010)




The ISD barriers identified ifable6-1 wereincorporated int@ bow tie diagramBased
on page space restrictions, the ktte (preventative barriers) and rigditle (mitigative
barriers)are alsosshown separatelin Figure6-5 and Figure 6-6. All of the ISD barriers
thatwereidentified in the table have beercluded in the bow tie to ensure that they are

considered and are assessed for feasibility.
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6.3.3 Life Cycle Stage Consideration

After identifying the potential ISD barriers, the feasibility of implementing tivess
assessed with respect to the life cycle stdde barriers that mage moresuitable to
implementat the design stage include substituting the material of construction, substituting
the heat exchanger type, designing the equipment to withstand maximum attainable
pressure and ugy aless toxic heat transfer medium.cortrast, ©ianging the method used

to clean fouling, as well as making safety alarms easily distinguishaidg be

accomplished during the operational stage

6.3.4 |ISD Barrier Degradation Factors and Controls

As previously discussed fDhapter 5it is important toacknowledg ISD barriers can also
be defeatecand thesedegradation factorsnust beidentified in order to implement
degradation control® ensure that the effectiveness of t8® barriers are maintained.
CCPSI/EI (2018) discusses the nded a barrier and degradation control management
program withinthe PSMsystem Excerpts from CGE (2017)yaincluded in this sectiolot
generate exampl@s degradation factors for ISD barridthese excerpts are also included
in the bow tie workshop packageAppendix D. Degradation factors generally fall into

thefollowing three categories (CGE, 2017):

- Human factorsanything a person does to make a barrier less effective

- Abnormal conditionsanything in the environment that causes a barrier to be put
under strain

- Loss of critical servicesf a barrier relies on an outside service, losing that service
might cause it to lose effectiveness
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The following qiestionscan be usetb identify ISD barrier degradation factors:

- Are there any circumstances under wititis barrier will not work?
- How can we fAdestroyo this barrier?

- Has this barrier failed in the past (i.e. implicated in incidents or near misses?)

Using the guidanceabove, the following degradation factors for ISD barriers were

identified:

- Gradual changem process and conditions and now ISD solution is no longer
sufficient (abnormal conditiofs

- Quantities/material inventories increase because reason for minimization not
documented (human factgrs

- Material of construction changed because reason for tuthsti not documented
(human factors

- Operating procedures not updated with new maintenance methods, so hazardous

activity continues (human factors)

Examples othesedegradatiorfactorsareshown inFigure6-7 andFigure6-8 in excerpts

of the bow tie diagrar{for spaceconsiderations)
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Degradation combls must be included tprevent the ISD barriers frobeing defeated by

the degradation factor&xcerpts from CCPS/EI (2018) and CGE (2017) are included to
generate examples dégradatiorrontrolsfor ISD barriersBroad éamples of degradation
controls based on human and organization systems include engineering standards,
contractor management, management of change systems, training, Job Safety Assessments
and stop work authorityspecific examples includgesign review checking application of
standardsand HAZOP study to confirm integrity of design against feasible deviations
(CCPS/E) 2018) Following the three categories of degradation facbortined earlier,

corresponding controls include:

- Human factorstraining and inductionsupervision and mentoringualifications
and certificationsauditing and verification

- Abnormal conditionsprediction and proper preparation (e.g. weather foregasts)
maintenance and repajiaspection and testingedundancy and spareiesign and
specfications

- Loss of critical servicedackup systems (backup powedean shutdown systems

(design / trip systems)

The following qiestionscan be usetb identify degradation factor controls:

- What do we do to control the condition that reduces the eféawatss of this barrier?
- Will this escalation factor automatically lead to the breaking of its barrier or do we
have means to avoid this?

- Did we account for this escalation factor to exist?
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Using the guidance above, the followilgD barrier degradation fear controlswere

identified

- management of change program to prevent/address quantities from increasing

- management of change program and hazard analysis to address process/conditions
changes

- training for operators on new maintenance procedures

- audit/verification of new maintenance methods

- inspection of equipment to determine state of fouling

- documerwtion ofoperating conditions and deterration ofpredictive fouling rate

- management of change and hazard analysis for facility siting wherinstaw
equipment, completing expansions, changing facilities

- verification trackng, trendng, documerdtion ofinventory quantities

Figure6-9 andFigure6-10 show examples of degradation factors and degradation controls
in excerpts of the bow tie diagram (for space consideratfonspme of the ISD barriers

identified throughhe protocol.
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6.3.5 Conclusions

Severabotential ISD barriersrere able to b&lentified using exampteased guidander

a case study scenario without previous knowledge of ISD considera&ibrsad range of
barrierswereidentified, from substituting the heat transfer fluid to preventing fouling in
order to reduce the hazardous maintenance actiy§Bsbarriers fodegradation controls

were also identified (upgrading alarm systems and locating emergency systems away from
hazardous unitssome of these barriers are more feasible to implement early in design
stages rather than after the process is operationabdnificial to identifyand document

all potential ISD considerations, then evaluate the feasibility based on life cycle stage in
order to encourage open, creative thinkifilge same creative thinking must also be used

to consider the ways ISD barriers dadefeated to identify degradation factors and their
respective controls to ensure barrier effectivenBsgradation factors identified include
gradual changes in process conditions and inadequate documentation to ensure ISD
changes aremaintained. Degradation controls identified include inspection and

management of change programs.

6.4 Validation Case Study #2 1 Contra Costa County ISO 7 Chemtrade West
US LLC 1 Oleum Spill and SOs Release

This incidentwasused as a case study for protocalidation becausevhile therewere
some ISDbased corrective actions that were identified ugl®D checklist questions
(CCHS 2019) the validation woulddetermine if additional ISD barriers could be
identified using this protocollhe use of a casewsty from CCHSalso underscores the

value ofthis data that is available about current practical applications of ISD.
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6.4.1 Incident Overview and Details

An excerpt describing the incidembm CCHS (2019)s as follows fi An !leak ama m
heat exchanger resulted in a vapor cloud release of sulfur trioxidp 3@ site contacted

911 to shut down the adjacent highway as a precaution to prevent any potersitd off
impacts from the vapor cloud. The initial estimate of the sele@as 106 pounds, which

was recalculated at 38 pounds. The Reportable Quantity (RQ) foisS00 pounds. A
potential RQ exceedance was reported to the National Response Center, California Office
of Emergency Services, the local County Hazardous Maatiaision and the Bay Area

Air Quality Management District.o

The inlet head of the heat exchanger was installed improperly. An impingement plate was
installed on the discharge side head, rather than the inlet side head as the design specified.
This resuléd in accelerated corrosion rates. The inlet head on the heat exchanger was
installed without an impingement platéhe following is a description of the heat
exchanger operatiofReturning ¢eum cascade by gravity into the heat exchangeom

the strippes. With this cascading, S@aporwasalso carried into the vessel. When these
vapor bubbleseachedhe head (and early tube sections) tiyere-absorbed into the

oleum causing the bubble to collapse similar to cavitation. When this rehpbe
protective iron sulfate layers on the metal surfasese removed causing accelerated
localized corrosion. Without the impingement plate, the bugdtdegreater propensity to

collapse at the very bottom of the inlet head due to the slightly greater pressgnetich

1 Oleum (also known as fuming sulfuric acid) is a corrosive ligaiglved in the manufacturing of sulfuric
acid (CCHS, 2020).
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increagd the corrosion rate in that area. Since the tubes have little or no corrosion
allowance, they usually fail first. Without a definitive method of complete vapor removal,

it is expected that similar tube failures will continue approxaiyatvery 18 months.

6.4.2 ISD Corrective Actions ldentified Using Inherently Safer Systems
Checklist Under CCHS ISO

The report statethe ISD checklisivas used to identifgorrective actios; a corrective

action that was identifiedwas to remove the heat exchanger from the process
(minimization).As st at ed hemeatekcbangereipsialied for nergy and steam
conservation, is of questionable value for either energy conservation or cost denefit.
(Chemtrade, 2018}t is notal that while elimination of this heat exchanger is the most
effective measure at removing this hazard and preventing this incident from occurring at
this facility in the futuresincethis removal requires a permit from the Bay Area Air Quality
ManagemenDistrict (BAAQMD), it may not bemmediatelyfeasible.The subsequent
analysis using the protocol application will identify additional ISD barriers that dmmuld

implemented, should this heat exchanger nattide to beemoved

6.4.3 Identification of Potential ISD Barriers Using Example-Based
Guidance

Thehazardouscenaricassociated witlbleum in a heat exchangeas modelled as laow
tie diagram shownin Figure 6-11, as the process conditioesistedat the time of the

incident.
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The examplébased guidance was used next to identify potential ISD barriers, which are
described inTable6-2. The ISD barriers that were identified primarily relate to avoiding

the specific impingement/cavitation corrosion risk. This is aligned with Revie (2015)
Afrom a corr os.i pitnsinperativethdt we av/oidsthe eanderins/early in

the design of the facility (FEED) rather than trying to control or take protective measures
later during operations. The first aim is to eliminate the corrosion hazard by substituting
vulnerable alloysvi t h  mor e s u iThedSDIba&riemoathicker tube Wadls was
identified and included based details in the incidentrepoii: s i nce t he tubes

or no corrosion allowance, they wusually fa
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Table 6-2. Potential ISD barriers for case study #2dentified using examplebased guidance

ISD Principle

ISD Barrier Identified Using Example-Based Guidance

Reference

Minimization

None identified

N/A

Substitution

Design or select equipment to be impervious to the corrosion
mechanisms that are present given the materials of construction
within the process, and the operating conditions (i.e., temperatur
pH, concentration, viscosity, etc.). Use alte material of
construction that is more resistant to corrosion (corressistant
alloy, CRA) from SQ vapour.

(CCPS, 2009; Revie, 2015)

Increase wall thickness of heat exchanger tubes to allow for mor
corrosion resistance. Upgrade heat exchandgr bundle wall
thickness to minimize likelihood of loss of containment due to
corrosion.

(CCHS, 2018)

Avoid cavitation- use alternate heat exchanger design that is less
prone to localized corrosion due to cavitation. Redesign heat
exchanger a longe shell will allow the inlet valve to be moved
away from the tube bundle, so it is not placed directly above the
tubes.

(Enerquip, 2019)

Moderation

Buffer zone around facilitgr site facility away from highway

Kletz and Amyotte (2010)

Simplification

None identified

N/A




Another potential ISD barrier identified using the exarpdsed guidance is to design

equipment so it can be easily determined if it has been assembled or installed incorrectly,

or does not allowor incorrect assembly (CCPS, 2009; Kletz and Amyotte, 2010). The
corrective action that was identified in the i
installation of locating pins in the flanges to prevent misassembli s al i gned wi t h
principle, excepthese adébn locating pingan be classified as a passdevice. If there

was another way for the heat exchanger to be redesigned in an inseparable way so that the

impingement plate could not be installed incoilgechis could qualify as an ISD barrier.

The proximity of the facility to a roadway that warranted the highway tbdsedas stated
in the incident repottighlights the need faronsideration of moderation and facility siting

in the form of a buffer awe, although this islearlya consideration for the design stage

The ISD barriersdentified in Table 62 were incorporated into thieow tie diagramn

Figure 612
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6.4.4 Life Cycle Stage Consideration

As highlighted in the previous section, there weremahyISD barriers identified that
couldbeeasilyimplemented in the operational life cycle stafiee ISD barriers that were
identified that involve redesign of the heat exchanger (new material of construction, longer
shell, thicker tube walls) would be costly and at the operational life cycle stage nema

to be evaluated to determine if it is prohibitively expensive passive barrier of installing
locating pins identified in the incident investigation repstikely more inexpensivand

is in the next preferred control in the hierarchy compavigd the other administrative

controls identified in the report (e.g. documentation, inspection).

6.4.5 ISD Barrier Degradation Factors and Controls

Using the guidance iection6.3.4 thedegradation factors and contratsFigure 6-13
and Figure 6-14 were identified(the left side and right side of the bow tie are shown

separately for space considerations)

124



1A}

Change in process
conditions make
alternate material

less resistant to
corrosion

Figure 6-13. Left side of bow tie diagram with degradation factors and controls ISD barriers for LOC of oleum in heat

Tube failure due to
localized erosion,

m
=

m
=

m
=

m
=

m
=

vibration or

cavitation
Redesign of heat

exchanger to avoid
impingementcorrosion
- a longer shell allows
nlet valve to be moved
away from tube

Use alternate material
of construction thatis

impingement corrosion

bundle, so it is not
placed directly above
the tubes

SUB Substitution

ISD Inherently Safer
Design

=

m
=

Management of change

Inspection of tubes

I ADM Administrative

I ADM Administrative

If impingement plate
was not installed,
corrosion could still

occur (could last
longer between
replacement/failure)

exchanger.

more resistant to

from SO3 vapour

Increase wall
thickness of heat
exchanger tubes to
allow for more
corrosion resistance

Impingement plate
installation

Inspection

SUB Substitution

SUB Substitution

PAS Passive
i d

ADM Administrative

E ed

ISD Inherently Safer
Design

ISD Inherently Safer
Design

Inspection and
corrosion rate
determination

ADM Administrative

[

Oleum in heat
exchanger

Leak from heat
exchanger
(Loc)




9cT

Figure 6-14. Right side of bow tie diagram withdegradation factors and controls ISD barriers for LOC of oleum in heat

exchanger.

Oleum in heat
exchanger

Leak from heat
exchanger
(LOC)

-
-

™
-

Buffer zone around
facility

Off-site Emergency
Response (ER) plan
activation

MOD Moderation

15D Inherently Safer
Design

-

ADM Administrative

=

-

-

Site Emergency
Response (ER) plan
activation

Shelter-In-Place

ADM Administrative

ADM Administrative

arm to personnel in
urrounding area due
to impacts on air
quality

Harm to onsite
personnel due to
impacts on air quality




This wasalsoa valuable opportunity to examine potential degradation factors associated
with thelSD batrrier that was identified in the incidentéstigation report (removal of heat
exchangefrom procesy As stated earlier, the removal of this heat exchanger may or may
notbefeasible, as eegulatorypermitis requiredo removat. It is important taunderstand

challenges associated with this barrier and idewtiytrolsto helpensure it is effective.

Using the guidancdor identifying degradation factors and controthe following
degradation factors associated with this bamiere exploredAs previouslydiscussed,
ASubmit a per mit application to the BAAQMD t ¢
procese was I as @l corcedivk action in the incident investigation report
(Chemtrade, 2018A potential degradation factor is the permit is not grantedtamtieat
exchanger cannot be removed from the prodesschallenging to identify degradation

control for this, given there are regulatory requirements that must b&iwven the stated

reason for the heat exchanger installation (steam and energgreation) and mention of

the costbenefits ofthis being questionahld is recommendd thata strong case study and
costbenefit analysis be completed by the stakeholder for the regulator to clearly
demonstratehe justification fot he heat e x c lftrasnvouidrbé considegetho v a |

the degradation control in this case).

Another corrective action statedin the reportassociated with the removal of the heat

exchanger i$i Bview possible elimination of this heat exchanger fronsthipper oleum

l oop and devel op a A potestiblidegmdatiom factoraassbciaeds e ment . 0
with this action is the possibility for confusion over the heat exchanger being removed

entirely from the facility (removal of equipment) as opposedetooving it from the

process via isolatiorin order to ensure the equipment is entirely removed, rather than
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isolated clear documentation arath effective management of change prognaed to be

in place.

6.4.6 Conclusions

In closing, he protocol didnot identify numerous ISD barriers that couddsily be
implementedduring the operational life cyclandthe authoragreeswith the corrective
actions that were detailed in this incident investigation repartpreviously statedhe
corrective actionthat was identified using the ISD checklistrémoval of the heat
exchangeris a potentialbarrierandthe feasibility ofsuch barriewas being explored by

the facility stakeholder3.he value this protocol brought to this case swdsy highlighting

the need to consider the degradation factors associated with the ISD barrier that was
successfully identifiedn the incident investigation repoilit.is clear the removal of the

heat exchanger must Ipestifiable, and its removamust becompleted in an effective

manner through @mng management of change program.

As highlighted earlier when discussinghe installation of locating pins to prevent
misassemiyl, there is value in categorizing corrective actions with respect to the hierarch
of controls. This provides an indication of how effective corrective actiomgbe in
preventing another incident. Thriapportsheundergraduateesearch project based on the
CCHS ISO incident investigation reportmentioned in Section 3.ithat is curently

underway at Dalhousie University.

6.5 Conclusions and Recommendations

In conclusion, thetwo protocol validationexercises successfully demonstrated that

examplebased guidance can be used to identify potential ISD barriers that be incorporated
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within bow tie diagrams$Based on the findings of the protocol validation, it was identified
that it would be beneficial temphasize two additional considerations in the protocol flow
chart: life cycle stage and identification of degradation factors and controls of ISD barriers.
These improvements and refinements are made to the protocol and flowekiarn

Chapter Refined Protocol

Lastly, as previously statedt is recommended thdurther protoml validation be
completedwithin thei ndust r i al P®SM frgqraeworkinaat prediativ@e snanner
within a PHA setting comprised of subjechatter expertsThis would be very beneficial

for the protocol development and refinement in numerous ways, gowtach include:

- to help elucidate how well this protocol works when applied by a diverse team,
- to determinehow well the exampkdased guidanceorks to promote creative
thinking and brainstormintp identify potential ISD barrierand

- todetermine other examples of degradation factors and controls for ISD barriers.
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CHAPTER 7 REFINED PROTOCOL

Based on the findings of the protocol validation, the protBioalchartwasupdatedwith

the clear inclusion ofthe life cycle stage andedradationfactos and controls.The
objective of this improved protocelasto encourage the identificatiaf all potential ISD
barriers, while also ensuring that recommendations are feasill@racticalgiven the
realistic limitations that are encountered during design and operational stages of a
process.This iteration of the protocol flowcharshown inFigure 7-1, includes two
additional stages for the explicit consideration of the life cycle stage and identification of
degradatiorfactorsand controlslt is expected that additional protocol validation within
ani ndustri al PSMfrgneewarkeveukd promo® continuous improvement of

the protocol and lead to further refinement.
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Build bow tie diagram for proposed design or operatior
facility

v

Identify proposed or existing barriers with respect to
hierarchy of controls

v

Use ExampleBased Guidance to identify potential new
ISD barriers that eliminate hazards, threats or conseque

v

Use ExampleBased Guidance to identifyotential new
ISD barriers that reduce the probability or severity of
threats or consequences

v

Identify degradation factors and degradation controls f
ISD barriers

A

Evaluate feasibility of ISD barriers with respect to curre
life cycle stage

A

Assess adequacy of barriers on each threat and
consequence linend mitigate residual risks with other
controls in hierarchy

v

Document Opportunities, Feasibility and
Recommendations

Figure 7-1. Refined protocol
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CHAPTER 8
CONCLUSIONS

In conclusiona protocol for incorporating ISD into the bow tie methodology for process

hazard analysis was successfulsvelopedThe protocol was verified using the Bhopal

gas tragedy and validated using case studies. The protocol was refined and improved based

on findings of the protocol validatioithis protocol is a tool that can be incorporated into

an organizationdés PSM framewor k, which wil|l a

systematically.

The following are ecommendationfor future work:

validaion and refinenent within anindustrialor gani zati onés PSM fra

applcationin predictive PHA setting

- refinement ofthe ISD bow tievorkshop packagt address feedback froREAS
4773students and to tailorfior personnel inndustrial setting

- exparsion of the examplébased guidancier other industries

- migration of all exampkbased guidance into the BowTieXP softwa
development ofa userfriendly, specializedISD databasewith improved
searchability and usénterface

- incorporation of examplbased guidance into other PSM elements, such as
incident investigatiomnd root cause analgsi

- more detailed and systemationsideration ofeasibility with respect tdife cycle,

including the development of protocols tailored to specific life cgtdges
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APPENDIX A PROTOCOLS FOR INCORPORATION OF ISD INTO PSM

Inherent Safety Identify Need for Change
Guidewords I

Identify Required Review and
Approval Steps

|

Conduct Required

Inherent Safety

Guidewords/Checklist Hazard Review
Inherent Safety Take Action to
Guidewords/Checklist Control Hazards

|

Obtain Approval

|

Implement and Follow-up

Figure A-1. An inherent safety-based management of change protocol (Amyotte et
al., 2007) (with permission)

150



1
L Team Planning ‘
| Inc'ident l
l * People
* Property
| Loss " ””””””” ® « Production
l * Environment
Notification to
Activate Team :
I :
2 L s Position
Inherent Safety 2 T i2 | ® People
Gabwnds: [ ""| On-Site Investigation " ”””””” » « Parts
; T e Paper
1
. 3
________ i Identification of
Immediate Causes
Inherent
Safety l
Checklist
iiiiiiii < Identification of
Basic Causes
Identification of
Lack of Management
Control Factors :
o Immediate/
Technical
Inherent Safety | : il : . ¢ Avoid Hazards
Guidewords Recommendations ]‘ . > . o
Management
System
Implement
Recommendations
l Follow-Up |

Figure A-2. An inherent safety-based incident investigation methodology (Goraya et
al., 2004) (with permission)
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APPENDIX B INHERENTLY SAFER DESIGN SURVEY

Surveyi
Inherently Safer Design and Process Hazard Analysis

We would like tounderstand the current industry best practices for incorporating
inherently safer design (ISD) within process hazard analysis (PHA). The objective of this
survey is to collect information about the current state of PHA and applications of ISD in
practicalsettings. This survey is a component of thesis work being completed by
Kayleigh Rayner Brown under the supervision of Dr. Paul Amyotte (Dalhousie
University) and Dr. Faisal Khan (Memorial University of Newfoundland).

Any identifying information will be kepconfidential.

Please complete and return to Kayleigh atayleigh.brown@dal.ca

Guidewords and Definitions:

Inherently safer design (ISD)- An approach to process safety that focusses on the
elimination of hazards, rather than reliance on safety equipment.

Based on four principles/guidewords: minimization, substitution, moderation and
simplification (CCPS, 2009)

Process hazard analysis (PH) - Hazard evaluation methods that help identify and
analyze dangers associated with processes. May also be called process hazard review,
hazard assessment, hazard study, hazard identification and review analysis, etc.

Analysis methods include: Safety ®Rew, Checklist, Whatf, Failure Modes and Effects
Analysis (FMEA), Hazard and Operability Analysis (HAZOP), Fault Tree, Event Tree, etc.
(CCPS, 2008)

References
CCPS. (2008). Guidelines for Hazard Evaluation Procedures, 3rd ed. New York, N.Y.:
Center fo Chemical Process Safety.

CCP. (2009). Inherently Safer Chemical Processes: A Life Cycle Approach, 2nd ed. New
York, N.Y.: Center for Chemical Process Safety.
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Survey Responses

organization

Chemical Consulting Oil and Gas Oil and Gas
What 1 ISD is often It shall be 1 Project focused (. cost, 1 Lack of
barriers exist incorporated. included in schedule, deliverable) knowledge of
in your T Theincorporation | design, PHAs 1 Not people living in the what ISD is
organization decision relies on the and revalidations run organization or the f ISD is not usually
for explicitly project engineer. legacy organization the lowest cost
considering T EPC type project people option in a
or _ who leave or move on design. Therefore
Incorporating f Lack of competent proces not project
ISD? engineers management
T Unproven technology favoured
1 Trial and error type 1 Schedule crunch
mentality disfavours going
f Innovation world; pil® to away from
commercialization without traditional design
legislation requirements
1 Unknown, unaware of
hazards
1 Front line operations are
now being trained to do
their own PHAs and not
educated to think out of th
box and designing ISD
because they have define
il ow ri dk MQ
Does your No Yes No No

2 EPC: Engineering, Procurement and Construction
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have a
protocol for

explicitly

considering

ISD? (yes/nQ

If yes, what Different option
protocol is should be

used for considered
considering during design
ISD? and technology

reviewed during
revalidation

How has this
protocol led

to successful
incorporation

+/- some
evaluations are
very superficial

of ISD?

Are there any When costs are

challenges high

associated

with this

existing ISD

protocol?

How does New processes with | Follow a S5year | In 3 parts: Traditionally, per
your HAZOP. revalidation (1) For MOC common CCPS
organization Standard processes | schedule with (2) For 5 yearevalidations approach:
complete are done fchecklistto (3) For major projects greenfield

PHA? fill edo a qensureallaspect Much tougher for innovation

analysis (check lists

are covered, and
audits

projects
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with standard
safeguards)

1 DBM3 &
EDS' = What
If
1 DE = Hazop
and as neede
FMEAS
PHA triggered in MOC
and Gates in Major
Projects

margin

Is ISD Yes Yes No. Very tough to qualitatively | Not reallyi same theme
incorporated credit ISD as barriers in PHA. as per Alo
into PHA? Either credits or safeguards agai
(yes/no) severity or likelihood
If yes, how is 1 Considered in risk ISD checklist for
ISD analysis as either design
incorporated eliminating the risk,
into PHA? reducing the
consequence or PFD
based on CCPS
values betweerl to-
3.
1 Depends on the
barrier efficiency and
reliability
1 May require regular

3 DBM: Design Basis Memorandum
4 EDS: Engineering Design Specifications
5 FMEA: Failure Mode and Effects Analysis
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verification/validation
and maintenance
PFD eduction of-1

is accepted to take
into account of a
barrier put in place
without detailed
guantification

PFD reduction higher
than-1 requires an
expert justification
CCP1 example:
protection on a
machine that prevent
the operator from
putting his hands in
rotating parts

Expert shall justify
the use of CCP3in
regard to CCP2 (for
example through a
calculation notice,
report, experimental
test sé)

ISD are also favoure(
safeguards in the pre
filled accident risk
analysis
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Are there any

We have issues with risk

Need good

Yes, e.g. winterization hazard

challenges identification with the use of| knowledge level | how to define ISD by moving it
with this check lists as even standarg of participants indoors vs. steam or electric hea
existing PHA | plants tend to have slight tracing
protocol? variations. Nevertheless we
trust the use of these check
list allows forbetter PHAs
overall.
Is there
another
contact in
your
organization
that could
complete this
survey?

Survey Responses

Chemical

Manufacturing

Agri Commaodity

1. What barriers exist in your
organization for explicitly
considering or incorporating

ISD?

9 Cost and effectiveness il
1 Mainly existing facilities
where it is more difficult

Quality standards,
approved procedure|
and methods for
aerospace (for

N/A
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to incorporate ISD
principles.

example, chemical
processes that are
approved or not
approved for
aerospace standards
1 Budgets (costs
benefit, ROI)

2. Does your organization have
a protocol for explicitly
considering ISD?(yes/no)

Yes

No explicit protocol I
currently exists

donot

on ISD.

have

a. If yes, what protocolis
usedfor considering
ISD?

1 Training isprovided to

engineers cag
Designo. |t
ISD.
Loss Prevention Standaro
trigger the use of ISD
principles during the
design of facility
modifications

Our Management of
Change (MOC) process f¢
facility changes
specifically requestot
compare alternatives bast
on ISD principles during
the preliminary hazard
review stage.

1 Some aspects are | N/A

considered at the
design approval
stage- REACH
chemicals of
concern, CRE
chemicals, updated
design and/or
regulatory standards
company MORs

1 Onoccasion, for
larger undertakings,
ACE events will take
place (3P planning
events) in advance

1 Improvements are
being seen early in
design stages for
robotic cells with
risk review being
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conducted in
advance

1 Management of
change process
exists; however,
original design is
typically already
finalized at that point

b. How has this protocol | Examples are: Some examples: N/A
led to successful - Elimination of fired 1 tank enclosures and
incorporation of ISD? heaters as distillation covers

tower reboilers. 1 enhanced ventilation
- Elimination of long bolts | § ERT® access for

flanges. emergencies

- Minimization of number | q secondary
of flanges. containment

1 ergonomic
improvements

1 chemical handling
and storage
improvements

9 safer design for
maintenance tasks,

alarms, leak
detection
c. Are there any Lack of expertise on what 1 initiating early N/A
challengesassociated | constitute ISD. enough in design
stage;

8 ERT: Emergency Response Team
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(with LOPAY).

Existing facilities are
subject to revatiation
PHAs on a fiveyear cycle.

with this existing ISD 1 change managemen
protocol? 7 %
1 vendor expertise
3. How doesyour organization For new and modification § HRA We do have a process safel
complete PHA? to facilities, a threelevel | FHRA management (PSM) progra
approach is used (from | § PFMEA that regulates the review of
preliminary to detailed 1 root cause/CA our solvent plant
process design reviews). | § \Whatif/fhuman PHA/HazOp every 5 years.
The main tools used are factors checklists | This locks at the hazards of
WHAT-IF and HAZOP 1 HazOp in rare the process, identification of

situations

any previous incidents,
engineering and
administrative controls,
consequences of failure,
human factors, a qualitative
evaluation of a range of the
possible safety and health
effects, and a risk ranking.
The risk ranking looks at
severity (people, property,
environment, public
relations, legal situation
catastrophic, critical, major,
minor, negligible)and
likelihood (frequent,
probable, occasional, remot]
improbable.)

This identifies hazards and
thenaction items are create(

" LOPA: Layers of Protection Analysis
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to recommend safety
improvements in the design
and operation of the
extraction process
equipment. Action items are
then completed in a timely
manner, with documentatior
including MOCs and PSSR

challenges with this
existing PHA
protocol?

principles may be in conflict:
minimizing risk by using one
ISD principle may create a

as required.
a. IsISD incorporated Yes | would not say se N/A
into PHA? (yes/no) PHA for us tends to be
ongoing review of
processes for risk
mitigation, with the
process/design already
place
b. If yes, how is ISD f At the conceptual stage o N/A
incorporated into a projectjdentified
PHA? alternatives are ranked
based on ISD principles.
1 At the detailed process
design stage,
simplification is
incorporated into PHAs.
c. Arethere any Reaching balance when ISD | § Sometimes more N/A

reactive than
proactive (for

8 PSSR: Prestart Up Safety Review
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different risk or a risk in a
different part of the process.

example, as a result
of an incident);
Change managemer
could be improved
(personnel
recognizing when
PHA needs to be
reviewed/updated)
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Table C-1. Sample of examplebased guidance from CCPS (2009), Kletz and Amyotte (2010), Mannan and Lees (2005), CCPS

APPENDIX C
EXAMPLE-BASED GUIDANCE

Process Safety Beacons and other resources.

ISD Principle | Hazard, Threat or ISD Example-Based Guidance
Reference
Consequence Category
Substitution HazardousM aterial Substitute flammable with necombustible (CCPS, 2009)

Substitute with less volatile

(CCPS, 2009)

Substitute with less reactive

(CCPS, 2009)

Substitute with more stable

(CCPS, 2009)

Substitute with less toxic (e.g. sodium hypochlor,
instead of elemental chlorine)

(CCPS, 20009)

Substitute flammable heat transfer fluid (i.e. (CCPS,2009)
operated above flash point) with low pressure st
Substitute hydrofluoric acid (HF) with modified | (Blais, 2012)

hydrofluoric acid (MHF), which contains a vapou
suppressant

Substitute HFbased alkylation process to new -H¥
free alkylation technology (ionic liquid and salid
state alkylation tdmologies are emerging
alternatives)

(CCPS, 2009; CSB, 20tp

Replace flammable solvents with alternative
solvents with a high flash point for many
formulated products such as agricultural chemic
dyes, adhesives, paints and coatings, and paint
remowers

(Mannan and Lees, 2005)

Reaction Chemistry

Substitute manufacturing process with alternativ

process that uses less toxic raw matefidts

(CCPS, 2009)
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example, for manufacturing acrylonitrile, use nev
ammoxidation process that uses propylene and
ammonia, rather than the conventional process t
uses hydrogen cyanide

Substitute manufacturing process with alternativ
process that uses less toxic raw matefidis
example, for manufacturing acrylic esters, use
propyleneoxidation process instead of the Reppe
process that uses a toxic nickel carbonyl catalys

(CCPS, 2009)

Substitute an alternative chemical that prevents
production of hazardous side reactions and prod
(e.g. vinyl chloride production in a reaction

between sodium hydroxide and ethylene dichlori

(CCPS, 2009)

Substitute conventional processes with alternati
electrochemical techniques that may eliminate tf
hazardous materials or chemical intermediates ¢
allow less severeperating conditions (e.g.
napthaquinone, anisaldehyde, benzealdehyde)

(CCPS, 2009)

Combustible Solids

Identify a norcombustible solid that can replace
the combustible dust in the process

(Amyotte et al., 2009; Manna
and Lees, 2005)

Useexplosionproof vacuum in place of a broom
for removing dust accumulations

(Amyotte et al., 2009)

Replace bucket elevators and other mechanical
conveying systems with denpbase pneumatic
transport

(Amyotte et al., 2009)

Substitute process rotitefor example, for
preparation of powdered metals for refractory us
(explosible aluminum/magnesium alloys); inert

dust could be introduced at earlier stage of proct

(Amyotte et al., 2009)
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to render the aluminum/magnesium alloys-non
explosible throughat manufacturing

Pipe Integrity

Use higher chromium content steel to prevent
sulphidation corrosion

(CSB, 2012)

Replace any piping to remove the bimetallic welg
(e.g. piping that is a mixture of carbon steel and
chrome shouldéreplaced with only chrome

piping)

(CCPS, 2012a)

Minimization

Reactors

Reduce inventory by using tubular reactors, whig
offer great potential as a reaction device; they ca
be used for many different applications (e.qg.
polymerization, carbonylation, dehydrogenation,
hydrogenation, hydrocracking, hydroformulation
oxidative decomposition, partial oxidation,
reforming)

(CCPS, 2009; Mannan and
Lees, 2005; Parr Instrument
Company, 2019)

Use reactive distillation, a fornf &rocess
Intensification (PI), that combines the unit
operations of chemical reaction and distillation ir
a single piece of equipment. For example, a
reactive distillation process for the manufacture
methyl acetate from methanol and acetic acid ag
single reactive distillation column and two auxilia
columns in place of a continuous reactor, an
extractor and eight distillation columns

(Mannan and Lees, 2005)

Distillation Operations

Modify and optimize distillation column packing
and traygeometry to minimize hazardous liquid
inventory

(Mannan and Lees, 2005)

Modify and optimize column base geometry to
minimize holdup of hazardous material

(Mannan and Lees, 2005)
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Consider using centrifugal distillation devices,
which have muclsmaller inventory

(Mannan and Lees, 2005)

Extraction Operations

Consider using centrifugal extractors, which hav
much smaller volume than traditional extraction
columns

(Mannan and Lees, 2005)

Heat Exchangers

Use the most efficient heat exchanger pues
Various heat exchanger types have vastly differg
efficiency with respect to heat transfer area per (
volume of material inventory. For example, plate
heat exchangers have a higher surface compact
than shell and tube exchangers; examine alvigl

design options to select the best for the applicati

(Mannan and Lees, 2005)

Material Inventory

Eliminate or reducesize ofhazardous iprocess
storage inventory

(CCPS, 2009)

Reduce hazardous-process storage and invento
by designing process equipment involving
hazardous material with the smallest feasible
inventory

(CCPS, 2009)

Equipment and Piping
Inventory

Minimize the length of hazardous material pipin

(Mannan and Lees, 2005)

Design hazardous material piping famimum
piping diameter

(Mannan and Lees, 2005)

Remove deadleg piping

(CCPS, 2009)

Remove out of service, abandoned, or unnecess
equipment, such as vessels, piping, hazardous
materials systems, towers, furnaces and boilers

(Hendershot, 199)

Mixing Operations

Use intensive mixers form of Process
Intensification (PI) to minimize size of mixing
vessebr reactor

(CCPS, 2009)
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Combustible Solids

Minimize fuel loadings with respect to dust layér
remove dust deposits fromorkplace to limit
formation of dust suspensions

(Amyotte et al., 2009)

Minimize fuel loadings with respect to dust layer
minimize flat surfaces to prevent accumulation o
combustible dusts

(Amyotte et al., 2009)

Moderation

Operating Conditions

Make operatig conditions less severe (for
hazardous reactants or products) by considering
operating at lower pressure to limit potential rele
rate

(CCPS, 2009)

Make reaction conditions for hazardous reactant
products (temperature, m®ire) less severe by
using a catalyst

(CCPS, 2009)

Material Concentration

Use less concentrated hazardous raw materials
reduce the hazard potential; use benzoyl peroxic
as water wetted powder instead of pure, dry
material

(CCPS, 2009; Mannan and
Lees, 2005)

Use less concentrated hazardous raw materials
reduce the hazard potentiabe agueous ammonig
or methylamine instead of the anhydrous materiz

(CCPS, 2009)

Material Form

Convert materials to a less hazardous form; in
manufacturing/metal grinding applications, use
briquetter to turn flammable metal turnings (e.g.
magnesium) into briquettes instead of turnings

(ATM Recycling Systems,
2017), (PRAB, 2019), (RUF
US Inc., 2016)

Process Design

Design the layoufior processes handling flammal
materials to minimize the number and size of

confined areas and limit the potential for serious
overpressure in the event of a loss of containme

and subsequent ignition

(CCPS, 20009)
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Ensureprocess materials (e.g. heating/cooling
media) are compatible with process materials in
event of inadvertent contamination (e.g. due to 3
tank coil or heat exchanger tube failure)

(CCPS, 2009)

Design process unifer hazardous materials to
limit the magnitude of process deviatigiselect
pumps with maximum capacity lower than safe r
of addition for the process

(CCPS, 2009)

Design process unifer hazardous materials to

limit the magnitude of process deviatipase pipe
size or fixed afice to limit the maximum feed rate
of gravity-fed systems within safe limits

(CCPS, 2009)

Spills

Direct spillsof flammable materials away from
storage vesseto reduce the risk of a boiling liquic
expanding vapor explosion (BLEVE) in the even
of a fire

(CCPS, 2009)

Prevent hazardous material liquid spills from
entering drainage system/sewer (if potential for f
or hazardous reaction exists, e.g. water reactive
material)

(CCPS, 20009)

Combustible Solids

Handle solids in the form of largparticle size
granules, pellets, beads, or prills, rather than a fi
powder reduces the potential for worker exposur,
and also increases the minimum expissi
concentration, thus reducing the hazard of dust
explosions

(CCPS, 20009)

Reduce wrkerexposure and dust explosion
hazards by formulating dyes as liquids, wet past

or slurries rather than dry solids or powders

(CCPS, 20009)




69T

Materials Storage

Design equipment to contain the materials that
might be present inside at ambient temperature
the maximum attainable process temperature
design for higher than the maximum allowable
working temperature to accommodate loss of
cooling (reduce the reliance on external systems
like refrigeration to control temperature such tha
vapaur pressure is leghan equipment design
pressure)

(CCPS, 2009)

Hazardous Material
Transportation

Locate the plant to minimize the need for
transportation of hazardous materiat®-locate
with supplier/customer

(CCPS, 20009)

Locate the plant to minimize theeed for
transportation of hazardous materiatsrsite
production of hazardous raw materials

(CCPS, 2009)

Storage Tanks

Ensure sufficient space between tank and proce
areas

(Kletz and Amyotte, 2019)

Hazardous Equipment

Use spectacle (digure 8) blinds instead of shp
plates

(CCPS, 2009CCPS 201d)

Reduce potential errdry minimizing the number
of components, such asskets, nuts, bolend
flangesusel

(CCPS, 2009; Kletz and
Amyotte, 2010)

Process Unit Siting

Considerlimitation of effects; locate hazardous
process units to eliminate or minimize-site
impacts on employees and other plant facilities
including control rooms, fire protection systems,
emergency response and communication facilitié
and maintenance andradhistrative facilities

(Kletz and Amyotte, 2010)

Simplification

Pipe Integrity

Eliminate insulation on piping to minimize chanc

for corrosion under insulation (CUI)

(Kletz and Amyotte, 2010)
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Use fewer pipe seams and joints

(CCPS, 2009)

Select appropriate pipe thickness/schedule that
provide extra corrosion/erosion allowance. For
example, Sch 80 is thicker than Sch 40 and may
provide more corrosion resistance

(CCPS, 2009)

Valves

Use check valves with easy to identify direction
flow

(CCPS, 2009)

Use gate valves with rising spindles to clearly
indicate open or closed position

(CCPS, 2009)

Operation and
Maintenance

Outfit equipment (e.g. compressor) with double
blocks with bleeds to avoid rolling feedgas blinds
during compressor isolation

(CSB, 2019d)

Use of dedicated hoses and compatible coupling
for reactants where hose connections are used

(CCPS, 2009; CSB, 2017)

Robustness of
Equipment and
Materials of
Construction

Design equipment with an MAWP (maximum
allowable working pressure) to contain the

maximum pressure generated without reliance o
pressure relief systems, even if the "worst credik
event" occurs

(CCPS, 2009)

Use mixing feed nozzlmstead of agitator or
mechanical mixer for vessel mixinghese mixing
nozzles have no moving parts, which makes the
simple and reliable

(CCPS, 2009)

Use simple flare designrsavoid obstructions such
as water seals, molecular seals, filters anddlam
arrestors, as these devices are prone to choke g
freeze

(Kletz and Amyotte, 2010)

Use corrosion and creep resistant materials for

furnace tubes

(CCPS, 2009)
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Design or select equipment to be impervious to {
corrosion mechanisms that gmeesent given the
materials of construction and within the process,
and the operating conditions (i.e. temperature, p
concentration, viscosity)

(CCPS, 2009)

Eliminate use of glass, plastic or other brittle
material as material of construction

(CCPS2009)

Human Factors

Use logical arrangement of controls and displays
that match operator expectations

(CCPS, 20009)

Use safety alarms that are easily distinguished f
process alarms

(CCPS, 2009)

Heat Exchangers

Design the shell and tutsdes of liquidto-liquid
heat exchangers, and the tubes ctamled heat
exchangers to contain the maximum attainable
pressure on either side. Such a design eliminate
reliance on pressure relief devices or other activ
safeguards

(CCPS, 2009)

Equipment Utilities

Use independent power buses for redundant
equipment to minimize consequences of partial
power failures

(CCPS, 2009)

Pumps

Use sealess pumps (e.g. canned, magnetic drive

(CCPS, 2009)

Storage Tanks

Ensure the design of drain vasveystem installed
on dikes for rainwater removal allows for easy
determination of valve status/position
(open/closed); if valves are left open, spillage wi
be lost to drain

(Kletz and Amyotte, 2019)

Tanks containing incompatible materials are not
sited within the same diking system

(Kletz and Amyotte, 2019)

Ensure the material of construction of the tank, t

stored material and any impurities are compatibl

(Kletz and Amyotte, 2019)




¢L1

Use sloped tank bottom design and piping
configured for total drainage

(Kletz and Amyotte, 2019)

Equipment Assembly

Design equipment that does not allow for incorre
assembly or at least allows an incorrect assemb
be apparent/determined. For example, design
compressor valves with inlet dmxit valves that
are not interchangeable.

(CCPS, 2009; Kletz and
Amyotte, 2010)

Design equipment that does not allow for incorre
assembly or at least allows an incorrect assemb
be apparent/determined. For example, use flang
or welded pipesistead of screwed couplings and
compression couplings.

(Kletz and Amyotte, 2019)

Equipment Status

Use figureeight/spectacle blinds that make it eas
to see the position than blinds (spades or slip plg

(Kletz and Amyotte, 2010)

Use gate valves with rising spindles that make it
easier than noenising spindles to show if the valve
is open or closed

(Kletz and Amyotte, 2010)

Equipment Tolerance

Use expansion loops in piping instead of bellows
for thermal expansion; bellows aretriolerant of
incorrect installation

(CCPS, 2009; Kletz and
Amyotte, 2010)

Use articulated arms or fixed pipes instead of ho
for loading/unloading of hazardous materials

(CCPS, 2009; Kletz and
Amyotte, 2010)

Process Operation
Control

Userobust processes that will still operate even
though there are approximations

in the model of the process on which the control
system is based

(Kletz and Amyotte, 2010)

Process control limits are not close to maximum
safe operating limits. Margibetween control limit
and maximum safe operating limits is wide to all

for recovery if needed

(Kletz and Amyotte, 2010)
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APPENDIX D EXAMPLE OF BOWTIEXP CONFIGURATION

Images of the configuration of the BowTieXP software for the protocol are includeégureD-1 andFigureD-2.
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Figure D-1. Sample of systems group configuration in BowTieXP with ISD exampleased guidance.
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APPENDIX E ISD BOW TIE WORKSHOP PACKAGE

Time: Approximately 3 hours

Learning Outcomes:

1. Knowledge Base: Understand bow tie methodologyrocess hazard analysis

2. Use of Engineering Tools, Problem Analysis: Use BowTieXP to model hazardous
scenarios related to process safety

3. Teamwork, Communication Skills: Collaborate with team within workshop
environment to develop bow tie diagrams

Structure of th&Vorkshop

1. Introduction to the bow tie methodology
2. Overview of the hierarchy of controls and how it aligns with bow tie diagrams
3. Bow tie methodology exercises in BowTieXP software

The content of this package is largely based the follovafegences and contains relevant
excerpts: the Center for Chemical Process Safety (CCPS)/Energy Institute (EIl) concept
bookBow Ties in Risk Managemd@CPS, 2018), the CGE Risk Managemow TieXP
SoftwareManual (CGE, 2019a) and the CGE Risk ManagenigmwTieXP Methodology
Manual (CGE, 2017).
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9.7

Introduction to the Bow Tie Methodology
A bow tie diagram is a risk management tool that demonstrates and communicates how various factors can lead to thedbs$ of co

a hazard and lead tmnsequences.
3 Questions (CGE, 2019b):

1. Do we understand what can go wrong?
2. Do we know what our systems are to preventftioim happening?
3. Do we have information to assure us they are working effectively?

- m - m
\n \ .

. Mitigative Barrier Mitigative barrier

Preventative Barrier Preventative Barrier

™ ™ | ™ ™ !
| Threat ™ ™ ; \n ™ i
’ " Mitigative Barrier

Preventative Barrier Preventative Barrier Mitigative Barrier

H Degradation Factor
Degradation Factor Degradation Factor
Control

Control

; =)
Degradation Factor




Definitions of Bow Tie Diagram Elements

Hazard

Top Event

Threats

Consequences

Barriers

Degradation
Factors

Degradation
Controls

An operation, activity or material with the potential to cause
harm to people, property, the environment or business; a sc
of harm

Within the bow tie diagram, a central event betwetneat
and a consequence corresponding to the loss of containme
loss of control of the hazard

A possiblenitiating event that can result in a loss of control «
containment of a hazard (the top event)

The undesirable resuif loss of containment or control (top
event); usually measured is health and safety effects,
environmental impacts, loss of property and business
interruption

A control measure that on its own can prevent a threat
developing into a topvent (preventative barrier) or can
mitigate the consequence of a top event after it has occurre
(mitigative barrier). A barrier must be effective, independent
and auditable.

A situation, condition, defect or error that compromibes
function of a main pathway barrier by defeating it or degradi
its effectiveness.

Measures that help prevent the degradation factor from
impairing the barrier. They lie on the pathway connecting th
degradation threat to the mapathway barrier.
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Building a Bow Tie Diagram

Bow tie review for quality and completeness

_.I

1. Identity hazard
¥

2. ldentify top event
!

3. Identify threats

4. Identity mt:mquuncu:-;
!}

5. Identify preventative barriers
¥

6. Identify mitigative barriers
¥

7. Identify degradation factors
¥

8. ldentify degradation factor

controls
9, Add mctudttu for barriers and

controls

|
|
|
|
|
|
|
|
_I

10. Review bow tie
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Step

Description

. Identify hazard

The first step in managing risks is to
identify what their sources are

Identify top event

After knowing what is potentially
hazardous, we need to understand how
could lose control over it

Identify threats

Now consider the scenarios or events tl
could directly cause the top event to oc

Identify consequences

After the top event occurs, subsequent
scenarios or events that can lead to los
and damages are ngwssible

Identify preventative barriers

Identify barriers that should prevent the
threats from causing the top event

Identify mitigative barriers

Barriers on the right side should preven
or mitigate the consequences and
resulting losses/damagesdentify these
barriers

Identify degradation factors

Now identify specific situations or
conditions under which the barriers are
less or not effective

Identify degradation factor
controls

Look at the barriers you have to preven
or manage thdegradation factors

Add metadata for barriers and
degradation controls

This step captures knowledge of
barrier/degradation controls, such as
barrier type, barrier category,
effectiveness, criticality. Metadata is no
always displayed on the bow tie diagra
due to space limitations

10. Review bow tie

Review the bow tie for quality and
consistency. The following questions ca
help critically review the bow tie and
identify opportunities for improvement:
Do all elements match the definition rul¢
set? Does the botie contain any
structural errors (e.g. degradation contr
on main pathway, barrier failure as
threat)? Does the complexity and conte
of the bow tie match the intended
audience?
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Formulating Bow Tie Elements

Hazards

1. Describe the hazard in tlventrolled/desired state
- A hazard describes the potentially harmful situation, not the actual harm
that can be produced from the situation (this is covered as consequences)
2. Provide situational context
- Any information about the situation (egimate, location)
3. Give an indication of scale
- E.g. how much fuel is in the truck? Is the chemical substance under high
pressure?

Exercise: Which hazards are wellworded? Which are poorly-worded?

failure

the highway

storage in sphere

Pressurized propane I Driving a tanker on Uncontrolled fire I Control system

10 tons of Processing
l pressurized chlorine Chlorine l hydrocarbons l Ignition

in a storage tank containing H2S gas

Hazard guidelines:

1 Hazards are part of normal business
1T Hzards exist, they do not Oohappend
1 Describe and define the hazard carefully

Workshop questions:

1 What can be dangerous at this location?
1 What are the things we need to be careful with duringtoalay operations?
1 What are potential sources of risk that tead to loss or damage
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Bow tie diagrams are well suited to analyze hazard scenarios, but the bow tie itself is not a
specialized hazard identification methoduse more specialized hazard identification

techniques, like HAZOP, HAZID, Whdf, to develop acomprehensive hazard register

Top Events

Top event quidelines:

- Top events are usually not disastedssasters are often consequences

- Hazards can have multiple top events

- Usually involves a change of O6statebd
- Describe how control is lost

- Give anindication of scale if possible

If you cannot agree on the exact definition of the top event, choose a generic term such as
loss of containment or loss of control.

Workshop questions:

- When do we lose control over this hazard?
What change of state of theZzaad makes us lose control?
What is the moment that normal business changes into abnormal b@2siness

Exercise: Which top events are wellvorded? Which are poorly-worded?
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Driving a tanker
l down the highway l

Loss of control
of the tanker

—

l Hydrocarbons under
pressure in
processing unit X

Loss of
containment to
atmosphere

Threats

Gasoline stored in a

l tank

Tank overflow
and major dike
fire

Gasoline stored in
tank

anker overflow
and gasoline
onto dike floor

Storing hydrocarbons
in an atmospheric
tank

Driving a tanker on

l the highway

The following three cateqories can be helpful to facilitate discussioemndifiyl threats:

3.

Primary equipment not performing within normal operating limits (e.g.
mechanical fault, corrosion, vibration fatigue)
Environmental influence (e.g. high winds, excess speed for road

conditions)

Operational issues (e.g. worker becomewell, intoxicated driver)

Guidelines for formulating threats:

1.

Threats should have a direct causal relationship to the top event and

should be specific

cause the top event

. Threats should be sufficienteach threat by itself should be sufficient to

Threds are not barrier failures (safety equipment failure is a barrier

failure)



General examples of threats that may lead to loss of containment include
overfilling/underfilling, overpressure/under pressure, corrosion, stress/fatigue, incorrect

flange torquang, embrittlement, erosion, wear and tear and physical damage/impact.

Workshop questions:

1 What can cause this top event to happen?
1 What has caused this top event to happen previously?

Exercise: Which threats are weHworded? Which arepoorly-worded?

Storing hydrocarbons
in an atmospheric
tank

Level gauge out of
preventative
maintenance cycle

Excess filling of tank

Transportation of

[Storing hydrocarbons
I hydrocarbons in a

in an atmospheric
tank

pipeline

Loss of
containment

Level gauge

malfunction Corrosion of pipeline

— Tank overflow 'e

Conseguences
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Formulating consequences:

T Consequences

shoul d be

descr.i

bed

as

iA(dama

1 Make consequences specific to the top event; improve generic consequences, like
injuries or environmental damage, with context (dige to smoke inhalation, due

to spilled hydrocarbons)
Guidelines:

1 Consequences are events

1 Not the actual loss or damage (yet)
1 Consequences are the actual risks

Workshop questions:

1 How could the top event evolve?
1 What could happen after we lost control?

Exercise: Which consequences are wellorded? Which are poorly-worded?

Asset damage from
full surface tank fire

Gasoline stored in

Gasoline tank
overflow

Environmental
damage
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Hydrocarbons under
pressure in
processing unit X

Loss of
containment

Evacuation of the
facility

Gasoline stored in

Tank overflow
and spill into
dike

Fatalities due to fire




Barriers

Preventative barriers can either prevent the threat from occurring at all (elimination) or
stop the threat from leading to the top event (preventidrgcts on either the that or the
top event.

Guidelines:

9 First focus on eliminating the threat
1 Second focus on preventing or reducing the top event
1 The effect is takes place prior to the top event

Preventative barrier workshop questions:

1 Can we think of ways to eliminate this threat?
1 Can we think of ways to prevent the threat from leading to the top event?

Mitigative barriers can either prevent the consequence from occurring at all (control) or
reduces the severity of the consequence (mitigation).

Guidelines:

1 No effect on the top event (it has already happened)
1 Focus on reducing the likelihood and severity of risks
1 The effect takes place after the top event (and perhaps after consequence)

Mitigative barrier workshop questions:

1 Can we think of ways to prevent the top event from leading to the consequence?
1 Can we think of ways to reduce the magnitude, severity and damage of the
consequence?

Common errors associated with defining barriers:

1 Displayingmultiple barriers that actually comprise one barrier

9 Barrier titles that are not informative

1 Barriers placed on wrong side of top event (preventative versus mitigative barriers)

1 Including degradation controls as barriers on the main pathway, instead of on
degradation factors.
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Exercise: Whichbarriers are wellworded? Which are poorly-worded or placed?

Hydrocarbons under
pressure in
processing unit X

- -
-

H Damage due to fire

Deploy fire foam

protection Loss of Exclusion zone Fire detection system

=)
| Overfilling I
containment
Seal failure H H H Major environmenta
pollution event
Detect leak and deploy

Maintenance plan spill response Dike
equipment

Degradation Factors and Degradation Controls

Broad categories of degradation factors that can reduce the effectiveness of barriers are as
follows, along with respective degradation factor control are as follows:

Degradation Factor Category Degradation Factor Controls
Human factors (something a person me 9 Training
do) f Supervision

1 Qualifications

1 Certifications

1 Audits and verification

1 Engineering standards

1 Contractor management

1 Management of change
Abnormal conditions (environmental 1 Prediction and proper preparatior
conditions) 1 Maintenance and repairs

1 Inspection and testing

1 Redundancy and spares

9 Design and specifications
Loss ofcritical services (if barrier relies 1 Backup systems
on an outside service, it could be 1 Shutdown systems (design/trip
compromised) systems)
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Degradation factors guidelines:

1 Need to be credible
1 Lessons learned from previous incidents

Degradation factors workshop questions:

f What are the circumstances/ condi't
T How can this barrier be
1 How has this barrier failed previously based on incidents or near misses?

Degradation factors controls workshopestion:

1 What can we do to control conditions that reduce barrier effectiveness?

Example of wellworded degradation factors and controls:

ons
fdestroyedo?

external corrosion

Piping failure due to H

Steel containment
envelope

o

Equipment does not (=
complywith process
requirements

- - -
- u -

Formal design review HAZOP study to
against engineering confirm integrity of
standards design

Asset integrity
program to maintain
containment envelope

Volatile
hydrocarbons under
pressure in pipeline

Loss of
containment

Example of poorly-worded degradation factors and controls:
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| H

Pressure relief valve Loss of

containment

Mo pressure relief o H

valve

Design to include
pressure relief valve

Improved wording:

Hydrocarbons in tank l

AN

Overpressure H

Pressure relief valve Loss of

containment

Pressure relief valve -
removed for service

Back-up pressure relief
valves

Metadata

Met adata refers to 0i nfinoBowTaekR, there aaebnoanyt i nform
metadata fields available, including barrier type, barrier owner, effectiveness and
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criticality. Within this tutorial, the metadata of particular interest is barrier typéamier
category. The barrier type refers to the barrier within the hierarchy of corfitrols
administrative, active, passive and inherently safer design (ISD). Barrier categories can be
used to group barrier$ barriers can be grouped by ISD principle (giibson,
minimization, moderation, simplification)

Hierarchy of Controls and Inherently Safer Design (ISD)
Inherently safer design (ISD) is the component of process safety that focuses on the
elimination or minimization of hazardKletz and Amyotte, 200).

The hierarchy of controls is the system used to eliminate or reduce the severity of.hazards
In order of increasing preference:

G
G
G
G

Administrative
Active engineered
Passive engineered
ISD

Administrative

ISD is based on the principles of substitution, minimizatiorgenation and simplificatian
Examples of the ISD principles as barriers in bow tie:
Substitution:

1 Use alternate chemiathat are less hazardous (e.g. use sodium hypochlorite
instead of elemental chlorine)

1 Use alternate technologies that are lesmardous (e.g. substitute hydrofluoric acid
based alkylation process with new technology such as ionic liquid anessatied
alkylation that are hydrofluoric acilee)
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1 Use alternate processes that are less hazardous (e.g. use reverse osmosis instead of

caustic for boiler feedwater pretreatment)
Minimization:

1 Minimize inventory of hazardous material through equipment selection (e.g.
replace and update old equipmentich as scrubbers and reactorsyadue
inventory, use more efficient heat exchangers)

1 Remove dead leg piping

1 Remove equipment no longer in use (e.g. storage tanks)

1 Process intensification (e.g. high heat transfer reactors, flash dryers instead of tray
dryers)

Moderation:

1 Make operating conditions less severe (e.g. lower temperatures resdsgusing
catalyst)

1 Use less concentrated hazardous raw materials to reduce the hazard fetgntial
aqueous ammonia or methylamine instead of the anhydrous material

1 Handle solids in the form of larger particle size granules, pellets, beads, r prill
rather than a fine powderhisreduces the potential for worker exposure and also
increases the minimum explosive concentration, thus reducing the hazard of dust
explosions.

1 Limitation of effectsi avoid hazardous equipment and operations (e.g. usedclo
loop sample stations to limit sampling procedure of hazardous materials, avoid
glass sight glasses)

1 Avoid domino/knockon effects (e.g. facility siting/exclusion zone around facility)

Simplification:

1 Use more corrosion resistant materials of consbmucte.g. higher chromium
content steel to prevent sulphidation corrosion)

1 Use doublewalled pipe for extra corrosion/erosion allowance

1 Minimize the number of bends in piping (potential erosion points)

1 Reduce the potential of a hazard &yminating liquid accumulation points or
vibration stress

1 Design equipment with an MAWP (maximum allowable working pressure) to
contain the maximum pressure generated without reliance on pressure relief
systems, even if the "worst credible event" occurs

1 Design equipment that does not allow for incorrect assembly or at least allows an

incorrect assembly to be apparent/determined
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Exercises in BowTieXP Software

To become familiar with using the BowTieXP software, begin by using it to build a generic
bow tie. Under the Bow Tie GrouPEAS 4773 Tutorial i Questionsfound in the
BowTieXP file provided to you, right click to add a nelazardi populate the name fil

W i

t h

ifHazar do

and add

a generi

4] Bow Tie with 1SD - PEAS 4773 Tutorialbtf* - BowTiekP

File Case Edit Diagram View Tools Help

Document Link Groups

Management Systems

b (@ Wiki Groups

= = BowTie Groups
+ &l Operational Stage - Gasoline in Atmospheric 51
+- & Design Stage - HF in Alkylation Process Vesse
£ &l Operational Stage - Hydrocarbon in Pipeline
+- 2l Design Stage - LOC of MIC (Bhpoal) - Interim w
+ gk Design Stage - LOC of MIC {Bhpoal) - Incident
+- & Generic Bow Tie Stucture

A H h> ] * b;j '| Search..
Tree view 1 x | /A Diagram - Hazard / Tog
i ~| @8 Z (¥ (O @) 75

Default Fitering a = D/ ) o e @S
=l [> Case File MODE

+ ® BowTie Lookup Tables -] ﬂ h

+ @ Operations And Risks

i @ System groups ? Filters =

E

E: i% & Undo (Add BowTie Group) CtHZ  |fum
- clh PEAS 4773 - Banier D © edo .
- el PEAS 4773 Tutoriel [#  Edit BowTie Group ... F4
| +  New Hazard ... Ins |.
¥ Delete BowTie Group Del
¥ Change BowTie Group Order... -
Cut Ctrl+X :
By Copy Ctrl+C I
Paste Ctrl+V B
Mark BowTie Group for compare

c

top

Then add a threat by hovering the mouse over the leftide of the top event icon:
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% Diagram - Hazard / TopE.. -
I N ey Ay N fa
M @ Q @ @ @ & @

=} Top Event

Add new Threat

Add a consequence, preventative and mitigative barriers, and a degradation factor and
degradation canol by using the same process (hovering over element to be added).

Consequence:

i Disgram - Hazard/ Top E... > |

MODE

Frny Py fomy Y —_ o o
Mee a6 ®@a|s 2 am@E H:>5- v

- Top Event . Q

Add new Consequence

‘ New Threat
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Preventative Barrier:

Y Diagram - Hazard/ Top E..
NODE

R aé & Q|L 2 &mEH EH-:b- -

i
9

a, = Top Event -
e Theet ) | S
Add new Barrier

Mitigative Barrier:

3 Diagram - Hazard / Top E..

FRQAQARA Q|1 2 oot W W -5 L | ]I 7 Fires -

| N
Mew Threat H

Mew Barrier

New Consequence

Add new Barrier

Degradation Factors and Controls (note: BowTieXP software uses the terminology
escalationfactors and controls instead of degradation):
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Search...

, Diagram - Hazard / Top E..

1200 RA| L 2 a4 mH H - - M Ty 7 Fiters -

Top Event |

New Threat New Consequence

New Barrier

New Barrier

-

-

Add new Escalation Factor h

Search...

Diagram - Hazard / Top E..

7QQQQQAR Q|1 2 b W5 o Ty Fiters -

New Threat | i

New Barrier

O. Top Event

Factor
Add new Barrier

New Consequence

Mew Escalation

194



Result:

Mew Barrier

New Escalation
Factor

=

New Barrier

Top Event

New Barrier

New Conseguence

Mew Barrier

New Escalation
Factor
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Bow Tie Methodology Exercise #1: Gasoline storage tank

To become familiar witlusing the BowTieXP software, begin by using it to build the following bow tie (see diagram below).
Hazard: Gasoline in Atmospheric Storage Tank

Top Event: Tank Overflow

Gasoline in
Atmospheric Storage

Tank
™ ™ ™ - - Multiple fataities
s - rom fire/ explosion
I Fill vtoBI:IT:":;cEeeds H H H H H of o

line released
from tank

- n Independent Separation of people
Fill plan ar!d prnactlve Tank level alarms and High/High Automatic from the tanks
monitoring operator response bt GFE

External Emergency

Response (Medical,

Crisis Management,
etc.)

! H H Unignited gasoline
)} | Tank Overflow H H contaminating
/ receptors above
— regulatory threshold
Containment from fit-

for-purpose bunds
surrounding the tanks

Operators fail to H H \ H H
T ™ ™| ™ -
alarms

Alarm failure

Regular maintenance
and testing

Tertiary contail
bund containing the

site

Bunds fail in
presence of burning

Al aasil Defined operator
Bl ol L action in event of high
Heniecan level alarm (audible)

gasoline

Regular inspection and | [Fit-for-purpose design
maintenance of bunds including fire-proof
to avoid leak paths sealants between
concrete sections of
bunds




After inputting the bow tie into the BowTieXP softwacemplete the following exercises:

a. Setthe barrier display to show metadé&tack on the little eye icon on the barrier)

T changebarrier type and barrier categdryo

fiLo

di spl ay.

- X
Search... Q -
Diagram - Gasoline in At.. X
FRQAQQAQRQA[L 4 dm H WA "M @i YV s
~

Fill volume exceeds
tank ullage

™ ™
= =

™
=

Gasoline in
Atmospheric Storage
e

—

(=]

Operators fail to
respond
apprapriately to

m
-

-
-

Defined operatar

alarms B

Alarms easily

it A action in event of high

level alarm (audible)

n

& B -] 4 a
Fill plan and proactive Tank level alarms and - In epen ent -
toe . High/High Automatic
monitoring Ooperator response Shut OFf
&
(S
H Set Barrier display
(=) | Tank Overflow -
Alarm failure H ’
=]
Regular maintenance
and testing
Operators fail to |
raspon.
appropriately to
alarms )
© Alarms easil Defined operator
ident g o H"m action in event of high
level alarm (audible)
BE] Bow Tie with ISD - PEAS 4773 Tutorial.btf* - BowTieXP - x
File Cese Edit Diagram View Tools Help
: ~H e LB Search... Q-
Set Barrier display X
Default Fiterin ;:De;“tv |s L JoF |color | h\ @ @O 1 2k EE K- - | 1] T e -
= Case F at
- @ Boy| ACCEPtance citena have been met [OONC] @
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- @ Sysf Activities O 0O ® —_——
- @ Diog Bamer Category O ® O — e
4 © b Bamerp O ® O [1 ] ] m m Gorolnein
® wid B code 00 ® 0O Fill volume exceads Tank
= = Boy| C0% O 0 ® tank ullage | H H
; Crticality O O ® O e e
oo © . i Independant
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- & Document Links [OONC] Shut Off
4. &fa | Effectiveness O O ® 0O
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| Soob Category O Alarm failure
i syseme 0O®O0 R s
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H % - - - and testing
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b. Using the following workflow(begin byright-clicking the barrie), add the bow tie
metadata. Bbel the barrier type@nherently safer design, passive engineered,
active engineered or administrative, as per the hierarchy of controls).

KP - X
Help

Search... Q -

| Diagram - Gasoline in At...

N N
Qa6 ae

MODE

R QL 2hm W R AN N

= %

Go To Definition

Gasoline in
- - MmoSp::;ri:slomge
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c. What are the most common types of barriers used? What are

associated with these barrier types?
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d. Are there any ISD barriers identified? If so, what ISD principle is being applied?
An ISD principle can be identified on the bow tie in BowTieXP under Barrier
Category by editing the barrier as shown:
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e. Are there anyotential ISDbarriers orconsiderationshat could be proposed?
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Bow Tie Methodology Exercise #2: Pressurized hydrocarbons in pipeline

Bow ties are completed in a workshop setting by diverse teams. The team is comprised of
a Facilitator, é5cribe and Team Members. Get into groups of 5 members and form a bow
tie workshop team and select your role.

Project description

A pipeline is being used to transport pressurized hydrocarbons from a refinery to a
downstream customer for further procegsand finishing. As part of the environmental
risk assessment, a pipeline loss of containment scenario needs to be modelled.

Scope of bow tie workshop:

The goal of this bow tie workshop is to understand the risks associated with the pipeline
and the baters that are in place.

Based on the project description above, draw a bow tie in the BowTieXP software that
outlines the hazardous scenario.

What is the hazard?

What is the top event?

What threats can you identify?

What are possible consequences can you identify?

What are thexdsting barriers?

What degradation factors are associated with the barriers? What are the
degradation controls?

~®oao0op
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Bow Tie Methodology Exercise #3: Early design stage of pesticide manufacturing

facility

As with exercise #2, complete this bow tie iwarkshop team.

Project description

The proposed construction site of the facility is in an area zoned for industrial use and has
some surrounding residents. Residential development is fairly unregulated in this area,
which presents the chance for residento be located nearby the facility.

The pesticide can be manufactured by several chemical reaction patttivaysaditional

and popular method is being proposed for this facility. This method produces a toxic
intermediate chemical that will be storedanks orsite, so it is available whenever needed

for the manufacturing process. As long as the chemical is kept cold via refrigeration and
free of contaminants, itos st alkpbhenerizdif t he
an exothermic reactio It will also react with water in an exothermic reaction. This self
polymerization reaction is catalyzed by iron, which increases the rate of this reaction. There
are a number of barriers that are commonly used in chemical manufacturing applications
proposed to be used in this design. To mitigate any hazardous gas releases from the tank
vent, a flare tower and a scrubber can be installed. A public alarm system can also be
installed to notify the public of a release. A water curtain can also be used¢otpitee

spread of material in the event of a release from the tank safety valve. Temperature and
pressure valves will also be installed on all chemical tanks.

Scope of bow tie workshop:

The construction of a new pesticide manufacturing plant is beimgpgxdia The proposed

design is currently undergoing review. The goal of this bow tie workshop is to understand
hazards associated with the proposed design and assess the adequacy of the proposed
barriers.

1. Based on the project description abay&w a bowit in the BowTieXP software
that outlines the hazardous scenario.

What is the hazard?

What is the top event?

What are the threats?

What are the consequences?

What barriers are being proposed?

What degradation factors are associated with the barriers? akéndhe

degradation controls?

~o o0 oW
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2. Label the barrier types. Are there any ISD barriers currently being propGsed?
you propose any ISD consideratiori3@cument any opportunities identified and

your recommendations.
3. At the design stage, what are the challenges associated with incorporating ISD?

Compare any challenges with those at the operational stage.
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