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ABSTRACT  

 

Inherently safer design (ISD) is a component of industrial safety that focusses on the 

elimination and reduction of hazards using four principles ï minimization, substitution, 

moderation and simplification. Process hazard analysis (PHA) has been identified as an 

opportunity to explicitly consider ISD and enhance the implementation of ISD within 

process safety management (PSM) frameworks. The PHA technique of interest for this 

research was the bow tie methodology. 

 

The objective of this research was to develop a protocol to identify ISD-based barriers in 

bow tie diagrams. Example-based guidance was used to identify potential ISD 

opportunities. The protocol was validated using case studies from the US Chemical Safety 

Board (CSB) and Contra Costa County Health Services. Protocol validation demonstrated 

the ability of the protocol to identify potential ISD barriers. Recommended future work is 

further protocol validation in a predictive manner within an industrial organization. 
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CHAPTER 1 

INTRODUCTION 

 

The CSB has opened investigations into at least 11 separate process safety incidents over 

the past two years. Over the past year alone, there have been numerous process safety 

incidents that have received public attention. Of these events, one that received a 

considerable amount of attention occurred on June 21, 2019 at the Philadelphia Energy 

Solutions Refinery. During this incident, there was a series of explosions in a hydrofluoric 

acid alkylation unit that sent a 38,000-pound vessel fragment across the Schuylkill River 

(CSB, 2019a). These types of process incidents are not isolated to the petroleum refining 

industry. More recently, on January 24, 2020, there was a fatal explosion at Watson 

Grinding outside Houston, Texas that caused a significant amount of damage to the 

surrounding community (CSB, 2020). On May 3, 2019, an explosion occurred at the AB 

Speciality Silicones facility in Waukegan, IL, that fatally injured 4 workers (CSB, 2019b). 

When incidents like these occur, we ask ourselves: What went wrong? How can we prevent 

this from happening again? Amyotte et al. (2016) discuss seven concepts that all play a 

role in preventing these major accidents ï inherently safer design is one component. 

Inherently safer design (ISD) is an approach used to eliminate or reduce hazards, rather 

than focusing on hazard control or management. ISD is based on four main principles: 

minimization, substitution, moderation and simplification (Kletz and Amyotte, 2010). The 

use of these measures leads to an inherently safer design because hazards are avoided due 

to the intrinsic and inseparable characteristics of the system, rather than the reliance on 

add-on safety equipment or features.  
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Minimization refers to eliminating or reducing the hazard by design, such as minimizing 

hazardous material inventories or equipment. Substitution involves replacing a hazardous 

material or method with a less hazardous one, such as using sodium hypochlorite instead 

of chlorine gas. Moderation is the use of less hazardous forms of materials or conditions to 

reduce the severity of hazards. Simplification includes designing processes to reduce 

equipment and chances for human error (Goraya et al., 2004; Kletz and Amyotte, 2010).  

Despite the effectiveness of ISD, it is not yet as widely and consistently implemented as 

one would expect ï ISD may be referred to as being common sense, but it is not necessarily 

common practice (Edwards et al., 2015; Khan and Amyotte, 2003; Kletz and Amyotte, 

2010). This shortfall of ISD adoption is attributed to numerous factors, including but not 

limited to: (i) lack of awareness and knowledge of the concept, (ii) lack of understanding 

of the concept of ISD and its potential, (iii) absence of a set of specific methodologies to 

follow during application, (iv) lack of methods for measuring ISD characteristics, (v) 

difficulty of implementation in existing facilities, and (vi) absence of real case studies on 

successful ISD implementation (Hendershot, 2011; Jafari et al., 2018; Khan and Amyotte, 

2003).  

ISD is not a standalone concept ï in order for it to be systematically and explicitly 

considered, it must be incorporated within an organizationôs process safety management 

(PSM) framework (Amyotte et al., 2007). The purpose of this thesis research is to develop 

a tool that facilitates the use of inherently safer design (ISD) for managing risks.  
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The introductory chapter of this thesis provides an overview of inherently safer design 

(ISD), its incorporation within process safety management (PSM) and process hazard 

analysis (PHA), as well as the motivation, scope of work and objectives of the project. The 

organization of this thesis document is also outlined. 

 

1.1  Motivation 

 

Major accidents are still occurring, and while inherently safer design plays a critical role 

in risk management, it is not widely used. 

1.1.1 Incorporation of Inherently Safer Design in Process Safety 

Management (PSM) Systems 

 

As previously stated, ISD must be incorporated within an organizationôs process safety 

management (PSM) framework (Amyotte et al. 2007). Process safety management (PSM) 

is defined as ñthe application of management principles and systems to identify, 

understand, avoid, and control process-related hazards in order to prevent, mitigate, prepare 

for, respond to, and recover from process-related incidentsò (CSA, 2017; CSChE, 2012). 

The Canadian Standards Association (CSA) has published a PSM standard, building on the 

earlier Canadian Society for Chemical Engineering (CSChE) 12-element system. This 16-

element PSM system, shown in Table 1-1, is composed of four foundational pillars: 

Process Safety Leadership, Understanding Hazards and Risks, Risk Management and 

Review and Improve (CSA, 2017). 
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Table 1-1. CSA Process Safety Management (PSM) System (CSA, 2017). 

 

Process Safety Management Elements 

Process safety 

leadership 

Understanding 

hazards and risks 

Risk management Review and 

improvement 

Accountability Process knowledge 

and documentation 

Training and 

competency 

Investigation 

Regulations, codes, 

and standards 

Project review and 

design procedures 

Management of 

change 

Audits process 

Process safety 

culture 

Process risk 

assessment and risk 

reduction 

Process and 

equipment integrity 

Enhancement of 

process safety 

knowledge 

Conduct of 

operations ð 

senior management 

responsibility 

Human factors Emergency 

management 

planning 

Key performance 

indicators 

 

Amyotte and Lupien (2017) in Volume 1 of Methods in Chemical Process Safety is a 

relevant reference that presents an extensive discussion of safety management systems and 

concepts in PSM. Rayner Brown et al. (2020) in Volume 4 of Methods in Chemical Process 

Safety describes the incorporation of ISD into each of the elements of the CSA PSM 

system; this thesis contains relevant excerpts.  

The aim of this research is to incorporate ISD into PSM. This project is focussed on the 

application of ISD for PHA, which falls primarily in the PSM element of Process risk 

assessment and risk reduction under the pillar Understanding Hazards and Risks.  

This research also touches on the incorporation of ISD into other elements; the related 

elements are as follows.  

Process Safety Leadership ï Regulations, codes and standards: 

There is a disconnect between the established principles of inherent safety and applied 

practices in industrial organizations. With the enactment of ISD regulations for oil 
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refineries in California, there is a need for improved understanding of industry best-

practices for applying ISD in order for organizations to meet or exceed industry safety 

standards. 

 

Review and Improvement ï Enhancing PSM knowledge: 

The need for improved knowledge and understanding of ISD as a constituent of Enhancing 

PSM knowledge is recognized. This research recognizes the benefit of collecting 

applications of ISD to create a consolidated database of example-based guidance. 

Example-based guidance can be used by others to implement within their own facilities or 

can serve as the basis for mind triggers to help users identify opportunities specific to their 

facility and unique application. 

 

Risk Management ï Training and competency: 

There is a strong need for ISD-specific training and education within organizations for 

personnel to understand the fundamentals of ISD and the hierarchy of controls, and to 

ultimately become competent with the concepts in order to effectively apply them. This 

project includes the development of a workshop package as an educational tool to introduce 

users to the bow tie methodology for process hazard analysis, to provide the foundations 

of ISD as a risk management approach and integrating these two concepts that are typically 

siloed. 
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The incorporation of ISD within process hazard analysis (PHA) as part of the PSM 

framework is discussed in the next section. 

 

1.1.2 Incorporation of Inherently Safer Design Within Process Hazard 

Analysis (PHA) 

 

An area of interest to increase adoption of ISD is developing protocols for incorporating 

ISD concepts into process hazard analysis (PHA) methods. PHAs are tools used to examine 

hazards and hazardous situations, or the potential thereof, associated with process design, 

operability, equipment, human factors and materials (CCPS, 2008). ISD should be 

explicitly considered and included in hazard analysis (CCPS, 2009). The incorporation of 

ISD within PHAs also supports the element Process knowledge and documentation with 

respect to maintaining company memory (Amyotte et al., 2007). This formalization of ISD 

consideration within a PHA ensures that proper documentation and the justification of 

design decisions are maintained. 

CCPS (2009) describes three methods that incorporate ISD within PHA. These qualitative 

PHA methods (based on HAZOP and What-If? analyses) have been adapted to include ISD 

considerations using ISD checklist questions (CCPS, 2009; Hendershot, 2009). In the 

Process Safety Management for Petroleum Refineries regulation in the state of California 

(ISD regulations are discussed further later in Section 2.5.1), ISD must be considered in 

PHA. The PHA methods listed in this regulation include What-If , Checklist, HAZOP and 

ñother PHA methods recognized by engineering organizations or governmental agencies.ò 

Another accepted process hazard analysis tool that is not listed is the bow tie methodology. 

Bow tie diagrams are becoming more widely recognized as a promising risk management 
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tool (Hatch et al., 2017; Lewis et al., 2010; Saud et al., 2013; Vaughen and Bloch, 2016). 

This thesis work focusses on the development of a protocol for the explicit incorporation 

of ISD within the bow tie methodology. 

 

1.2  Scope of Work 

 

This project focusses on the incorporation of the four principles of inherently safer design 

into the bow tie hazard analysis method as part of process safety management through the 

development of a protocol. 

 

1.2.1 Inherently Safer Design 

 

This work considers ISD with respect to the four main principles (minimization, 

substitution, moderation and simplification), as well as the sub-principles of moderation 

(limitation of effects and avoiding knock-on (domino) effects) and sub-principles of 

simplification (making incorrect assembly impossible, making status clear, tolerance of 

misuse, and ease of control). 

In this work, ISD is considered in the form of example-based guidance, rather than 

checklist questions, as a proof of concept of the ability of example-based guidance to be 

used to identify ISD applications. 
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1.2.2 Bow Tie Methodology 

 

The bow tie methodology is explored as a process hazard analysis method in this thesis. 

The work related to bow tie diagrams is qualitative only; quantitative estimates, such as 

those to barrier effectiveness, criticality or probability of failure, and consequence severity 

or probability, are out of scope. Additional uses for bow ties, including bow tie chains and 

linking of bow ties to HAZOPs, are also out of scope. 

 

1.3  Objectives 

 

The objective of this work is to develop a protocol, or method, for integrating ISD into 

process hazard analyses for practical application in industry. This protocol can be used to 

explicitly incorporate ISD into bow tie diagrams. This research addresses a number of 

elements identified by CCPS (2019) as current gaps in the field of process safety ï 

incorporation of ISD into PSM, development of ISD databases and libraries, and 

development of tools to apply ISD.  

 

The original contribution of this thesis work is to help bring ISD into routine, practical 

application. 

1.3.1 Protocol Development 

 

The objective of the protocol development is to develop a method that incorporates explicit 

consideration of ISD into the bow tie methodology. This qualitative protocol will be 

represented as a flowchart. 
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1.3.2 Protocol Verification 

 

The objective of the protocol verification is to apply the protocol to a case study with 

documented opportunities for ISD (Bhopal gas tragedy) to determine the ability of the 

protocol and example-based guidance to identify these ISD barriers. 

 

1.3.3 Protocol Validation 

 

The objective of the protocol validation is to apply the protocol to a case study without 

documented opportunities for ISD to determine the ability of the protocol and example-

based guidance to identify potential ISD barriers. The scope of the protocol validation is 

limited to the stages that involve the identification of ISD barriers. The stage of the protocol 

that involves the identification of other barriers in the hierarchy (passive, active, 

administrative) are out of scope of the current protocol validation exercise. 

 

1.3.4 Protocol Refinement 

 

The objective of the protocol refinement is to improve the protocol that was first developed 

based on findings of protocol validation. This highlights the continuous improvement 

iterative nature of the protocol development.   
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1.4  Industrial Involvement in Research 

 

The current process safety practices of industrial stakeholders in the Canadian process 

industry needs to be better understood, including hazard analysis methods (whether these 

are standard methods or company specific) and any methods that are used to include ISD 

considerations. A component of this thesis work included a survey of industrial 

stakeholders, including those in the Process Safety Management Division (PSMD) of the 

Canadian Society for Chemical Engineering (CSChE). This helped to better understand 

current industry practices with respect to hazard analysis methods and as successes and 

challenges associated with ISD application. This feedback was considered in the protocol 

development. The need for future protocol validation within an industrial organizationôs 

PSM framework is highlighted. 

 

1.5 Organization of Thesis Document 

 

The first three chapters describe the background of inherently safer design and process 

hazard analysis, the incorporation of ISD within PSM frameworks and example-based 

guidance. The next four chapters discuss the protocol development, verification, validation 

and refinement. Lastly, the document closes with conclusions and recommendations. 

The thesis structure is as follows: 

Chapter 1 presents an introduction to the project, along with the background information 

for the motivation, scope of work and objectives. 
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Chapter 2 describes the review of literature on inherently safer design and process hazard 

analysis (including the bow tie methodology). A selection of case studies with inherent 

safety learnings is outlined. The current status of ISD application is detailed and the 

concept of example-based guidance is introduced. 

Chapter 3 discusses the collection of example-based guidance from the application of ISD 

by regulated sources under the Industrial Safety Ordinance (ISO) in Contra Costa County, 

California. 

Chapter 4 describes the development of a protocol for incorporating ISD into bow tie 

diagrams. 

Chapter 5 discusses the protocol verification completed based on the Bhopal gas tragedy. 

Chapter 6 discusses the protocol validation using a US Chemical Safety Board (CSB) case 

study and an incident report from Contra Costa County. 

Chapter 7 discusses the refined protocol based on findings from the protocol validation. 

Chapter 8 provides the summary, recommendations and conclusions of the thesis. 
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CHAPTER 2      

BACKGROUND 

 

This chapter provides background information on hazard analysis techniques (including 

bow tie analysis) and inherently safer design. Overviews of past incidents with 

opportunities for ISD incorporation are provided to demonstrate the motivation for the use 

of ISD for risk management. Lastly, the current state of ISD incorporation is described. 

Numerous topics in this chapter are also discussed in Rayner Brown et al. (2020); relevant 

excerpts are included here. 

 

2.1 Hazard Analysis Techniques 

 

There are numerous methods that are available for analyzing existing and potential hazards 

in a process. Hazard analysis methods can be categorized into three groups: (1) broad-

brush, (2) design and routine operations and (3) special situations ï these methods are 

outlined in Table 2-1 (CCPS, 2008). Flowcharts and selection criteria are available to help 

practitioners choose the most appropriate hazard analysis method for a given situation or 

process (CCPS, 2008). 
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Table 2-1. Hazard analysis categories and methods (CCPS, 2008). 

 

Category Hazard Analysis Method 

Broad Brush Safety Review (SR)  

Checklist Analysis (CL) 

Relative Ranking (RR)  

Preliminary Hazard Analysis (PHA) 

What-If Analysis (WI) 

Design and Routine Operation What-If/Checklist Analysis (WI/CL) 

Failure Modes and Effects Analysis (FMEA) 

Hazard and Operability Analysis (HAZOP) 

Special Situations Fault Tree Analysis (FT) 

Event Tree Analysis (ET) 

Cause-Consequence Analysis (CCA) 

Human Reliability Analysis (HRA) 

 

Hazard analysis plays a critical role in risk management, and as such, is a component of 

process safety management (PSM) frameworks, such as those described by the 12-element 

CSChE Process Safety Management system (CSChE, 2012) and the 16-element CSA 

Process Safety Management system (CSA, 2017) previously described in Section 1.1.1 in 

Table 1-1. 

Another available process hazard analysis (PHA) technique that is available and not listed 

explicitly in Table 2-1 is the bow tie diagram, which is discussed next. 

 

2.2 Bow Tie Diagrams 

 

This section is largely based on the following references: CCPS/EI (2018) Bow Ties in Risk 

Management: A Concept Book for Process Safety; Vaughen and Bloch (2016) Use the Bow 

Tie Diagram to Help Reduce Process Safety Risks; Vaughen and Klein (2017) Process 

Safety: Key Concepts and Practical Approaches; CGE (2019b) CGE Knowledge Base 
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Website; Hatch et al. (2017) Visual HAZOP: Exploiting the Power of Bowties to Improve 

Study Effectiveness and Enhance Engagement; and Hatch et al. (2019) Enhancing PHAs: 

The Power of Bowties. 

The following questions are valuable to consider when considering hazard analysis and 

risk management (CGE, 2019b): 

1. Do we understand what can go wrong?  

2. Do we know what our systems are to prevent this from happening?  

3. Do we have information to assure us they are working effectively? 

The bow tie methodology embodies the questions above. The bow tie methodology is a 

barrier-based risk management tool that demonstrates and communicates how various 

factors can cause loss of control of a hazard and lead to undesirable consequences 

(CCPS/EI, 2018). The bow tie methodology can also be simply referred to as a bow tie 

diagram.  

A generalized bow tie diagram is shown in Figure 2-1. The elements of a bow tie diagram 

are as follows: hazard, top event, threats, consequences, preventative barriers, mitigative 

barriers, degradation factors, and degradation controls. The definitions of these bow tie 

elements are shown in Table 2-2 (CCPS/EI, 2018; CGE 2017). 
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Figure 2-1. Generic bow tie diagram 
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 Table 2-2. Bow tie element definitions (CCPS/EI, 2018; CGE, 2017) 

 

Hazard An operation, activity or material that poses a potential harm to people, property, the environment or 

business 

Top Event 

 

The loss of containment or loss of control of a hazard that is preceded by threats and followed by 

consequences; the central ñknotò of the bow tie diagram 

Threats 

 

Events or conditions that can cause the top event (can initiate the loss of containment or loss of control 

of a hazard). Threats are located on the left side of the top event 

Consequences 

 

Events or conditions that can result from the top event (outcomes of the loss of containment or loss of 

control of a hazard). Consequences are located on the right side of the top event. Consequences are 

typically negative effects to people, property, the environment or business (e.g. health and safety 

impacts, property loss, business interruption) 

Barriers 

 

Physical and non-physical controls and measures that can prevent threats from leading to the top event 

or mitigate consequences after the top event has occurred. Preventative barriers are to the left of the top 

event and mitigative barriers are to the right of the top event.  Barriers are effective, independent and 

auditable. 

Degradation Factors 

 

Conditions or errors that defeat or degrade the effectiveness of barriers and compromise their function. 

Degradation Controls 

 

Physical and non-physical controls and measures that prevent degradation factors from compromising 

barriers.  

 

 

1
6 
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Bow tie diagrams were adopted in the 1990s by Shell (CCPS/EI, 2018; Zuijderduijn, 1999). 

One of the greatest strengths and benefits of bow tie diagrams is that they are a visual tool 

able to communicate hazardous scenarios to a wide range of audiences. Bow ties show 

direct cause and effect lines, which can make it easier to understand how hazardous events 

and consequences can occur. Hatch et al. (2017) outline the strengths of the bow tie 

approach compared with the HAZOP method for completing a PHA. Bow tie diagrams 

allow barrier weaknesses and degradation factors to be clearly displayed. This is compared 

with the single ósafeguardô column used in standard HAZOP formats; due to the lack of a 

visual, it can be challenging to understand the efficacy and criticality of safeguards.  

Commercial off the shelf (COTS) software for drawing bow tie diagrams and performing 

related tasks is available. BowTieXP is an example of this software (developed by CGE 

Risk Management Solutions). The bow tie diagrams, like the one in Figure 2-1, and others 

within this thesis, have been drawn using the BowTieXP software. This bow tie software 

allows metadata about the barriers, such as barrier type (which can be directly related to 

the hierarchy of controls) to be captured and displayed. This helps a user understand the 

types of barriers that are being deployed (CGE, 2019a).  

As with other tools, the bow tie methodology is not perfect. A challenge associated with 

bow ties is that while it is ideal that barriers be independent of each other, barriers may 

have commonalities and common failure modes and they are not always independent 

(CCPS/EI, 2018). 

The process in Figure 2-2 can be followed to build a bow tie (CCPS/EI (2018): 
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Figure 2-2. Process for building bow tie diagram (CCPS/EI, 2018; CGE, 2017). 

 

 

 

 

 

 

1. Identify hazard 

2. Identify top event 

3. Identify threats 

4. Identify consequences 

5. Identify preventative barriers 

6. Identify mitigative barriers 

7. Identify degradation factors 

8. Identify degradation factor 

controls 

9. Add metadata for barriers and 

controls 

10. Review bow tie for quality 

and completeness 

11.  
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2.3 Inherently Safer Design (ISD) and Hierarchy of Controls 

 

This section provides an overview of the fundamentals of ISD. It is largely based on CCPS 

(2009) and Kletz and Amyotte (2010).  

ISD is the component of process safety that focusses on avoiding hazards or reducing their 

likelihood or severity rather than relying on the use of add-on devices and procedures 

(Kletz and Amyotte, 2010). ISD is the foundation of risk management within the hierarchy 

of controls, which is the system used to eliminate or reduce the risk arising from identified 

hazards. As illustrated in Figure 2-3, the hierarchy of controls ï in order of increasing 

effectiveness ï is composed of the following categories: 

- Administrative, 

- Active engineered, 

- Passive engineered, and 

- Inherently safer design (ISD). 

 

Figure 2-3. Hierarchy of controls 
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ISD is based on four main principles: minimization, substitution, moderation, and 

simplification. The use of these measures is referred to as ISD because hazards are avoided 

due to the inseparable characteristics of the process, rather than a dependence on add-on 

safety equipment and human intervention. Minimization refers to the reduction or 

elimination of the hazard, which, for example, may refer to the quantity of a toxic chemical 

used or stored, equipment inventory, or the size of equipment. Substitution involves 

replacing a hazardous chemical or process with a less hazardous alternative. Moderation 

reduces a hazard by using less hazardous forms of materials or process conditions. 

Moderation also refers to facility design that reduces the effect of a loss of containment of 

material or energy (Khan and Amyotte, 2003). Examples include using less hazardous 

operating temperatures or pressures, and chemical concentration or form. Limitation of 

effects and avoiding knock-on (domino) effects are sub-principles of moderation. 

Simplification reduces hazards by minimizing the complexity of equipment or a process; 

it encompasses design related to addressing human factors and reducing hazards associated 

with maintenance and operations (Kletz and Amyotte, 2010). Sub-principles of 

simplification include making incorrect assembly impossible, making status clear, 

tolerance of misuse, and ease of control. 

Examples of ISD with respect to these principles are given below, based on CCPS (2009) 

and Kletz and Amyotte (2010) with relevant excerpts. 

Minimization: 

- Minimize the inventory of hazardous material through equipment selection (CCPS, 

2009). 

- Remove deadleg piping (CCPS, 2009). 
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- Use process intensification to reduce inventories (Kletz and Amyotte, 2010). 

Substitution:  

- Use alternate chemicals that are less hazardous (CCPS, 2009; Kletz and Amyotte, 

2010). 

- Use alternate processes that are less hazardous (CCPS, 2009; Kletz and Amyotte, 

2010). 

- Use more corrosion resistant materials of construction (Kletz and Amyotte, 2010). 

Moderation: 

- Make operating conditions less severe (e.g. lower temperatures and pressures by 

using a catalyst) (Kletz and Amyotte, 2010). 

- Use less concentrated hazardous raw materials to reduce the hazard potential (e.g. 

aqueous ammonia or methylamine instead of the anhydrous material) (CCPS, 

2009). 

- Use limitation of effects ï avoid hazardous equipment and operations (e.g. use 

closed loop sample stations to limit sampling procedure of hazardous materials; 

avoid glass sight glasses) (Kletz and Amyotte, 2010). 

- Avoid domino/knock-on effects ï use facility siting considerations/exclusion zones 

around process plant (Kletz and Amyotte, 2010). 

Simplification: 

- Reduce the number of bends in piping (potential erosion points) (CCPS, 2009). 

- Reduce the potential of a hazard by eliminating liquid accumulation points or 

vibration stress (CCPS, 2009). 
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- Design equipment with an MAWP (maximum allowable working pressure) to 

contain the maximum pressure generated without reliance on pressure relief 

systems, even if the "worst credible event" occurs (CCPS, 2009). 

- Design equipment that does not allow for incorrect assembly or at least allows an 

incorrect assembly to be apparent/determined (Kletz and Amyotte, 2010). 

While it is most effective to include ISD concepts early in the design phase of a facility, 

plant or process, an operating facility still has opportunities for ISD during facility 

expansions and upgrades. ISD should also be included in safety evaluations, including 

PHA revalidations, management of change (MOC) and incident investigations (Maher et 

al., 2012). To help promote ISD throughout routine activities, it is encouraged that inherent 

safety is integrated into PHA, rather than only considering it occasionally during 

specialized reviews (Moore, 2003). This ensures that an organization is continually 

examining ways that hazards can be reduced or eliminated throughout the life cycle of a 

process. 

Case studies that highlight the value of considering ISD principles are discussed in the next 

section. 

 

2.4 What Went Wrong: Case Studies for Inherently Safer Design 

 

There are a number of historical events that have occurred that had significant impacts to 

business, people and the environment where it has been recognized that considerations of 

ISD could have either prevented the incident from occurring or could have reduced the 
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severity of the consequences. Numerous incidents are discussed in the sixth edition What 

Went Wrong? Case Studies of Process Plant Disasters and How They Could Have Been 

Avoided (Kletz and Amyotte, 2019). 

The US Chemical Safety Board (CSB) has published numerous incident investigation 

reports that emphasize the importance of ISD and include recommendations for 

incorporation of ISD. Works by Amyotte et al. (2011) and Amyotte et al. (2018) analyze 

recommendations in CSB investigation reports with respect to the hierarchy of controls. 

Amyotte et al. (2011) and Amyotte et al. (2018) found that 36% and 19%, respectively, of 

CSB recommendations were based on ISD. 

Case studies that emphasize the importance of ISD consideration are highlighted in this 

section. These case studies describe the role ISD can have in preventing accidents or 

mitigating the consequences. These case studies demonstrate the benefit in learning from 

case histories and incorporating lessons learned to improve process safety. The case studies 

that will be discussed are the Bhopal gas tragedy, the 2012 Chevron Richmond Refinery 

fire, and the Tesoro Anacortes heat exchanger rupture and fire (CSB, 2014; CSB, 2015). 

The incident in 2019 at the Philadelphia Energy Solutions Refinery will also be discussed 

in the context of current issues. 

2.4.1 Bhopal Gas Tragedy 

 

The Bhopal gas tragedy occurred on December 2, 1984 in Bhopal, India at the Union 

Carbide India Limited (UCIL) facility. A release of a toxic gas called methyl isocyanate 

(MIC) (used as an intermediate in pesticide manufacturing) occurred. Forty tons of MIC 

escaped the facility and reached the surrounding community with grave consequences ï 
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approximately 3,800 people were killed immediately. It is estimated that an additional 

100,000-200,000 people were impacted by the disaster through increased rates of illness, 

disease and death (NRC, 2012). Other references, including (CCPS, 2009), (Kletz and 

Amyotte, 2010) and (Kletz and Amyotte, 2019), contain a thorough discussion of inherent 

safety and Bhopal. Overall in brief, all of the four ISD principles were absent in the Bhopal 

UCIL facility. There were many ways in which the incident may have been prevented or 

the consequences mitigated; this may be also part of why it is such a heavily discussed case 

study within process safety. Large quantities of MIC were being stored onsite due to 

convenience (minimization was not applied). A chemical reaction pathway was used that 

required MIC while alternate pathways that do not rely on MIC exist (substitution was not 

applied). Residential zoning or an exclusion zone did not exist, so dwellings formed close 

to the facility, which increased the exposure to MIC (limitation of effects, a sub-set of 

moderation, was not applied). The facility design depended on the use of safety devices 

(e.g. high-pressure alarm) which did not function properly or were not reliable 

(simplification was not applied). 

The tragedy at Bhopal has left a legacy in the chemical process industry. The Bayer 

CropScience facility in Institute, West Virginia experienced an explosion in 2008. Debris 

hit an MIC storage tank which was not damaged, but the debris had the potential to hit a 

relief valve vent pipe and cause an MIC leak. Despite completing plant modifications 

during the following years, there were concerns among the public and surrounding 

community about the production and use of MIC. In 2011, Bayer announced the production 

of MIC would not be restarted (NRC, 2012). 
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2.4.2 Chevron Richmond Refinery Pipe Rupture 

 

On August 6, 2012, a pipe ruptured at the Chevron petroleum refinery in Richmond, 

California (CSB, 2015). Upon the pipeôs rupture, hydrocarbons escaped, which formed a 

vapour cloud that ignited. Nineteen employees working in the area were able to escape 

serious injuries. The impacts of the fire extended beyond the facility and into the 

surrounding community, where 15,000 residents sought medical treatment due to air 

quality (Kletz and Amyotte, 2019). The pipe ruptured due to damage caused by 

sulphidation corrosion. Over time, the sulphur content of the crude oil processed crept 

upwards and the refinery processed crude oil with higher sulphur levels ï this increased 

the incidence of sulphidation corrosion.  The ISD principle of substitution should have 

been applied in this situation. Steel with a higher chromium content is more resistant to 

sulphidation corrosion and substituting it for the existing carbon steel piping is an 

inherently safer option (CSB, 2015). 

 

2.4.3 Tesoro Anacortes Refinery Heat Exchanger Rupture  

 

The following is an excerpt from the CSB investigation report that describes the incident 

(CSB, 2014): 

ñOn April 2, 2010, the Tesoro petroleum refinery in Anacortes, Washington experienced a 

catastrophic rupture of a heat exchanger in the NHT unit. The heat exchanger 

catastrophically ruptured because of High Temperature Hydrogen Attack (HTHA). Highly 

flammable hydrogen and naphtha at more than 500ºF were released from the ruptured heat 
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exchanger and ignited causing an explosion and an intense fire that burned for more than 

three hours. The rupture fatally injured seven Tesoro employees (one shift supervisor and 

six operators) who were working in the immediate vicinity of the heat exchanger at the 

time of the incident. To date this is the largest fatal incident at a US petroleum refinery 

since the BP Texas City accident in March 2005.ò 

It was found the ISD principle of substitution should have been applied; high chromium 

steels are more resistant to HTHA than the carbon steel the heat exchanger was constructed 

of.  

2.4.4 Current Issues (2017-Present) 

 

The following is based on the CSB Factual Statement, as the investigation is ongoing (CSB, 

2019a). On June 21, 2019 there were a fire and series of explosions at the Philadelphia 

Energy Solutions Refining and Marketing LLC (PES) Refinery in Philadelphia, 

Pennsylvania. The incident occurred in the hydrofluoric acid (HF) alkylation unit. HF is 

highly toxic (SCAQMD, 2016). It was estimated that 5,239 lbm (2,376 kg) of HF was 

released, 3,217 lbm (1,459 kg) of which was not contained by water spray. Fortunately, 

there were no fatalities and no major injuries reported. During the post-incident 

investigation, a ruptured elbow was found in the unit, which is being attributed to this 

process safety incident. Piping thickness and composition measurements were completed. 

It was found that the pipe elbow was 0.012 inch (0.30 mm) thick, which is less than 7% of 

the pipe retirement thickness. The pipe material included high levels of copper and nickel, 

which was outside the specified requirements. The American Petroleum Institute 
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Recommended Practice (API RP) 751 Safe Operation of Hydrofluoric Acid Units explains 

that HF corrosion rates in pipes can increase in the presence of these elements. 

This incident relates to the subject of a recent letter submitted by the CSB to the US 

Environmental Protection Agency (EPA) in 2019 detailing their concern about the 

adequacy of current facilitiesô risk management programs to address hazards associated 

with conventional HF alkylation technology. The letter describes two other incidents that 

involved HF ï the 2015 ExxonMobil Torrance Refinery Explosion and the 2018 Husky 

Energy Refinery Explosion and Fire. The CSB recommends that the EPA review and 

update an HF hazard study first completed in 1993. The letter highlights inherently safer 

technologies (solid-state and ionic liquid) that are being developed (CSB, 2019c). The 

technologies that are being developed as alternatives to conventional HF alkylation are 

detailed in SCAQMD (2016) and appear to have inherently safer benefits (e.g. use of 

proprietary catalyst that eliminates the need for liquid HF use). 

 

2.5 Current Status of ISD Incorporation Within PSM 

 

This section outlines the current status of ISD applications with respect to PSM systems.  

For the project development stage of this thesis work, a literature review was needed in 

order to understand the current state of ISD incorporation and application. A review of 

publications and resources that examine practical applications of ISD published between 

2000-2018 was completed. The peer-reviewed publication sources that were reviewed 

include Safety Science, Process Safety Progress, Process Safety and Environmental 
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Protection, Journal of Loss Prevention in the Process Industries and Journal of Chemical 

Health and Safety. Proceedings from conferences, such as IChemE Hazards, were 

included. Company and regulator websites were also examined.  

 

2.5.1 Inherent Safety Regulations 

 

There are several jurisdictions in the US that have regulations for explicit consideration of 

ISD, including New Jersey and California. Washington State is also in the early stages of 

drafting legislation. The largely voluntary PSM system in Canada can be contrasted with 

other jurisdictions under different regulatory regimes in which there are prescriptive 

regulations for the use of the hierarchy of controls and consideration of ISD for risk 

management within facilities. These prescriptive regulations are of interest because this 

could help identify industry best-practices and promote industry benchmarking for the 

applications of ISD. 

Jurisdictions with ISD regulations include Contra Costa County and the City of Richmond 

in the state of California. In Contra Costa County, where there is a high concentration of 

chemical process industry facilities (CCPS, 2019), the consideration of ISD has been 

legislated since 1998 with the enactment of the Industrial Safety Ordinance (ISO). The 

neighbouring City of Richmond adopted the legislation (Richmond Industrial Safety 

Ordinance, or RISO), which became effective February 2002 (CCHS, 2019a; Richmond 

Industrial Safety Ordinance). Currently, eight facilities are covered under ISO/RISO, 

including three petroleum refineries and three chemical facilities in Contra Costa County, 

along with one petroleum refinery and one chemical facility in the City of Richmond. More 



29 

 

information about these facilities can be found on the CCHS ISO Facilities website (CCHS, 

2019b). Under the ISO program, the Contra Costa Country Hazardous Materials Program 

publishes Annual Performance Review and Evaluation Reports annually ï these reports are 

thoroughly discussed in Chapter 3 as these reports detail and document cases of successful 

implementation of ISD principles in operating facilities. 

Also requiring the consideration of ISD is the state of Californiaôs Process Safety 

Management for Petroleum Refineries regulation implemented in 2017, as mentioned 

earlier under the PSM element Accountability. This regulation states that ISD is required 

to be implemented ñto the greatest extent feasible,ò in addition to the following 

requirements (California Occupational Safety and Health Standards Board, 2016): 

¶ Perform periodic safety culture assessments. 

¶ Incorporate damage mechanism hazard reviews into process hazard analyses. 

¶ Conduct root-cause analyses after significant accidents or releases. 

¶ Account for human factors and organizational changes. 

¶ Use structured methods, such as layer of protection analysis, to ensure adequate 

safeguards in process hazard analyses. 

 

Again, these prescriptive PSM regulations can be used by other organizations to improve 

their PSM framework. The state of New Jersey has also established consideration of ISD 

within an Inherently Safer Technology (IST) Review under the Toxic Catastrophe 

Prevention Act (TCPA), which can be completed using one of the three methods outlined 



30 

 

in CCPS (2009): (1) checklist PHA, (2) independent PHA, and (3) integral to PHA (State 

of New Jersey, 2017; State of New Jersey, 2019). 

The state of Washington has also established a PSM Advisory Committee to improve 

process safety in the stateôs petroleum refining industry. This advisory committee outlines 

the following  motivations for updating the PSM regulations: the current rule is outdated 

(it has not been updated in over 20 years), it does not reflect industry practices and 

improvements in processes and engineering, and other jurisdictions following the same 

PSM rule still have process safety incidents occurring (Washington State Department of 

Labor and Industries, 2017). The PSM Advisory Committee has proposed adopting 

Californiaôs PSM regulation because of the following reasons: the regulation has been 

developed and implemented, the regulation addresses recommendations made by the US 

Chemical Safety Board (CSB), and it is more cost effective for companies to follow 

consistent regulations in the different jurisdictions within which they operate (i.e. 

companies that have facilities in both Washington and California) (Washington State 

Department of Labor and Industries, 2018). These reasons and motivations should also be 

considered by management teams and leadership in other organizations when considering 

improvements and the incorporation of ISD within their PSM framework. A discussion 

draft of Washington stateôs proposed rule Safety standards for process safety management 

of highly hazardous chemicals is currently available for review (Washington State 

Department of Labor and Industries, 2019).  
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2.5.2 ISD Guidewords and Checklist Questions 

 

A review was completed to understand the ways the principles of ISD were currently being 

considered qualitatively, and it was found that ISD guidewords and checklist questions 

were commonly referenced in the literature. Guidewords are broad ISD-based keywords to 

be used as mind triggers. ISD guidewords are used or referred to in ABB Consulting 

(2016), Amyotte et al. (2007), Edwards et al. (2015), Edwards and Chosnek (2012), French 

et al. (1996) and Goraya et al. (2004). Examples of these ISD guidewords include 

minimize, eliminate/reduce, intensification, substitute, moderate, separate, limitation of 

effects, simplify and improve reliability.  

ISD checklist questions promote out of the box thinking. They are direct and pointed 

questions that have proven to be valuable in reducing hazards CCPS (2009). A 

disadvantage is since the questions are so broad and are essentially the ISD principles 

rephrased, the solutions that can be identified can be limited to the ISD-knowledge base 

and skill. 

A literature review was completed to create a consolidated list of checklist questions from 

different sources. It was found that existing sources widely use the CCPS (2009) Inherently 

Safer Technology Checklist.  

A l ist of references that use ISD Checklist Questions is as follows (those marked with an 

asterisk (*) refer to the CCPS (2009) Inherently Safer Technology Checklist): 

- CCHS Checklist (CCHS, 2011a) *  

- New Jersey TCPA (State of New Jersey, 2017) *  
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- Mannan and Lees (2005) *  

- Edwards and Chosnek (2012) 

- Maher et al. (2012) 

- Goraya et al. (2004) 

- CCPS (2008) *  

A sample of checklist questions, organized with respect to guideword, from CCPS (2009) 

is as follows: 

Guideword Checklist Question 

Minimize Is the storage of all hazardous gases, liquids, and solids minimized? 

Are elbows, bends, and joints in piping minimized? 

Are all hazardous materials removed or properly disposed of when 

they are no longer needed or not needed in the next x days? 

Substitute Can a less toxic, flammable, or reactive material be substituted for 

use? 

Are there any other alternatives for substituting or eliminating the use 

of hazardous materials in this process? 

Is an alternate process available for this product that eliminates or 

substantially reduces the need for hazardous raw materials or 

production of hazardous intermediates? 

Moderate Can potential releases be reduced by lower temperatures or pressures, 

or elimination of equipment? 

Are all hazardous gases, liquids, and solids stored as far away as 

possible to eliminate disruption to people, property, production, and 

environment in the event of an incident? 

Can process units (for hazardous materials) be designed to limit the 

magnitude of process deviations? 

Simplify Is the workplace designed for consideration of human factors (that is, 

an ergonomically designed workplace)? 

Can equipment be designed such that it is difficult or impossible to 

create a potential hazardous situation due to an operating or 

maintenance error? 

Are there any other alternatives for simplifying operations involving 

hazardous materials in this process? 
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2.5.3 Current Methods and Protocols for Application of ISD  

 

Previous work completed by Amyotte et al. (2007) demonstrated the link between PSM 

elements and the explicit consideration of ISD within an organization. Amyotte et al. 

(2007) details the incorporation of ISD within the management of change (MOC) element 

of PSM and presents a protocol for the explicit consideration of inherent safety within the 

MOC process. This protocol is found in Appendix A. Goraya et al. (2004) details a protocol 

to explicitly incorporate ISD considerations in an incident investigation. This protocol is 

also found in Appendix A. 

As previously described, the incorporation of ISD into PHA is a promising way to 

explicitly use the principles of inherent safety. CCPS (2009) outlines three ISD review 

methods that incorporate inherent safety into PHAs: (1) checklist PHA, (2) independent 

PHA, and (3) integral to PHA. Within the integral to PHA method, ISD guidewords and 

questions are included in a PHA using techniques such as HAZOP or What-If? analysis. 

Such ISD review methods are beneficial at both the initial design and operational life cycle 

stages. ISD should be considered in the design process (CSA, 2017). At the design stage, 

the proposed design and safeguards can be examined to identify any ISD opportunities. At 

the operational stage, completing an ISD review on existing designs and processes can 

identify opportunities to use ISD to improve the current state.  
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2.5.4 Survey of Inherent Safety Practices by Industrial Stakeholders 

 

A survey of industrial stakeholders regarding the use of ISD and PHA in their organizations 

was completed, and the results of which are found in Appendix B. These respondents 

included process safety managers and environment, health and safety specialists. The 

responses given to this qualitative survey were varied between participants and provide 

some perspective and insight into the current state of ISD in a number of industry sectors. 

Feedback received from a regulator included ñthey are so new in the journey of learning 

process safety management and principles that we donôt do much process safety and ISD 

oversightéyet.ò  

A few respondents indicated that ISD is explicitly considered in their organizations and 

organizations; however, generally, most respondents reported it was not. Factors identified 

by these respondents that they believed to be impediments to ISD in their organization 

include: 

- project management components (e.g. cost, schedule, project engineer decisions, 

involvement of contractors, return on investment/ROI), 

- difficulty of incorporating into existing/operating facilities,  

- lack of ISD knowledge, and 

- challenge to move from the status quo of established and proven designs and 

technology that are already traditionally used (e.g. plant design) (this plays a role 

in highly regulated industries where there are strict quality standards that must be 

adhered to). 
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Some of these barriers align with those identified by Khan and Amyotte (2003) and Jafari 

et al. (2018). 

While the survey demonstrated that there are opportunities for improvement, the survey 

also highlighted ñwhat went rightò ï successes the organizations have had with respect to 

ISD. This includes an organization that has an established training program ñSafety in 

Designò that focuses on ISD and an MOC process that triggers the consideration of ISD 

principles during the preliminary design phases of facility modifications. This organization 

has been able to incorporate inherently safer features into their facilities, including the 

elimination of fired heaters as distillation tower reboilers (minimization), elimination of 

long bolts flanges (substitution, assuming that they were replaced with fully flanged valves) 

and minimization of number of flanges (minimization).   

Another organization in the manufacturing sector has been able to incorporate some ISD 

principles into their facility with respect to hazardous chemicals. There are also 

opportunities for ISD considerations during risk reviews that are completed during the 

early design stages of large projects and an existing MOC process. This organization has 

been able to improve their facility by adding tank enclosures and covers (moderation) and 

chemical handling and storage improvements. 

The survey also provided some insight into the challenge of implementing ISD in an 

operational facility and the need to consider feasibility. The survey also highlighted the 

need to improve ISD knowledge. 

 



36 

 

2.5.5 Inherently Safer Design Workshops 

 

This section describes three ISD workshops that were found in the literature that are 

valuable for understanding the tools and processes that are being used to consider ISD in 

practical applications. They helped inform and guide protocol development in the current 

work.  

Inherent SHE Review Process at Exxon Chemical: 

The publication by Exxon Chemical about their Inherent Safety, Health and Environmental 

(SHE) Review process (French et al., 1996) provides insight into a protocol used for an 

industrial application of ISD. This workshop and approach uses ISD checklist questions to 

consider and incorporate ISD: 

1. Build a synergistic team of the right people that help understand the hazards and 

find ways to reduce or eliminate these hazards. 

2. Understand the hazards associated with the process.  

3. Reduce or eliminate hazards by applying inherent SHE principles. 

A training workshop for personnel/team members who will be completing the Inherent 

SHE Review is provided. This one-day workshop focusses on the background information 

on inherent SHE concepts, the systems required to manage hazardous materials, 

information on the Inherent SHE Review process. Resources like videos, problems, 

examples and team exercises can be used to make the educational process more engaging. 

The Inherent SHE Review process consists of a total of 12 steps, seven of which are 

preparation steps completed prior to the beginning of the review; the following are excerpts 

of the process. 
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Prior to the review, the following steps are completed to define the design space: 

1. Prepare simplified process flow diagram 

- Include alternative processes 

2. Define chemical reactions 

- Desired and undesired 

3. Develop potential for runaway reactions/decompositions 

4. List all chemicals and materials employed 

5. Develop compatibility matrix 

- Include air, water, rust, etc. 

6. Define physical, chemical and toxic properties 

7. Provide NFPA hazard ratings 

8. Define process conditions (pressure, temperature, etc.) 

9. Estimate quantities used in each process system (tanks, reactors, etc.) 

10. State plant capacity basis 

11. Estimate quantities of wastes/emissions 

12. Define site specific issues such as environmental, regulatory, community, spacing, 

permitting, etc. 

After the design space has been defined, the review can now begin. The following part of 

the review focusses on the hazard identification and risk management. 

Review the background information from steps 1 to 7 completed during preparation, and 

then:  

13. Define major potential hazards 
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14. Systematically review the process flow schematic looking at each process step and 

hazardous material to identify creative ways to improve the process by applying 

Inherent SHE principles to reduce or eliminate hazards. 

- It is during this step in the review process that the ISD questions are used 

15. During the design development review, identify potential human 

factors/ergonomics issues that should be addressed by the design team. 

16. Document reviews and follow-up items 

 

ISD Workshop Process at Granherne: 

In a publication by Edwards et al., they describe the ISD workshop approach that is utilized 

at their organization, Granherne, which provides design and consultancy services for 

upstream oil and gas projects (Edwards et al., 2015). The goal of the workshops is to 

provide a venue for brainstorming and discussions to identify current uses of and potential 

opportunities for ISD. Edwards et al. (2015) states that in order to bring ISD into a practice 

and application, an organization needs (1) a design team that is knowledgeable of and 

committed to ISD and (2) leadership to facilitate it. First, to build a stronger ISD safety 

culture, Granherne leveraged existing ólunch and learnô sessions, meeting safety moments, 

Hazard Identification (HAZID) and Hazard and Operability (HAZOP) workshops, and 

Design Review. After developing an ISD mindset, the workshop approach was able to be 

rolled out, which facilitates stakeholder engagement and involvement for effective 

discussions, brainstorming, challenging of the status quo, and creating accountability by 

assigning actions in order to implement plans. The workshop uses ISD keywords 

(eliminate/reduce, simplify/improve reliability, and separate/protect and aid escape) to help 
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guide the discussion. Workshops can be held early in the projectôs design during three 

stages: appraise, select and define. The authors also state that this workshop approach is an 

ISD technique recommended by the Energy Institute (Edwards et al., 2015). 

 

ISD Workshop Process at ABB Consulting: 

The inherent safety workshop approach is also used by ABB Consulting, as outlined in 

their 2016 factsheet (ABB Consulting, 2016). ABB uses process block diagrams (PBD) to 

show different options for process routes, inventories and design conditions. These PBDs 

are used in the hazard identification step ï hazards associated with each block are identified 

based on the characteristics of chemicals present and any potential loss of containment 

event. The ISD guidewords are then used to prompt the team members to remove and 

reduce hazards. This workshop approach, like the others, promotes a change of mind-set 

of teams to look for ways to make processes safer by removing hazards during all stages 

of design and a facilityôs life. 

 

2.5.6 What Went Right: Success Stories of ISD and Example-Based 

Guidance 

 

This section highlights success stories of ISD. It also explores the concept of example-

based guidance, along with its importance and relevance to a PSM framework. The contrast 

of example-based guidance with ISD checklist questions is also presented.  
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Many specific examples of alternate designs and approaches that use less hazardous 

chemicals, reduce hazardous inventories, reduce the complexity of processes, or reduce the 

severity of processing conditions, have been developed ï resources such as CCPS (2009) 

(updated in 2019) and Kletz and Amyotte (2010) describe many of them. Information about 

the practical applications of ISD is valuable. Publicizing the successes associated with the 

implementation of ISD is an area identified by the CCPS (CCPS, 2009) as a valuable 

initiative in the field. The communication of successful uses of ISD plays an important role 

in informing the wider process industry audience to the value of ISD and potential 

opportunities to use ISD in their own organizations, which may enhance adoption.  

In a report marking the 20th anniversary of the ISO regulation (CCHS, 2019a), the Major 

Chemical Accidents or Releases (MCARs) have been analyzed for the time period since 

the inception of the regulation (1999-2018). Using the frequency of incidents and a 

weighted score to capture the severity of incidents, a trend for an indicator of the overall 

process safety of the facilities was able to be produced. As a point of discussion, as stated 

in CCPS (2019), while it is difficult to ñestablish a direct causal relationshipò due to the 

relatively low number of annual MCARs, the observed trend is decreasing MCARs since 

the ISO was established. As previously mentioned in Section 2.5.1, under the ISO program, 

Annual Performance Review and Evaluation Reports are published annually. These reports 

describe many examples of the successful consideration and implementation of ISD by the 

operating facilities regulated under ISO. Examples of these ISD applications include: 

- Eliminated dead leg piping (CCHS, 2007). (elimination) 

- Replaced carbon steel oxidizer tank with 316L stainless steel tank (CCHS, 2018). 

(substitution) 
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- Relocated operations of main process unit to remote control room (CCHS, 2009). 

(moderation) 

- Installed closed loop sample stations on tower overhead lines to prevent personnel 

exposure (CCHS, 2017). (simplification) 

  

The above sample of ISD applications forms the basis of example-based guidance. 

Example-based guidance is the phrase used to encompass specific, practical applications 

of ISD that can be used to guide and inform other ISD opportunities (Amyotte et al., 2003; 

Amyotte et al., 2007). Example-based guidance uses directive language and allows users 

to find specific applications of ISD that may be directly relevant to their facility and use 

examples of ISD applications as the basis for mind triggers to help them recognize 

opportunities specific to their facility and unique application. This is in contrast with 

checklist questions, as discussed in Section 2.5.2. Appendix A in CCPS (2009) (Inherently 

Safer Technology Checklist) contains both checklist questions, as well as some example-

based guidance. For example, this checklist contains the question ñIs it possible to used 

less concentrated hazardous raw materials to reduce the hazard potential?ò This is followed 

by examples of how this could specifically be completed: ñAqueous ammonia and/or HCl 

(hydrochloric acid) instead of anhydrous.ò This highlights the identified gap of 

understanding specific practical ways ISD can be used and applied. Example-based 

guidance is beneficial to help promote more targeted thinking. 

The need for example-based guidance, as a constituent of the PSM element Enhancing 

PSM knowledge, has been identified. Process safety data related to ñwhat went rightò, or 

ISD success stories, is needed in order to provide personnel and organizations with 
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example-based guidance to increase the implementation of ISD within their facilities. A 

listing of example-based guidance is in Appendix C, which has been developed from four 

primary sources using relevant excerpts ï CCPS (2009), Kletz and Amyotte (2010), Kletz 

and Amyotte (2019), and Mannan and Lees (2005). This list also contains example-based 

guidance found in journal articles, CSB incident investigation reports, and CCPS Process 

Safety Beacons (an monthly safety message newsletter). Any known industrial applications 

of ISD, such as those undertaken in jurisdictions where ISD is legislated (e.g. regulated 

sources under Contra Costa County ISO), can also serve as valuable sources of example-

based guidance. The collection of this example-based guidance from the CCHS reports is 

discussed in detail next in Chapter 3. 

 

This research project focusses on example-based guidance instead of checklist questions 

because of the interest to: 

- examine a different tool than the ISD checklist, which is the current common 

practice found in the literature, as discussed in Section 2.5.2, 

- improve the understanding of ISD and make ISD concepts more accessible to a 

broader range of audiences (align with PSM element Enhancing PSM knowledge), 

and  

- understand current industry best-practices for incorporating ISD in operating 

facilities, where it is generally regarded as being more difficult to incorporate ISD. 

 

The collection of example-based guidance from Contra Costa County ISO reports is 

discussed next. 
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CHAPTER 3 

EXAMPLE-BASED GUIDANCE: APPLICATIONS OF ISD UNDER CONTRA 

COSTA COUNTY INDUSTRIAL SAFETY ORDI NANCE 

 

This chapter provides an overview of the ISO reports and discusses the collection of 

example-based guidance from the application of ISD by regulated sources in Contra Costa 

County, California. The purpose, scope and guidelines for the critical review of example-

based guidance are also established. 

 

 

3.1 Overview of Industrial Safety Ordinance Annual Performance Review and 

Evaluation Reports 

 

The Contra Costa Health Services (CCHS) Hazardous Materials Program has produced the 

Industrial Safety Ordinance Annual Performance Review and Evaluation Report annually 

since the Industrial Safety Ordinance (ISO) was implemented in 1999. The regulated 

stationary sources that are included in these annual reports under the ISO, along with 

information about the facility type, are listed in Table 3-1. Additional information about 

the facility can be found in the corresponding factsheets referenced in Table 3-1. 
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Table 3-1. Regulated Stationary Sources under CCHS ISO. 

 

Facility  Type of Facility Reference 

Air Liquide-Rodeo Hydrogen 

Plant, Contra Costa County 

Gaseous hydrogen 

 

Steam and electricity production 

(CCHS, 2017a) 

Air Products (within Tesero 

Refinery), Contra Costa 

County 

Gaseous hydrogen 

 

(CCHS, 2016a) 

Phillips 66 Rodeo Refinery, 

Contra Costa County 

Petroleum refining (75,000 bpd) (CCHS, 2017b) 

Air Products (within Shell 

Martinez Refinery), Contra 

Costa County 

Gaseous hydrogen 

 

(CCHS, 2016b) 

Shell Oil Martinez Refinery, 

Contra Costa County 

Petroleum refining (165,000 bpd) (CCHS, 2016c) 

 

Tesoro Golden Eagle Refinery, 

Contra Costa County 

Petroleum refining (168,000 bpd) (CCHS, 2015a) 

Chevron Richmond Refinery, 

City of Richmond 

Petroleum refining (340,000 bpd) (CCHS, 2015b) 

Chemtrade West Richmond 

Works, City of Richmond 

(prior to 2012 - General 

Chemical West Bay Point 

Works) 

Sulfuric acid (alkylation catalyst) 

regeneration for Chevron 

Richmond Refinery 

(CCHS, 2015c) 

Polypure 

(included in 2003 annual 

report - no longer under ISO) 

Information unavailable (CCHS, 2003) 

 

These annual reports are of interest for this research because they contain valuable 

information about applications of ISD in operating facilities. They provide data that is 

collected by the regulator (CCHS) as reported by the Regulated Stationary sources. 

Different ways that ISD has been applied and incorporated at each facility are described. 

This detailed information about specific applications and examples of ISD can be used as 

example-based guidance to provide other facilities and organizations with potential ISD 

applications they could consider within their own facilities. These annual reports provide 
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a dataset that is representative of industry best-practices and opportunities for the 

incorporation of ISD within facilities at the operational life cycle stage. 

The Annual Performance Review and Evaluation Reports also include Incident 

Investigations/Root Cause Analysis reports. An undergraduate research project focused on 

these reports is currently underway at Dalhousie University. This project focusses on 

identifying corrective actions with respect to the hierarchy of controls and identifying 

additional opportunities for inherently safer design (ISD).  

 

3.2 Scope of Example-Based Guidance Critical Review 

 

The reports were critically reviewed for qualitative information about the applications of 

ISD in the facilities to collect example-based guidance that could be incorporated into the 

protocol. The critical review encompassed Annual Performance Review and Evaluation 

Reports that were collected for years 1999-2019 from web searches or directly from CCHS 

(the reports from 1999, 2000 and 2001 were unable to be retrieved). As part of the 

previously mentioned undergraduate project examining the incident investigation reports, 

corrective actions based on ISD principles were identified and included as example-based 

guidance. 

Another potential use of these reports is as an opportunity to examine them for quantitative 

data about the hierarchy of controls or ISD principles being applied, but this was out of 

scope for the protocol development. The emphasis here was on collecting and summarizing 
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qualitative information and example-based guidance to enhance knowledge of practical 

applications of ISD.  

 

3.3 Critical Review of Example-Based Guidance from ISO Reports 

 

The purpose of the critical review was to collect the example-based guidance for ISD and 

align the categorization with the current framework and definitions of inherent, passive, 

active and administrative controls (Kletz and Amyotte, 2010). This will allow the example-

based guidance to be used in the protocol. 

Ground rules were established to ensure this critical review was transparent and consistent 

to produce reliable and representative data (similar to the review in Amyotte et al., 2018). 

First, the data that was referred to in the reports as ñdesign strategyò or ñinherently safer 

system (ISS) categoryò was categorized with respect to the hierarchy of controls (ISD, 

passive, active, or administrative). Second, the corresponding data that was referred to as 

ñapproachò in the reports was categorized with respect to the ISD principle. Based on the 

current definitions of ISD, passive, active and administrative controls and ISD principles 

(minimize, substitute, moderate, or simplify) (CSA, 2017; Kletz and Amyotte, 2010), the 

data was categorized. Table 3-2 contains examples of data found in the reports and their 

respective categorization based on the following ground rules. 

A measure categorized as ñinherentò is one that reduces the hazard by directly modifying 

the design without the addition of add-on safety devices. The measure fundamentally and 

inseparably changed the design to eliminate the hazard. An example of this is the 

elimination of deadleg pipe or unused equipment (CCHS, 2014; CCHS, 2017). Another 
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measure that was frequently encountered in the reports was ñreduced potential of exposure 

by changing design, equipment metallurgyò (CCHS, 2019c). This measure was assigned 

to the category of inherent, rather than passive, because the hazard was reduced without 

the use of additional equipment. 

ñPassiveò engineered controls refer to add-on features that itself does not require event 

detection and actuation of moving parts other than caused by the upset condition. An 

example of this within the CCHS ISO data is ñchemical addition tanks were elevated atop 

engineered stands to both improve chemical usage productivity and worker body positionò 

(CCHS, 2019c).  

ñActiveò engineered controls refer to add-on features that require event detection and 

actuation of moving. An example of this is ñreduced the impact of the hazard by adding 

sensorsò (CCHS, 2009) ï this was categorized as active rather than passive, as this control 

(a sensor) would require detection and actuation in order to reduce the hazard.  

ñAdministrativeò controls refer to procedures and programs with human input (e.g. safe 

work procedures). An example of this is ñreduced potential of error by standardizing into 

procedureò (CCHS, 2011b). These reports use the terminology for design strategy of 

ñproceduralò ï the term ñadministrativeò has been used instead to emphasize the inclusion 

of training, policies and management systems. 
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Table 3-2: Examples of critical review and categorization of example-based 

guidance from Contra Costa County Industrial Safety Ordinance 

Annual Performance Review and Evaluation reports 

 

Control Type ISD Principle Example Reference 

ISD Minimization Reduced inventory 

by combining or 

removing equipment 

from the process 

(CCHS, 2017c) 

Substitution Reduced the 

potential of a hazard 

by using a less 

corrosive chemical 

(CCHS, 2013) 

Moderation Reduced the 

potential of a hazard 

by moving to an 

alternate location, 

reduced exposure 

potential 

(CCHS, 2009) 

Simplification Reduced potential of 

human error by 

upgrading human-

machine interface 

(CCHS, 2019c) 

Passive N/A Elevated chemical 

addition tanks atop 

engineered stands to 

both improve 

chemical usage 

productivity and 

worker body position 

(CCHS, 2019c) 

Active N/A Reduced potential of 

exposure by adding 

controls 

(CCHS, 2011b) 

Administrative N/A Reduced potential of 

error by 

standardizing into 

procedure 

(CCHS, 2013) 

 

With respect to categorizing measures based on ISD principles, categorization was aligned 

with Kletz and Amyotte (2010). For example, the elimination of deadleg pipe or unused 

equipment referenced previously was categorized as minimization (CCHS, 2014; CCHS, 
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2017). The use of alternate technology or equipment that removes the hazard is designated 

as substitution. Examples include using different technology for boiler feedwater 

pretreatment that eliminate the use of caustic (CCHS, 2010) and upgrading gaskets on heat 

exchangers to improve sealing properties (CCHS, 2018). For this critical review, 

modifications with respect to improved materials of construction (e.g. upgraded equipment 

metallurgy, or changed equipment metallurgy for increased corrosion resistance) were 

categorized as substitution because at the operational stage, this measure would be 

implemented by substituting the current material of construction with an alternate. The use 

of design changes that reduce the likelihood or severity of hazards were categorized as 

moderation. An example includes the installation of restricting orifice in blowdown line to 

minimize the likelihood of an overpressure scenario (CCHS, 2018). Lastly, measures that 

reduced the potential of a hazard by simplifying the process were categorized as 

simplification. An example includes eliminating external jackets on piping to minimize the 

hazard and simplify process piping design (CCHS, 2006).  

After establishing these ground rules, the process for the critical review of example-based 

guidance was as follows: 

1) Collect: Examples of design changes or improvements found in tables or 

attachments in the reports were collected and entered into an Excel spreadsheet. 

2) Analyze: Each example was analyzed with respect to the definitions of the 

hierarchy of controls and ISD principles.  

3) Identify: Each measure was identified as ISD, passive, active or administrative. 

If the measure was identified as ISD, it was identified as minimization, 



50 

 

substitution, moderation, or simplification. Measures categorized as ISD were 

identified as example-based guidance. 

4) Document: The example-based guidance was documented for future 

incorporation into the protocol. The language was modified to be present-tense 

and directive to serve as guidance to users. Specific equipment names/codes 

(e.g. R1310, V-712, P472, E-248) were removed as they are not necessary in 

the current context. In certain cases, if it was specified, for example, ñpiping 

between P472/A and T1821éò, the wording was changed to ñpiping between 

pump and tankéò to provide general guidance for other applications. 

 

Example-based guidance demonstrates practical applications of ISD and can be a valuable 

reference unto itself. However, the full potential of example-based guidance will only be 

leveraged if it is able to be used systematically. This incorporation of example-based 

guidance within process hazard analysis, specifically the bow tie methodology, through a 

protocol is discussed next in Chapter 4. The example-based guidance collected from the 

critical review of the CCHS ISO reports is presented and organized in the context of the 

protocol in Section 4.3.  
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CHAPTER 4      

PROTOCOL DEVELOPMENT  

 

This chapter describes the development of the protocol for the incorporation of ISD within 

process hazard analysis, specifically within the bow tie methodology. The chapter provides 

readers with details of the different components that were examined and how they were 

brought together to create the protocol, including bow tie diagrams, hierarchy of controls 

and life cycle stage considerations. 

 

4.1 Bow Tie Diagrams as Process Hazard Analysis Tool 

 

As previously highlighted in Chapter 2, bow tie diagrams are a visual barrier-based risk 

management tool. Bow tie diagrams show the barriers that are in place to prevent and 

mitigate a loss of containment or loss of control event. Vaughen and Bloch (2016) 

highlights that bow tie diagrams can be used in two different applications. They can be 

used after an incident to show the factors that led to the event (what went wrong?, what 

barriers and safeguards failed?) or as a proactive PHA tool to show the safety systems and 

barriers that are in place and identify any weaknesses with them in order to improve the 

barriers and prevent the incident from occurring. 

This indicates that a useful starting point of the protocol is to draw a bow tie diagram for a 

proposed design or an existing operation to complete a process hazard analysis in order to 

understand how a loss of containment event can occur. In the case of a scenario at the 

operational life cycle stage, the existing preventative and mitigative barriers that are in 

place are documented in the bow tie. In the case of a scenario at the design life cycle stage, 
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any available information about proposed barriers (e.g., alarms, procedures, emergency 

preparedness) can also be documented in the bow tie diagrams. Additional detail about life 

cycle stages is provided in Section 4.5. 

The next step is to determine how ISD will be incorporated into the bow tie diagram. 

 

4.2 ISD Application to the Bow Tie Methodology for Process Hazard Analysis  

 

The options and approaches for incorporating ISD into bow tie diagrams as it relates to 

each of the bow tie elements (hazard, threats, consequences, degradation factors and 

controls and barriers) are discussed in the following sections. 

 

4.2.1 Hazard 

 

First, the hazard at the top node was examined to see how ISD could be incorporated in a 

systematic way. Given that a properly formulated hazard element in a bow tie will have (1) 

situational context and (2) an indication of scale (CCPS/EI, 2018), this appears to be a 

promising place to start to incorporate ISD. The óhazardô is the operation, activity or 

material that could be harmful ï this could be an opportunity to reduce or eliminate the 

hazard at the source using ISD. It is desirable to be able to draw an easy link between the 

hazard and potential ISD principles that could be applied. For example, the hazard ñvolatile 

hydrocarbons under pressure in pipelineò makes it clear that potential ISD measures related 

to high pressure, a flammable volatile material, and storage infrastructure are relevant 

considerations. Looking at the hazard could be valuable in the design stage ï this may be 

a time where a substitution could be more easily made. However, examining only the 
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hazard to identify potential ways ISD could be applied is somewhat limiting. More context 

and information about the scenario is needed in order to effectively identify a broad range 

of potential ISD measures. Specifically, the threats bow tie element provides more precise 

and granular details about the conditions and factors that could cause a hazardous scenario 

to arise from the hazard. The incorporation of ISD within threats is discussed next. 

 

4.2.2 Threats 

 

As previously mentioned, threats contain more granular information that communicates 

what is specifically dangerous about the hazard and the situation that could lead to the top 

event. Threats are the important contributors to the top event (CCPS/EI, 2018) and it is 

important to understand them in order to identify ways (barriers) to prevent them from 

causing the top event. This indicated it was important to consider the threats in order to 

determine how ISD can be used to prevent them from causing the top event. This implied 

that incorporating ISD systematically as barriers in bow tie diagrams is a promising way 

to explicitly consider ISD within bow ties. This is also consistent with the hierarchy of 

controls and aligning barrier types with the whole hierarchy, not only the commonly found 

passive, active and administrative controls. 

In the case of ISD barriers related to threats, these would be preventative barriers. The 

incorporation of ISD with respect to consequences is discussed next in terms of mitigative 

barriers. 
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4.2.1 Consequences 

 

As with threats, the consequences in bow tie diagrams provide specific, contextual 

information about the negative results of a top event occurring. By incorporating ISD as 

mitigative barriers, opportunities to apply ISD to reduce the severity of consequences can 

be identified. 

 

4.2.2 Degradation Factors and Controls 

 

Degradation factors can be thought of as óthreats of barriersô (how can this barrier fail?, 

what can go wrong that could reduce the effectiveness of this barrier?, how can this barrier 

be defeated?). Degradation controls are measures that can prevent this barrier from failing; 

incorporating ISD considerations into degradation controls is also an opportunity in this 

protocol. 

 

4.2.3 Barriers 

 

Applying ISD to bow ties in the form of barriers is a promising way to systematically 

incorporate ISD. The types of barriers with respect to the hierarchy of controls currently 

emphasized in typical bow tie diagrams are aligned with administrative, active and passive 

controls (CCPS/EI, 2018). ISD can be visualized and treated as a barrier as the other types 

of controls in the hierarchy, to prevent a top event from occurring or mitigating the 

consequences of a top event.  

When examining barriers presently included in the bow tie diagram, the different types of 

barriers with respect to the hierarchy of controls should be understood and identified. After 
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identifying the barriers and the types (including any existing ISD considerations/barriers), 

potential ISD barriers should be examined next. If an ISD barrier is identified, even if an 

ISD barrier changes or removes a threat or consequence line on the basis of substitution or 

elimination of the threat, consequence or hazard, including them as potential barriers to 

assess options is a useful means to display the information. 

 

4.3 Example-Based Guidance 

 

As discussed in Section 2.8 and Chapter 3, example-based guidance can serve as potential 

ways that ISD can be applied or used as ISD barriers. Using example-based guidance as 

potential ISD barriers, opportunities to implement ISD can be identified using an example-

based guidance library. To help incorporate example-based guidance within the bow tie 

diagrams as barriers, the example-based guidance was organized in a table with respect to 

high-level categories of threats, consequences or hazards. The objective of this 

organization was to help create an intuitive way that users could refer to the example-based 

guidance to help identify specific ISD applications for their scenario. Table 4-1 contains 

the example-based guidance collected from the critical review of the Contra Costa County 

data completed in Chapter 3. Additional example-based guidance is found in Appendix C. 

Some additional references are found in Table 4-1 from an additional supporting literature 

review. 
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Table 4-1. Example-based guidance from Annual Performance Review and Evaluation Reports from Contra Costa County 

Industrial Safety Ordinance  

ISD Principle Hazard, Threat or 

Consequence Category 

ISD Example-Based Guidance 
Reference 

Substitution 

 

 

Hazardous Material Consider the Flexsorb unit that uses safer amine solution, which 

could replace a Stretford unit that uses a solution containing 

vanadium 

(CCHS, 2004; 

Monument 

Chemical, 2019; 

NJDHSS, 2007) 

Consider different technologies available for boiler feedwater 

pretreatment that eliminate the use of caustic (e.g. reverse 

osmosis) 

(CCHS, 2010; 

Veolia, 2019) 

Consider changing tank service from gasoline to gas oil (CCHS, 2017) 

Revamp process to substitute a chemical with one that is less 

hazardous to improve environmental performance (e.g. reduce 

NOx emissions from crude unit, furnace) 

(CCHS, 2003) 

Use zeolite water to quench the elutriator at the Coker unit to 

prevent external corrosion of furnace tubes due to sodium sulfate 

deposits from treated spent caustic that is eventually used as 

makeup water for some units 

(CCHS, 2005a) 

Convert oxygen scavenger in use in deaerator water to DEHA to 

eliminate a potential source of solids 

(CCHS, 2005a) 

Pipe Integrity Upgrade piping from temporary screwed pipe to flanged pipe (CCHS, 2017) 

Remove potential leak point by replacing valve with pipe spool (CCHS, 2018) 

Upgrade vessel gauge glass screwed pipe design to seal welded 

connections 

(CCHS, 2014) 

Remove threaded piping and replace with welded piping per pipe 

class 

(CCHS, 2014) 

Heat Exchangers Upgrade heat exchanger tube bundle wall thickness to minimize 

likelihood of loss of containment due to corrosion 

(CCHS, 2018; 

CCHS, 2019c) 

5
6 
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Upgrade the channel-to-tube sheet gasket on heat exchanger to 

improve sealing properties 

(CCHS, 2018; 

CCHS, 2019c) 

Upgrade piping flanges to 300# from 150# flanges on exchanger (CCHS, 2017) 

Replace exchanger in Flexsorb area with exchanger of 

metallurgy not susceptible to chloride or caustic stress corrosion 

cracking 

(CCHS, 2007) 

Equipment 

 

 

 

Upgrade pump seals to API Plan 23 which will reduce the 

potential of loss of cooling in Seal Flush Cooler due to fouling 

caused by high temperature seal flush exchanging heat with 

cooling water resulting in seal failure and release to environment 

of flammable and hazardous material. This new design lowers 

the flush supply temperature to below boiling eliminating the 

possibility of fouling. 

(CCHS, 2005b) 

Replace Catalytic Oxidizer (e.g. for SRU - sulfur recovery unit) 

with a Thermal Oxidizer. Thermal Oxidizer is not subject to 

accumulation of condensed sulfur that could be subsequently 

oxidized resulting in offsite SO2 pluming 

(CCHS, 2010; 

Pandey, 1999) 

Upgrade hydrocarbon pump from packing to mechanical seal (CCHS, 2017) 

Upgrade hydrocarbon pump from single seal to dual seal (CCHS, 2017) 

Upgrade existing mechanical seal to latest technology (e.g. John 

Crane Type 48 low VOC emission) 

(CCHS, 2014) 

Replace mist oil system on pump to packed grease (CCHS, 2014) 

Use corrosion and creep resistant materials for furnace tubes  (CCHS, 2008) 

Upgrade metallurgy on radiant furnace tubes and furnace burner 

nozzle tip 

(CCHS, 2014) 

Reactors Install new type of Inert Topping Material in reactor that has a 

greater capacity for holding particulate that will keep particulate 

matter out of catalyst. Particulate matter in catalyst causes high 

pressure drop and necessitates a shutdown to skim the catalyst. 

(CCHS, 2005b) 

5
7 
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This new material will allow longer run times, reduces the 

amount of nonroutine operations 

Install new catalyst in reactor that has been shown to increase run 

life, decreasing the amount of non-routine operations 

(CCHS, 2005b) 

Material of 

Construction 

Upgrade piping metallurgy - use corrosion resistant materials for 

process equipment, piping and components. Examples of 

common upgrades include the following (specific applications 

need to be assessed and appropriate solutions determined) - 

carbon steel to stainless steel, carbon steel to Inconel 625, PVC 

lined carbon steel to 304 stainless steel, 304 stainless steel to 

317L stainless steel, Duplex 2205 to Inconel 825. 

(CCHS, 2014; 

CCHS, 2017; 

CCHS, 2018) 

Replace any piping to remove the bimetallic welds (e.g. piping 

that is a mixture of carbon steel and chrome should be replaced 

with only chrome piping) 

(CCHS, 2014) 

Upgrade heat exchanger tube bundle wall thickness to minimize 

likelihood of loss of containment due to corrosion 

(CCHS, 2019c) 

Replace tubing and equipment with alloy not susceptible to 

chloride cracking (changing equipment metallurgy) 

(CCHS, 2007) 

Replace instrument and sample tubing (including fittings) in 

ISOM area with alloy not susceptible to chloride cracking 

(CCHS, 2007) 

Upgrade thermowell materials of construction to more robust 

material/design 

(CCHS, 2018) 

Upgrade schedule 40 piping at compressor discharge with 

schedule 80 piping to be able to withstand higher pressures 

(CCHS, 2019c) 

Upgrade heat exchanger tube bundle wall thickness from 0.085ò 

to 0.095ò to minimize likelihood of loss of containment due to 

corrosion 

(CCHS, 2019c) 

Upgrade the thickness of a segment of line from schedule 80 to 

schedule 160 and upgrade the thickness of a segment of line from 

(CCHS, 2019c) 
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schedule 40 to schedule 80, this would minimize likelihood of 

loss of containment due to corrosion 

Upgrade wall thickness of vessels and tanks to provide extra 

corrosion/erosion allowance 

(CCHS, 2013) 

Upgrade metallurgy on the vessel overhead carbon steel nozzle 

with an Inconel lined nozzle and Inconel weld overlay 

(CCHS, 2018) 

Upgrade heat exchanger floating head studs from Teflon coated 

carbon steel to Inconel 625 

(CCHS, 2018) 

Upgrade seal materials in two valves to provide improved 

protection from hydrogen sulfide attack 

(CCHS, 2018) 

Upgrade bellows material (CCHS, 2018) 

Upgrade rich caustic and rich DEA sample station from tubing to 

piping 

(CCHS, 2018) 

Tank floor replacement with concrete  (CCHS, 2017) 

Replace trays of fractionation tower with an upgraded metallurgy 

from carbon steel to 410SS 

(CCHS, 2017) 

Upgrade O-rings on recycle compressor dry gas seal from Viton 

to Chemraz 510 

(CCHS, 2017) 

Upgrade furnace burner nozzle tip from 310 stainless steel to 

Inconel 625 

(CCHS, 2014) 

Replace pad area drip pan with new 316L stainless steel pan (CCHS, 2014) 

Upgrade metallurgy of reactor scallops (CCHS, 2011b) 

Replacement of nitric acid distillation unit with Teflon lined 

stainless steel from glass 

(CCHS, 2008) 

Change metallurgy on radiant furnace tubes (example below): 

- Bottom flanges from carbon steel and C 1/2 Mo to 1-1/4 Cr 1/2 

Mo to prevent High Temperature Hydrogen Attack. 

- Cast Radiant Tube Sections and Catalyst Cone from HP-

Modified to Micro Alloy 

(CCHS, 2014) 
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Upgrade metallurgy and design of filter housings in lube oil 

service 

(CCHS, 2019c) 

Replace fresh acid piping between pump and tank with Alloy 20 

for increased reliability / increased corrosion resistance 

(CCHS, 2005b) 

Replace carbon steel heat exchanger inlet piping (caustic) with 

Monel for increased reliability/increased corrosion resistance 

(CCHS, 2005b) 

Minimization  Reactors Install tubular reactor to reduce the inventory of ammonia (CCHS, 2003) 

Material Inventory  Reduce potential of the hazardous condition by using smaller 

amounts of hazardous material that cannot be eliminated 

(CCHS, 2009; 

CCHS, 2010) 

Minimize volume of materials contained in the unit above flash 

point (e.g. hot oil) 

(CCHS, 2010) 

Replace propane storage for recovered oil thermal oxidizer with 

natural gas piping 

(CCHS, 2009) 

Equipment and Piping 

Inventory  

Consider new capital projects and the possibility to incorporate 

the design into existing infrastructure, rather than adding 

additional equipment. For example, in a project to process vent 

gas from the crude unit that was set to include a new column and 

associated equipment (pumps/compressors, etc.), it was found 

that the same could be accomplished by using existing equipment 

at a delayed coking unit. Thus, additional piping was run rather 

than adding the extensive (liquid containing) column and 

associated equipment. 

CCHS, 2004 

Remove out of service, abandoned, or unnecessary equipment, 

such as vessels, piping, hazardous materials systems, towers, 

furnaces, and boilers 

(CCHS, 2004; 

CCHS, 2010; 

CCHS, 2003; 

CCHS, 2007; 

CCHS, 2017; 

CCHS, 2014) 

Remove old level indicators on tanks that are no longer used to 

eliminate a potential leak source 

(CCHS, 2017) 
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Minimize the size of valves (CCHS, 2017) 

Remove small bore piping on sample stations that are no longer 

used 

(CCHS, 2017) 

Remove unnecessary steam lines following demolition projects (CCHS, 2014) 

Chemical day tank removal from service on top of coke drums (CCHS, 2017) 

Remove Tee section of piping and replace with a straight section 

of piping 

(CCHS, 2014) 

Remove unnecessary bleeder valves on piping (CCHS, 2011b) 

Combine unit operations to reduce system volume (CCHS, 2010) 

Consolidate storage by eliminating unneeded storage tanks (CCHS, 2010) 

Revamp crude unit process to reduce NOx emissions - eliminate 

a process furnace 

(CCHS, 2003) 

Remove any unnecessary flanges from piping (CCHS, 2014) 

Remove operator blind and unneeded bleeder (CCHS, 2014) 

Reduce equipment as possible (e.g. elimination of three 

atmospheric blowdown towers and routing of process streams to 

a safer location) 

(CCHS, 2010) 

Remove tubing as possible (e.g. tubing associated with unused 

local high regen pressure override. Breaking or leaking tubing 

would cause CCU upset as the large blast off valve would fail 

open)  

(CCHS, 2011b) 

Remove tubing connection from old injection quill (e.g. 

stainless-steel tubing connection from old Amine injection quill 

on steam line in deisobutanizer unit) 

(CCHS, 2014) 

Minimize the size of equipment as possible: (e.g. an existing 

tower was replaced with a smaller diameter tower thereby 

reducing inventory volume. This also decreased the volume of 

hydrocarbon feed to a furnace by 20% which reduces the furnace 

firing rate and carbon footprint)  

(CCHS, 2019c) 
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Replace and update old equipment (e.g. scrubber) to lead to 

reduction of inventory 

(CCHS, 2007) 

Remove unused Ĳò nipples and bleeder valves from Fuel Gas 

piping 

(CCHS, 2009) 

Dismantle Jet Additive Piping and Injection Equipment that is no 

longer used, reduced the contents of hazardous materials in the 

plant 

(CCHS, 2005b) 

Reduce length of distributor piping to address risk of potential 

corrosion of caustic wash drum inlet distributor piping causing 

leaks to environment. This results in eliminating the corrosion 

mechanism by not allowing the process flow to enter the 

turbulent regime which could make it be corrosive. 

(CCHS, 2005b) 

Demolish column bottoms piping that are no longer in use and 

act as a large dead leg with a potential for leaks to the 

environment. Removal eliminates the potential for high corrosion 

and leaks.  

(CCHS, 2005b) 

Remove in-service valves and piping associated with instruments 

that were previously removed; eliminate valves as potential leak 

points and eliminate dead leg piping 

(CCHS, 2005b) 

Eliminate the cross connection from the economizer inlet water 

to the attemperating water to prevent economizer inlet water 

from contaminating attemperating water 

(CCHS, 2005a) 

Eliminate the Silicone Day Tank by installing facilities to pump 

directly from the Bulk Storage Tank to the coke drums to prevent 

overflow scenarios of silicone antifoam 

(Phillips 66, 

2016) 

Wastewater Remove equipment or piping that is no longer needed due to the 

development of a new procedure or technique (e.g. remove 

chemical wash-out line after a new procedure for washing tanks 

is developed for more effective chemical washing of reactors, 

settlers).  

(CCHS, 2010; 

CCHS, 2017) 
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Modify piping to consider ways to eliminate flow to process 

sewers 

(CCHS, 2010) 

Target long term goal of zero wastewater discharge - 

implementation of wastewater facility upgrades to reduce or 

eliminate discharge 

(CCHS, 2007) 

Minimize equipment as possible (e.g. four sludge ejectors on the 

API separator were demolished) 

(CCHS, 2017) 

Modify piping and consider ways to eliminate flow to process 

sewers 

(CCHS, 2010) 

Pipe Dead legs  Replace level transmitter with remote seal design to eliminate 

potential dead leg 

(CCHS, 2007) 

Remove steam line deadleg piping (CCHS, 2014) 

Correct dead leg pipe arrangement (e.g. dead leg downstream of 

heat exchanger tube side) 

(CCHS, 2010) 

Modify piping to eliminate dead legs (CCHS, 2010) 

Change equipment design to eliminate dead leg potential (CCHS, 2007) 

Moderation Operating Conditions Reduce pump discharge pressure to stay below maximum 

allowable operating pressure in the lines and hoses 

(CCHS, 2017) 

Stabilize the fuel gas (FG) header pressure by methodically 

removing FG from FG consuming furnaces in response to a 

significant decrease in FG header pressure (stable FG header 

pressure eliminates a cause of unstable conditions in FG 

consuming furnaces). 

(CCHS, 2011b) 

Use of vacuum fractionation tower to reduce operating 

temperatures and pressures 

(CCHS, 2010) 

Material Concentration Switch from anhydrous dimethyl amine to 60% aqueous 

dimethyl amine 

(CCHS, 2003) 

Switch from 99% monoethanolamine to 85% monoethanolamine 

in order to eliminate the need for insulation around the water 

treatment tanks. This reduces the potential for a fire.  

(CCHS, 2008) 
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Use of aqueous ammonia rather than anhydrous ammonia in 

emission control system helps reduce the off-site consequence of 

an ammonia release. 

(CCHS, 2008) 

Process Design Eliminate hazard by routing material to an alternate/safer 

location 

(CCHS, 2007) 

Review pressure drop in butane unloading piping and pump 

discharge pressure and install lower head pump if possible 

(CCHS, 2010) 

Modify distribution piping in reactor for improved flow 

distribution and reduced potential for hot areas in catalyst beds. 

This addresses issue of unplanned shutdowns of reactor due to 

plugged beds caused by poor quench distribution.  

(CCHS, 2005b) 

Process Flow 

Deviations 

Install restricting orifice in the bypass line and replace pressure 

safety valve to minimize the likelihood of an overpressure 

scenario 

(CCHS, 2018) 

Reduce hydrocarbon pump impeller (CCHS, 2017; 

CCPS, 2001) 

Replace pump motors with those of a lower horsepower (CCHS, 2014) 

Install restricting orifice in control valve line to minimize the 

likelihood of an overpressure scenario 

(CCHS, 2019c) 

Reduce pump impeller size, thereby derating the pumpôs 

maximum discharge pressure below piping pressure rating at the 

discharge 

(CCHS, 2019c) 

Install restricting orifice in blowdown line to minimize the 

likelihood of an overpressure scenario 

(CCHS, 2018) 

Pumps may operate beyond the design rate resulting in seal 

failures and leaks to the environment. Install speed controllers 

and discharge restriction orifices to prevent operation outside of 

design. 

(CCHS, 2005b) 

Spills Re-route the water drain to a safe location instead of the ditch to 

prevent potential personnel exposure 

(CCHS, 2017) 
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Modify water drain piping on butane spheres to moderate 

potential consequences of butane release through water drains 

(CCHS, 2009) 

Reconfigure safety valve piping to ensure free draining and 

ensure adequate relief path 

(CCHS, 2018) 

Combustible Solids Use particles configuration with higher Minimum Ignition 

Energy (MIE) or surface treat particles to change conductivity 

and resistivity properties that reduce the chance of a static charge 

buildup 

(CCHS, 2011b) 

Moderation ï 

Limitation of 

Effects  

Hazardous Equipment Remove sample stations at process unit (CCHS, 2008) 

Eliminate glass gauge to eliminate exposure to hazard (CCHS, 2008) 

Eliminate atmospheric PSVs (CCHS, 2014) 

Eliminate Drexelbrok probe (instrumentation) (CCHS, 2014) 

Remove instrumentation from the bridle of the degasser and 

replace with a field gauge glass only 

(CCHS, 2014) 

Remove mesh sleeve from Y strainer (CCHS, 2014) 

Hazardous Operations Limit manual operations such as filter cleaning, manual 

sampling, hose handling for loading/unloading operations, etc. 

(CCHS, 2010) 

Improve current samples stations to mitigate potential exposure 

to hazardous materials (e.g. H2S) 

(CCHS, 2017) 

Use closed loop sample stations prevent personnel exposure (CCHS, 2003) 

Eliminate trailer transfer of hazardous material (e.g. hydrofluoric 

acid) through piping project 

(CCHS, 2003) 

Moderation ï 

Domino/Knock-

On Effects 

Process Unit Siting Change railcar storage location to minimize impact of potential 

accidental release on occupied structures 

(CCHS, 2009) 

Locate hazardous process units to eliminate or minimize adverse 

effects from adjacent hazardous installations 

(CCHS, 2006) 

Consider mitigating proximity of Mini Blower trip/throttle valve 

oil line to heat source to prevent potential plugging 

(CCHS, 2006) 

Simplification 

 

Pipe Integrity 

 

Remove steam back-door control valve and install a pipe spool (CCHS, 2014) 

Remove drain line off the gauge glasses and installed bull plugs (CCHS, 2014) 
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Consider addition of valve to SCOT absorber drain pipe to 

remove a dead-leg, which becomes plugged with corrosion 

products in the MDEA 

(CCHS, 2013) 

Redesign and replace pipe spools on pressure swing absorption 

(PSA) vessel blow-down outlets, eliminating pipe strain and 

cracking potential due to severe cyclic pressure service 

(CCHS, 2008) 

Eliminate external jackets on piping to minimize the hazard and 

simplify process piping design 

(CCHS, 2006) 

Valves Replace bottom de-heading valves on Delayed Coker Drums 

with slide valves (integral chute moderates potential 

consequences) 

(CCHS, 2009) 

Replace relief valve with a balanced bellows valve to mitigate 

potential high back pressure relief scenario 

(CCHS, 2018) 

Upgrade unit depressuring system design by replacing MOVôs 

with depressuring control valves 

(CCHS, 2018) 

Operation and 

Maintenance 

Reduce small batch production which leads to reduction of 

employee exposure 

(CCHS, 2008) 

Reconfigure safety valve piping to minimize inlet line pressure 

losses. 

(CCHS, 2018) 

Air gap nitrogen system from the recycle gas compressor seal gas 

system to prevent contamination or other process hazards 

(CCHS, 2017) 

Remove unneeded equipment from service and air gap 

abandoned line (Note: it is ideal that abandoned piping be 

removed as well) 

(CCHS, 2014) 

Replace blind in bypass line with orifice to prevent plug 

formation in dead leg 

(CCHS, 2007) 

Change spools in unit so that isolation facilities are not 

compromised in the event of pump removal 

(CCHS, 2007) 

Reduce the potential of a hazard by eliminating liquid 

accumulation points or vibration stress 

(CCHS, 2005b) 
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Outfit equipment (e.g. compressor) with double blocks with 

bleeds to avoid rolling feed gas blinds during compressor 

isolation 

(CCHS 2019; 

CSB, 2019d) 

Equipment and Unit 

Design 

Improve existing process design by implementing only piping 

changes rather than higher operating pressures and additional 

mechanical equipment 

(CCHS, 2005b) 

Upgrade design of the Second Stage Reactor liquid distribution 

and quench tray internals and improved design and number of 

temperature indicators 

(CCHS, 2018) 

Replace temporary hoses with permanent pipe and supports on 

ground water extraction wells at outfall 

(CCHS, 2017) 

Establish surface condenser condensate as the primary 

attemperating water source since attemperating water should be 

condensate or demineralized water only 

(CCHS, 2005a) 

Consider standardizing all gasket materials. Multiple gasket 

types create error opportunities 

(CCHS, 2007) 

Robustness of 

Equipment and 

Materials of 

Construction  

Upgrade mechanical seal O-rings (CCHS, 2019c) 

Replace vessel with a higher pressure rating (CCHS, 2018) 

Upgrade hazardous material facility (e.g. phosphoric acid) to 

reduce exposure to potential vehicular impact 

(CCHS, 2017) 

Human Factors Consider an upgraded HMI (human-machine interface) to 

address control system human factors 

(CCHS, 2019c) 

Consider human factors and protect buttons/controls from 

inadvertent operation/push (may install a cage around the button, 

move or remove the button) (e.g. solenoid test button on boiler 

fuel gas supply control as part of burner management safety 

system)   

(Tesoro, 2016) 

Examine opportunities for process control upgrades for the 

electrical and on-line control systems. This may include 

transferring the safety critical controls and shutdowns from a 

(CCHS, 2010) 
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hard wired/relay-based system to a solid-state system. These 

upgrades can improve overall system reliability and provide 

future flexibility and upgradeability to the critical safety system. 

Improvements to the HMI and controls to reduce human error 

should be examined, thereby giving the operations team more 

convenient information regarding plant status, thus simplifying 

operations.  

Relocate equipment to enhance ergonomic access (CCHS, 2010) 

Removal of access for personnel to a hazardous situation (CCHS, 2008) 

Install maximum set-point/output change limits in control system 

(e.g. Honeywell DCS) to avoid major plant upsets due to 

typographical errors on set-point/output changes 

(CCHS, 2005b) 

Standardize control system GUS graphic buttons between 

different control consoles to minimize confusion when operators 

transition to another console 

(CCHS, 2005b) 

Dismantle redundant differential pressure switch, if i ts function 

is served by another pressure differential transmitter 

(CCHS, 2005b) 

Standardize relief flow measurements in refinery to one standard 

unit (e.g. MMSCFD) if different units are currently used for flow 

measurements in relief system 

(CCHS, 2005b) 

Prevent confusion for LPG truck drivers by replacing all loading 

hoses with the self grounding type. This prevents confusion that 

can arise if drivers are required to connect a separate bonding 

cable to prevent static electricity discharge at some facilities, 

while other facilities have self grounding loading hoses with no 

separate bonding cable.  

(CCHS, 2005b) 

Develop a control system setpoint/output entry error protection 

program that eliminates the possibility of entering an incorrect 

value. This prevents continual entry errors for critical controllers 

made by board operatorsô resulting in major plant upsets.  

(CCHS, 2005b) 
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Equipment Utilities Install an additional regulated power transformer and power 

panel to supply power to critical instruments, eliminating a single 

point failure mechanism 

(CCHS, 2008) 

Pumps Minimize releases by redesigning pump seal (CCHS, 2010) 

Eliminate gear couplings (CCHS, 2005a) 
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4.4 Hierarchy of Controls 

 

The current state of the barriers ï what barriers, and types of barriers and safeguards are in 

place ï must be understood first, after which potential ISD barriers can be considered prior 

to moving on to other controls in the hierarchy. The approach for identifying and 

considering barriers should follow the hierarchy of controls ï ISD should be considered 

first, followed by passive controls, then active controls and lastly administrative controls. 

This is aligned with the structure and approach to risk management like that outlined by 

Amyotte (2013) in Figure 4-1. This is also aligned with the hierarchy of hazard control 

analysis (HCA) described in the state of Californiaôs Process Safety Management for 

Petroleum Refineries regulation.   
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Figure 4-1. From Amyotte (2013) ï a systematic approach to loss prevention 

incorporating the hierarchy of controls (adapted from Kletz and 

Amyotte (2010) with the modification that the inherent safety 

princip les of minimization, substitution, moderation and 

simplification can all be effective for both prevention and mitigation 

purposes (Amyotte et al., 2011)) (with permission) 
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4.5 Life Cycle Stage 

 

The life cycle stages of a process are as follows based on CSA (2017): 

a. conceptual design, 

b. facility siting, 

c. preliminary and process design, 

d. detailed engineering design, 

e. construction, 

f. commissioning and start-up, 

g. operations/maintenance, 

h. revamps/modifications, 

i. decommissioning, and 

j. site closure. 

 

ISD should be able to find its way into different life cycle stages. For this protocol, the two 

broad-based life cycle stages that are considered are design and operation. It is recognized 

that ISD is most effective when addressed during the design stages. Maher et al. (2012) 

describes different ways ISD can be considered during the conceptual design phase, the 

FEED (front-end engineering and design) phase, detailed design phase and the 

procurement/construction phase. The justifiable changes and decisions at the design stage 

may be different than those at an operational stage. If a process has been in operation and 

there have been no significant incidents, it may be difficult to justify major capital projects 

and expenditures based on ISD (CCPS, 2009). The feasibility of identified ISD 
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recommendations needs to be taken into account in this protocol. The practicality and 

reasonability of ISD recommendations must be considered. When developing the protocol, 

ensuring the life cycle stage is considered was necessary. It was ideal that the protocol be 

developed so it can be used at both the design and operational life cycle stages.  

While bow ties are typically used during the operational life stage (CCPS/EI, 2018), bow 

ties can also be used at the design stage. Bow ties can allow for qualitative assessment of 

barriers as risk management strategies; bow ties can show if there are enough barriers being 

used, as well as any degradation factors and their respective degradation controls 

(CCPS/EI, 2018). At the design phase, the proposed barriers can be examined ï it can be 

determined if these barriers are relevant and sufficient, and the need for additional barriers 

and degradation controls can be assessed. 

For the design phase protocol, the strengths of the bow tie can be leveraged for design 

verification. The values of the bow tie at the design stage include (CCPS/EI, 2018): 

- to show if diverse barriers are being proposed, 

- to provide a comprehensive list of barriers, as well as respective degradation factors 

and controls, 

- to help clarify if the barriers are effective and adequate (which can help determine 

if additional barriers and degradation controls are needed), and 

- to help complete a risk assessment without detailed P&IDs (which is valuable at 

the high-level design stage). 

The scope of the bow tie diagram needs to be established at the outset (CCPS/EI, 2018). 

At the design stage, the scope of the bow tie diagram in this protocol is to review the 
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proposed design to determine if there are any opportunities to use ISD barriers and 

qualitatively assess design options based on barrier efficacy. The feasibility of any 

identified opportunities must be assessed. 

In the operational life cycle stage, bow ties highlight the types of barriers that are being 

used. If threat or consequence pathways do not have a variety of barrier types (e.g. only 

active or administrative use), these highlight potential opportunities for incorporation of 

ISD or passive controls. As previously discussed, the need to assess the feasibility of 

incorporating ISD at the operational life cycle stage, as in the design stage, was 

emphasized.  

For this current iteration of the developed protocol, the need to address life cycle stage 

considerations was captured within a ñFeasibility and Recommendationsò protocol stage. 

The need to create two separate protocols for each of the design and operational life cycle 

stages was not identified, as the objectives and approach of the protocol are the same for 

both the design and operational life cycle stages:  

- model the hazardous scenario as a bow tie diagram,  

- identify current barriers with respect to the hierarchy of controls,  

- identify new opportunities to incorporate ISD, 

- mitigate residual risk with other controls in the hierarchy, and 

- document opportunities, assess feasibility and make recommendations. 
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4.6 Feasibility and Recommendations 

 

As described by CCPS (2009), when ISD opportunities are identified, a ñscreening 

evaluationò should be performed to determine the feasibility. Factors to consider include 

cost, technology limitations, security, operability, safety or other contributors. The 

consideration of life cycle within this protocol encompasses some of the aforementioned 

factors, including cost. A cost-benefit analysis will be needed to choose between the 

identified options; a simple qualitative judgement by an experienced study team may be 

sufficient (Ellis, 2016). 

The protocol may identify potential ISD opportunities that result in elimination of a hazard, 

or a threat or consequence line (such as using alternate reaction chemistry or eliminating 

the storage of a hazardous chemical), or reduction of the likelihood or magnitude of the 

threat or consequence (such as reducing the stored inventory of a hazardous chemical or 

designing an exclusion zone). All different ISD opportunities should be documented. These 

different potential barrier approaches can either be documented on the same bow tie or 

separate bow ties depending on the complexity of the diagram and the barriers identified. 

In the interim, keeping these different design options in the same bow tie will allow the 

PHA team to qualitatively assess them and determine which design options are feasible. 

This allows the different layers of protection schemes to be compared with each other (as 

stated by CCPS, 2009) in order to properly inform recommendations and decision-making.  
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4.7 Protocol Overview and Flowchart 

 

Based on the protocol development analysis and discussions in the previous Sections 4.1-

4.6, a high-level flowchart for protocol was developed as follows: 

 

Figure 4-2. High level protocol flowchart 

 

 

 

Build bow tie diagram for proposed design or operational 

facility 

Document Opportunities, Feasibility and 

Recommendations 

Use Example-Based Guidance to identify potential new 

ISD barriers that reduce the probability or severity of 

threats or consequences 

 

Assess adequacy of barriers on each threat and 

consequence line and mitigate residual risks with other 

controls in hierarchy 

Identify proposed or existing barriers with respect to 

hierarchy of controls 

Use Example-Based Guidance to identify potential new 

ISD barriers that eliminate hazards, threats or consequences 
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4.8 Configuration of BowTieXP Software 

 

While the example-based guidance can easily be collected and consolidated in a simple 

Excel spreadsheet or table, the existing BowTieXP software structure can be leveraged to 

configure and store the ISD data within the BowTieXP software. The System Groups field 

in BowTieXP is used to store information related to barriers. For the current research, the 

System Groups field can be used to create an example-based guidance library for ISD 

barriers. This library or database can serve to provide users with a consolidated location to 

access example-based guidance while completing the protocol. This incorporates some 

aspects of the ISD checklist approach that is commonly used along with the visual benefits 

of the bow tie. As stated in Chapter 3, a benefit associated with the ISD checklist approach 

is that the questions can promote thinking outside the box and brainstorming since they are 

broad and open-ended. A challenge noted with ISD checklist questions is they are worded 

in a manner that focuses more on the ISD principle and are sometimes very broad.  

To configure this example-based library, it is important that the organization is intuitive 

and allows users to navigate the example-based guidance easily to find relevant ISD 

barriers for the specific scenario being analyzed. At present, it is found that it is beneficial 

to relate the example-based guidance categories to threats, hazards, consequences. For 

example, if a user is searching for potential ISD barriers to control the threat of corrosion 

in a pipe, system group names such as ñpipe integrityò or ñmaterial of constructionò are 

intuitive places to search. While it is important to provide the user insight into which ISD 

principle (substitution, minimization, moderation, simplification) is being applied, more 

granular detail that relates the example-based guidance to the bow tie diagram is clearly 
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beneficial. This contrasts the example-based guidance component of this research with the 

checklist approach contained in CCPS (2009), which is categorized and organized on the 

basis of ISD principle. 

To create the example-based guidance library and import the data into BowTieXP, the 

Scrap Book function can be used. A current challenge is that the Scrap Book function must 

be used manually to import the data row-by-row. This emphasizes the need for the 

example-based guidance spreadsheet to be configured to make this import and drag-and-

drop intuitive. For the current research, a sample of example-based guidance was imported 

into the software (which is shown in Appendix D). Recommended future work is the 

importation of all example-based guidance. 

The Look Up Tables are another feature of BowTieXP that can be used during the protocol, 

which provide metadata about the bow tie elements. The Barrier Type Look Up Table can 

be configured to the controls in the hierarchy (ISD, passive, active, administrative). The 

benefit of categorizing the barriers by control type is that it encompasses and displays all 

the layers of protection. The barrier type can be displayed on the bow tie and, along with 

colour coding, these labels allow users to easily understand the diversity of barrier types 

being deployed. The Barrier Category Look Up table is also beneficial for this protocol and 

is populated with the ISD principles. Images of the BowTieXP configuration are shown in 

Appendix D. 
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4.9 ISD Bow Tie Workshop 

 

Following the findings in the literature regarding the success of ISD-focussed workshops, 

as well as aligning with the PSM element Training and competency, it is identified that 

training would be needed to adopt the protocol as a viable tool within an organization. A 

workshop package that provides a high-level overview of combining the two concepts of 

bow tie diagrams and ISD was prepared and delivered for the PEAS 4773 Industrial Safety 

and Loss Management class (Dalhousie University) as two tutorial sessions. This ISD bow 

tie workshop package is included in Appendix D. Future work for this workshop package 

includes modifying and tailoring it to be suitable for an industrial PHA team comprised of 

broad backgrounds (e.g. engineers, operators). Based on feedback from the PEAS 4773 

students, more time to use the software should be provided, as students also expressed 

interest in using the software for capstone design projects.  

The ISD bow tie workshop package in Appendix D has the following high-level structure: 

1. Introduction to the bow tie methodology. 

2. Overview of the hierarchy of controls and how it aligns with bow tie diagrams. 

3. Completion of ISD/bow tie methodology exercises (could be completed using bow 

tie modeling software if available in the organization). 

 

The workshop encompasses the following material: 

¶ Overview of the bow tie method, including definitions of the bow tie elements and 

formulating these elements (as described by CCPS/EI, 2018). 
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¶ Fundamentals of hierarchy of controls and ISD, with an emphasis on ISD 

principles, example-based guidance and ISD barriers in bow ties. 

¶ Group exercises for workshop participants to build bow tie diagrams together 

(exercises developed by workshop facilitators could be based on worked examples 

found in CCPS/EI, 2018): 

o Workshop participants identify barrier types and barrier categories (where 

barrier types relate to the hierarchy of controls and barrier categories are the 

ISD principles). 

o Workshop participants identify any current ISD barriers/considerations and 

propose any potential ISD considerations. 

¶ Completion of a bow tie example based on a word problem to help encourage 

brainstorming. This exercise entails a written description of a scenario and design 

details where participants draw a bow tie based on the description and identify 

potential opportunities for ISD considerations. 

 

Organizers and facilitators should prepare a comprehensive package for distribution prior 

to conducting the workshop. The workshop package and structure would benefit from 

consideration of Bloomôs Taxonomy of Educational Objectives to help elucidate the 

instructional objectives and learning outcomes. Kletz and Amyotte (2010) include 

instructional objectives specifically for ISD. Examples of workshop learning outcomes 

include: 

¶ Knowledge Base: Explain the bow tie methodology for process hazard analysis. 
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¶ Use of Engineering Tools, Problem Analysis: Use the bow tie methodology and the 

full hierarchy of controls to model hazardous scenarios related to process safety. 

¶ Teamwork, Communication Skills: Collaborate with team members to develop bow 

tie diagrams for risk communication. 

 

The workshop environment is an important consideration. Facilitators should use an 

appropriate space that promotes brainstorming, teamwork and creative thinking, as 

emphasized by Edwards et al. (2015). Facilitators should also collect participant feedback 

for continuous improvement. It is important to understand the best way for the workshop 

to be administered in the organization to ensure its effectiveness. At the beginning and end 

of the workshop, facilitators should encourage participants to consider what they hope to 

learn from the session. Upon completion, facilitators should ask participants to reflect to 

see if they learned and accomplished what they hoped to, and share feedback on how the 

workshop could be improved. Following this educational training workshop to help 

personnel understand ISD and the bow tie methodology, an ISD workshop like that detailed 

in Edwards et al. (2015) can be used in the organization to apply the ISD/bow tie protocol 

to new scenarios.  
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CHAPTER 5      

PROTOCOL VERIFICATION 

 

This chapter discusses the protocol verification that was completed. First, an overview of 

the protocol verification completed with the Bhopal gas tragedy case study is provided. 

Second, the findings of each step of the protocol application are discussed. Lastly, the 

ability of the protocol to identify ISD barriers is discussed. This is also detailed in Rayner 

Brown et al. (2020); this chapter contains relevant excerpts. 

5.1 Description of Protocol Verification 

 

The details of the Bhopal gas tragedy are described in Section 2.4.1. Numerous reviews of 

the disaster have found there were opportunities for ISD application (Khan and Amyotte, 

2003; Kletz and Amyotte, 2019; NRC, 2012). Hence, this case study will be used for the 

protocol verification to determine its ability to identify documented ISD barriers. 

 

5.2 Protocol Application 

 

This section and series of bow ties demonstrate the progression of the protocol application. 

5.2.1 Stage 1 ï Build Bow Tie Diagram 

 

As per the first stage of the protocol, a bow tie diagram was drawn to represent the scenario 

associated with the hazard of MIC storage tanks and the loss of containment (LOC) of MIC 

as the top event (Figure 5-1). This bow tie provides a high-level overview of some of the 

risks associated with the storage of methyl isocyanate (MIC) for pesticide manufacturing 
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at the Bhopal facility at the time of the incident (Bowonder, 1987; NRC, 2012; Vaughen 

and Bloch, 2016). The references identified in Section 5.1 provide a more comprehensive 

description of the manufacturing process and other technical issues and risks involved. The 

application of the protocol for this verification exercise was completed at the operational 

life cycle stage. 
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Figure 5-1.  Bow tie diagram of Bhopal gas tragedy describing hazardous scenario associated with hazard of MIC in storage 

tank and top event of loss of containment of MIC. 
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5.2.2 Stage 2 ï Identify Existing ISD Barriers 

 

The second stage of the protocol builds on the bow tie drawn previously (Figure 5-1). Each 

barrier was categorized with respect to the hierarchy of controls and existing ISD barriers 

are identified.  As seen in Figure 5-1, barriers were labelled and colour-coded based on the 

barrier type, which helps to easily communicate the different types of barriers being 

deployed. 

The bow tie diagram in Figure 5-1 demonstrates several things. First, the existing barriers 

are add-on passive and active engineered safety devices and administrative controls 

(procedures), which are known to be less effective and reliable based on the hierarchy of 

controls. The reduced effectiveness and reliability of these passive engineered, active 

engineered and administrative barriers is also evident by their associated degradation 

factors displayed in the diagram. Many of these degradation factors are associated with 

deficiencies in maintenance, which is an issue that has been well-documented (NRC, 

2012). It can also be noted that there is no barrier against rust contamination; the design 

specification stated that stainless-steel piping should be used, but this design specification 

was not followed, and carbon steel was used instead. 

 

5.2.3 Stages 3 and 4 ï Identify New ISD Barriers Using Example-Based 

Guidance 

 

Stages 3 and 4 of the protocol that outline the identification of new ISD barriers are both 

described in this section. The third stage of the protocol was completed next, where 
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example-based guidance was used to identify new ISD barriers that could be used to 

eliminate the hazard, threats or consequences; these are shown in Figure 5-2 with green 

labels reading ñISD Inherently Safer Design.ò Barrier categories are also included based 

on the ISD principles (minimization, substitution, moderation, and simplification) and are 

colour-coded (orange, red, blue, and purple, respectively). Note that degradation factors in 

the subsequent bow tie diagrams are still present, but are hidden due to space 

considerations. Referring to the example-based guidance in both Table 4-1 and Appendix 

C, potential ISD barriers are identified that could eliminate hazards, threats or 

consequences. The barriers added to the bow tie include substituting alternate reaction 

chemistry to manufacture the pesticide or eliminating the MIC storage.



87 

 

 

 

Figure 5-2. Bow tie diagram of Bhopal gas tragedy with identified ISD opportunities that eliminate hazard, threat or 

consequences.
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The fourth stage of the protocol was completed next, where example-based guidance was 

employed to identify new ISD barriers that could be used to reduce the likelihood or 

magnitude of threats or consequences. Referring to the example-based guidance in Table 

4-1 and Appendix C again, potential ISD barriers are identified, including using an 

alternate material of construction that is more corrosion resistant, reducing the MIC 

storage, or designing an exclusion zone around the facility to segregate the hazard (shown 

with green ISD labels in Figure 5-3). For simplicity, the barriers ñeliminate MIC storageò 

and ñminimize MIC storageò were combined in this bow tie. With respect to using more 

corrosion resistant materials of construction, in order to address the risk of a loss of 

containment event associated with rust contamination as previously mentioned, an 

inherently safer design barrier is to substitute the carbon steel pipe with more corrosion 

resistant pipe (minimum stainless steel).
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Figure 5-3. Bow tie diagram of Bhopal gas tragedy with identified ISD barriers that both eliminate or minimize likelihood or 

severity of hazards, threats or consequences.
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5.2.4 Stage 5 ï Identify Other Barriers in Hierarchy of Controls  

 

In the fifth stage of the protocol, additional barrier types from the hierarchy of controls 

were used to further reduce risk. In the Bhopal gas tragedy, it has been documented that an 

established shelter in place procedure (administrative barrier) for the surrounding residents 

could have mitigated the impacts of an MIC release. This mitigative barrier is shown in 

Figure 5-4 with a light blue barrier type label ñADM Administrative.ò 
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Figure 5-4. Bow tie diagram of Bhopal gas tragedy MIC after protocol application.
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5.2.5 Stage 6 ï Document Recommendations and Feasibility 

 

In summary, the following potential ISD barriers were identified: 

- substitute alternate reaction chemistry to manufacture pesticide,  

- eliminate or minimize MIC storage, 

- use alternate material of construction that is more corrosion resistant and, 

- design an exclusion zone around the facility to segregate the hazard. 

Considering the life cycle stage, an ISD measure that may be feasible is eliminating or 

minimizing the MIC storage, as MIC is a reaction intermediate and large stored quantities 

are not critical for pesticide production. The other identified ISD barriers (alternate reaction 

chemistry, exclusion zone) are clearly more feasible and effective when considered in the 

design phase.  

The ISD barrier of using an alternate material of construction (stainless steel instead of 

carbon steel) would involve an extensive refurbishment if all affected materials were to be 

replaced, and hence is very important to consider at the design stage and construction. As 

previously stated, stainless steel was specified in the design, which was not implemented 

during construction. This is indicative that there were conditions and factors present that 

were able to degrade or defeat this ISD barrier; as with other barriers, there are conditions 

that can render ISD barriers ineffective. There are degradation factors associated with ISD 

barriers and it is critical that the effectiveness of ISD barriers is maintained via degradation 

controls.  
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5.3 Discussion of Protocol Verification 

 

In closing, the technical literature describes several ways in which ISD could have played 

a role in preventing and mitigating the Bhopal gas tragedy. Bow tie diagrams help to 

communicate hazardous scenarios like that at Bhopal; the current protocol further helps to 

identify potential ISD opportunities to manage risk.   

Considering the life cycle stage, it is clear that some of the barriers identified (e.g. reaction 

chemistry) are more suitable and feasible to implement when considered at the design 

stage.  

The protocol verification also showed that ISD barriers have degradation factors associated 

with them that must be considered. Degradation controls/barriers must be in place to 

prevent ISD barriers from failing. In this scenario, examples of these include management 

of change or project design review. These controls may help prevent stainless steel from 

being substituted with less inherently safe carbon steel. Degradation controls are also 

necessary to prevent the accumulation of large stored inventories of MIC (quantities 

increased for production interests, despite its known toxicity). The clear necessity to 

explicitly consider degradation factors and controls for ISD barriers is explored further 

during the Protocol Validation in the following chapter.  
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CHAPTER 6 PROTOCOL VALIDATION  

 

This chapter details the protocol validation. First, an introduction to protocol validation is 

provided, which is contrasted with verification completed previously. Second, the scope of 

the validation is outlined, following by two case study validations. This chapter concludes 

with recommendations for protocol refinements based on the findings of the validation 

exercises.  

 

6.1 Introduction 

 

The ideal protocol validation is its application in a truly predictive manner in a PHA setting 

in an industrial organization. The protocol could be applied to a hazardous scenario where 

an incident has not arisen from a failure of safety systems and it could be determined how 

inherently safer design (ISD) barriers can be identified and incorporated within the bow tie 

methodology. In the case of limited organization knowledge (as with the current research), 

the validation can also be completed using industrial case studies, which was the approach 

that was used in the current protocol validation work. Amyotte et al. (2011) states that CSB 

reports are a valuable database of past incidents that can be used in the performance of 

PHAs; one of these reports will be used for a validation exercise. Similarly, an incident 

investigation report from an event at a facility regulated under the Contra Costa County 

Industrial Safety Ordinance is used for the second validation exercise. The use of case 

studies emphasizes the value of lessons learned from process safety incidents. 
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Data from these incident investigation reports was used and the protocol was applied to 

identify ISD barriers. The incidents involve the loss of containment of a hazardous material 

from a heat exchanger. Incidents involving heat exchangers were used because they are a 

common piece of equipment; there are a number of incidents with a broad range of root 

causes and threats that could lead to a loss of containment. Pasha et al. (2017) highlights 

numerous failure incidents of shell and tube heat exchangers. 

 

6.1.1 Contrast of Validation and Verification 

 

Protocol validation follows protocol verification, where the protocol was tested on a known 

scenario (the Bhopal gas tragedy). As described in the previous section, in this case study, 

the root causes of the incident, the barrier deficiencies, consequences and opportunities for 

ISD consideration are all known retrospectively; protocol verification determined if the 

protocol requirements are met (identification of potential ISD barriers and incorporation 

into bow tie diagrams). In contrast, the objective of the protocol validation component of 

this research was to determine if the usersô needs can be met (ability to identify potential 

ISD barriers and incorporate into bow tie diagrams) when the protocol is applied to a 

hazardous scenario without previous knowledge of potential ISD considerations. 

 

6.2 Scope of Protocol Validation  

 

The emphasis of this protocol validation was to determine the ability of the protocol to 

allow users to explicitly incorporate potential ISD barriers within bow tie diagrams using 



96 

 

example-based guidance in scenarios without previous knowledge of ISD opportunities. 

Additionally, findings of the validation exercises were used to refine and improve the 

protocol. This refined protocol and corresponding flowchart are described next in Chapter 

7 Refined Protocol. 

This protocol validation also investigated in more depth the recognition and consideration 

of degradation factors and degradation of ISD barriers highlighted in the previous Protocol 

Verification chapter. The feasibility of implementing ISD barriers with respect to life cycle 

is also discussed further in this chapter. 

6.2.1 Departures from Protocol Flowchart 

 

The scope of the protocol validation exercises in this chapter was limited to identifying 

potential ISD recommendations and did not extend to identifying other barriers in the 

hierarchy, which was a departure from the protocol flowchart in Section 4.7. The protocol 

stage that involves examining the use of other types of controls in the hierarchy to mitigate 

residual risk after ISD has been incorporated was not completed in these validation 

exercises. In the case of this protocol being used in practical applications by a PHA team, 

the team members would use their intimate knowledge of the scenario and the organization 

to identify specific and appropriate recommendations of additional safety measures in the 

hierarchy (procedures, alarms, training) that would be relevant and pertinent to the situation 

and organization. Within this current protocol validation exercise, due to limited 

organizational knowledge, these specific recommendations for passive, active and 

administrative controls were not incorporated into the bow tie diagrams.  
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Another deviation from the protocol flowchart that is notable was the two stages of ISD 

barriers identification. One stage focusses on the elimination of the hazard, threat or 

consequence, followed by another that focusses on reducing the likelihood or severity ï 

these were considered concurrently in the protocol validation, rather than separately as in 

the flowchart.  

 

6.3 Validation Case Study #1 ï Heat Exchanger Rupture and Ammonia 

Release in Houston, Texas, The Goodyear Tire and Rubber Company 

 

The first protocol validation was completed with CSB (2011): Heat Exchanger Rupture 

and Ammonia Release in Huston, Texas, The Goodyear Tire and Rubber Company. This 

case study was selected for protocol validation because the report does not explicitly 

identify any opportunities for the incorporation of ISD within lessons learned and 

recommendations. This allowed the ability of the protocol to identify potential ISD 

considerations to new scenarios to be determined. 

6.3.1 Incident Overview and Details 

 

The following excerpts from CSB (2011) provide an overview and details of the incident. 

This case study examined a heat exchanger rupture and ammonia release at The Goodyear 

Tire and Rubber Company plant in Houston, Texas. The rupture and release injured six 

employees. Hours after plant responders declared the emergency over; the body of an 

employee was discovered in the debris next to the heat exchanger.  

An isolation valve was closed between the heat exchanger shell (ammonia cooling side) 

and a relief valve to replace a burst rupture disk under the relief valve that provided over-
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pressure protection. Maintenance workers replaced the rupture disk on that day; however, 

the closed isolation valve was not reopened. The next day, to carry out steam cleaning of 

the process line piping, a block valve isolating the ammonia pressure control valve from 

the heat exchanger was closed. The steam line was connected to the process line to clean 

the piping. The steam flowed through the heat exchanger tubes, heated the liquid ammonia 

in the exchanger shell, and increased the pressure in the shell. The closed isolation and 

block valves prevented the increasing ammonia pressure from safely venting through either 

the ammonia pressure control valve or the rupture disk and relief valve. The pressure in the 

heat exchanger shell climbed until it violently ruptured. The rupture threw debris that 

struck and killed a Goodyear employee walking through the area. The rupture also released 

ammonia, exposing five nearby workers to the chemical. One additional worker was 

injured while exiting the area.  

The employee tracking system failed to properly account for all workers and as a result, 

Goodyear management believed all workers had safely evacuated the affected area. Several 

hours later, after plant operations had resumed, a supervisor assessing damage in the 

immediate incident area discovered the body of a Goodyear employee located under debris 

in a dimly lit area. 

 

6.3.2 Identification of Potential ISD Barriers Using Example-Based 

Guidance  

 

To begin this protocol validation exercise, the incident was modelled as a bow tie diagram. 

Due to space limitations, Figure 6-1 shows the left side of the bow tie. Figure 6-2, Figure 

6-3 and Figure 6-4 show the right-side of the bow tie, with the degradation factors for the 



99 

 

emergency response training, the plant alarm and the badge system being displayed, 

respectively. These bow tie diagrams are drawn as conditions and operations existed at the 

time of the incident. As previously stated, the scenario was modelled as a bow tie diagram 

because it visually communicates how a hazardous scenario/loss of containment event can 

arise and the barriers that are in place to prevent and mitigate such event. The language of 

the barriers and degradation factors and controls based on the report was updated from an 

incident investigation/retrospective perspective to a more predictive or speculative 

perspective more consistent with hazard analysis. The barrier types with respect to the 

hierarchy of controls were identified; as seen in Figure 6-1 to Figure 6-4, no ISD barriers 

are currently identified. 
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Figure 6-1. Left  side of bow tie diagram representing hazardous scenario involving loss of containment of pressurized 

anhydrous ammonia in heat exchanger.  
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Figure 6-2. Right side of bow tie diagram representing hazardous scenario involving loss of containment of pressurized 

anhydrous ammonia in heat exchanger. Degradation factors associated with emergency response are displayed. 
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Figure 6-3. Right side of bow tie diagram representing hazardous scenario involving loss of containment of pressurized 

anhydrous ammonia in heat exchanger. Degradation factors associated with plant alarm system are displayed. 
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Figure 6-4 Right side of bow tie diagram representing hazardous scenario involving loss of containment of pressurized 

anhydrous ammonia in heat exchanger. Degradation factors associated with badge system are displayed. 
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In the next stage of the protocol, potential ISD considerations were identified using the 

example-based guidance library. This library was used to find specific ISD applications 

that are relevant to the scenario, as well as the basis for identifying potential solutions that 

were investigated further using additional literature review. In practical applications of the 

protocol, the expertise present in a PHA team would help facilitate this. The potential ISD 

barriers that were identified using the example-based guidance are shown in Table 6-1. The 

feasibility of implementing these ISD barriers is discussed in Section 6.3.3. It is important 

to underscore that the barriers in Table 6-1 that were identified may be more feasible 

depending on the lifecycle stage in which this scenario is being considered. It is understood 

that not all these barriers are possible or feasible at the operational stage. However, all the 

ISD barriers that are identified have been documented and included in the table to ensure 

that they are considered and assessed for feasibility of implementation. It is important to 

recognize and document all possibilities, as the potential exists for process risk to still be 

intolerable using the other controls in the hierarchy and a large, costly change (e.g. change 

the heat exchanger) must be made, even during the operational life cycle stage.  
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Table 6-1. Potential ISD barriers for case study #1 identified using example-based guidance 

ISD Principle ISD Barrier Identified Using Example-Based Guidance Reference 

Minimization  Use a more efficient type of heat exchanger that could reduce the inventory of ammonia, 

as well as make it easier to have an exclusion zone/smaller footprint 

(CCPS, 2009; Lees, 

2005) 

Substitution Consider the use of less toxic heat transfer medium - use CO2 instead of ammonia - 

while not without risks (e.g. asphyxiation) 

(CCPS, 2009) 

Use alternate type/design of heat exchanger instead of shell and tube that is less prone to 

fouling so hazardous operation of steam cleaning is reduced (e.g. Alfa Laval 

Compabloc, plate heat exchanger) 

(Alfa Laval, 2019; 

Kananeh and Peschel, 

2012; Kletz and 

Amyotte, 2010) 

Use an alternative material of construction that is most compatible for the application in 

order to reduce the incidence/tendency for fouling (due to corrosion, for example) so 

hazardous operation of steam cleaning is reduced 

(CCHS, 2005; CCHS, 

2008; Kletz and 

Amyotte, 2010; Muller-

Steinhagen, 2011) 

Use an alternate method of cleaning (e.g. chemical, mechanical) to remove fouling 

instead of steam 

(Muller-Steinhagen, 

2011) 

Moderation Separate people from hazardous equipment to reduce personnel exposure to ammonia (CCHS, 2008; Kletz and 

Amyotte, 2010) 

Separate people from hazardous equipment to prevent debris from striking personnel (CCHS, 2008; Kletz and 

Amyotte, 2010) 

Consider the way equipment will fail and locate or design the equipment to reduce 

consequences 

(Kletz and Amyotte, 

2010) 

Locate hazardous process units to eliminate or minimize on-site impacts on emergency 

response and communication facilities 

(Kletz and Amyotte, 

2010) 

Simplification Use equipment (e.g. gate valves with rising spindles) to clearly indicate open or closed 

position 

(CCPS, 2009; Kletz and 

Amyotte, 2010) 

Design both shell- and tube-sides of heat exchangers to contain the maximum attainable 

pressure (MAWP) (Design equipment with an MAWP to contain the maximum pressure 

generated without reliance on pressure relief systems, even if the "worst credible event" 

occurs.) 

(CCHS, 2010; CCHS, 

2011b; CCPS, 2009; 

Kletz and Amyotte, 

2010) 
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Consider human factors - clear information about normal and abnormal process 

conditions. Safety alarms are easily distinguishable. 

(CCPS, 2009; Kletz and 

Amyotte, 2010) 
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The ISD barriers identified in Table 6-1 were incorporated into a bow tie diagram. Based 

on page space restrictions, the left side (preventative barriers) and right side (mitigative 

barriers) are also shown separately in Figure 6-5 and Figure 6-6. All of the ISD barriers 

that were identified in the table have been included in the bow tie to ensure that they are 

considered and are assessed for feasibility.  
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Figure 6-5. Preventative barriers of bow tie diagram for LOC of ammonia in heat exchanger with ISD barriers incorporated . 
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Figure 6-6. Mitigative barriers of bow tie diagram for LOC of ammonia in heat exchanger with ISD barriers incorporated .
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6.3.3 Life Cycle Stage Consideration 

 

After identifying the potential ISD barriers, the feasibility of implementing them was 

assessed with respect to the life cycle stage. The barriers that may be more suitable to 

implement at the design stage include substituting the material of construction, substituting 

the heat exchanger type, designing the equipment to withstand maximum attainable 

pressure and using a less toxic heat transfer medium. In contrast, changing the method used 

to clean fouling, as well as making safety alarms easily distinguishable, may be 

accomplished during the operational stage. 

 

6.3.4 ISD Barrier Degradation Factors and Controls 

 

As previously discussed in Chapter 5, it is important to acknowledge ISD barriers can also 

be defeated and these degradation factors must be identified in order to implement 

degradation controls to ensure that the effectiveness of the ISD barriers are maintained. 

CCPS/EI (2018) discusses the need for a barrier and degradation control management 

program within the PSM system. Excerpts from CGE (2017) are included in this section to 

generate examples of degradation factors for ISD barriers (these excerpts are also included 

in the bow tie workshop package in Appendix D). Degradation factors generally fall into 

the following three categories (CGE, 2017):  

- Human factors: anything a person does to make a barrier less effective 

- Abnormal conditions: anything in the environment that causes a barrier to be put 

under strain 

- Loss of critical services: if a barrier relies on an outside service, losing that service 

might cause it to lose effectiveness 
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The following questions can be used to identify ISD barrier degradation factors: 

- Are there any circumstances under which this barrier will not work? 

- How can we ñdestroyò this barrier? 

- Has this barrier failed in the past (i.e. implicated in incidents or near misses?) 

 

Using the guidance above, the following degradation factors for ISD barriers were 

identified: 

- Gradual changes in process and conditions and now ISD solution is no longer 

sufficient (abnormal conditions) 

- Quantities/material inventories increase because reason for minimization not 

documented (human factors) 

- Material of construction changed because reason for substitution not documented 

(human factors) 

- Operating procedures not updated with new maintenance methods, so hazardous 

activity continues (human factors) 

 

Examples of these degradation factors are shown in Figure 6-7 and Figure 6-8 in excerpts 

of the bow tie diagram (for space considerations): 
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Figure 6-7. Example of degradation factor of ISD barrier related to abnormal 

conditions 

 

 

Figure 6-8. Example of degradation factor of ISD barrier related to human factors 
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Degradation controls must be included to prevent the ISD barriers from being defeated by 

the degradation factors. Excerpts from CCPS/EI (2018) and CGE (2017) are included to 

generate examples of degradation controls for ISD barriers. Broad examples of degradation 

controls based on human and organization systems include engineering standards, 

contractor management, management of change systems, training, Job Safety Assessments 

and stop work authority. Specific examples include design review checking application of 

standards and HAZOP study to confirm integrity of design against feasible deviations 

(CCPS/EI, 2018). Following the three categories of degradation factors outlined earlier, 

corresponding controls include: 

- Human factors: training and induction, supervision and mentoring, qualifications 

and certifications, auditing and verification 

- Abnormal conditions: prediction and proper preparation (e.g. weather forecasts), 

maintenance and repairs, inspection and testing, redundancy and spares, design and 

specifications 

- Loss of critical services: backup systems (backup power), clean shutdown systems 

(design / trip systems) 

 

The following questions can be used to identify degradation factor controls: 

- What do we do to control the condition that reduces the effectiveness of this barrier? 

- Will this escalation factor automatically lead to the breaking of its barrier or do we 

have means to avoid this? 

- Did we account for this escalation factor to exist? 
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Using the guidance above, the following ISD barrier degradation factor controls were 

identified: 

- management of change program to prevent/address quantities from increasing 

- management of change program and hazard analysis to address process/conditions 

changes 

- training for operators on new maintenance procedures 

- audit/verification of new maintenance methods 

- inspection of equipment to determine state of fouling 

- documentation of operating conditions and determination of predictive fouling rate  

- management of change and hazard analysis for facility siting when installing new 

equipment, completing expansions, changing facilities 

- verification, tracking, trending, documentation of inventory quantities  

 

Figure 6-9 and Figure 6-10 show examples of degradation factors and degradation controls 

in excerpts of the bow tie diagram (for space considerations) for some of the ISD barriers 

identified through the protocol.  



115 

 

 

Figure 6-9. Degradation controls for ISD barrier related to human factors 

 

 

Figure 6-10. Degradation controls for ISD barriers related to human factors and 

abnormal process conditions 
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6.3.5 Conclusions 

 

Several potential ISD barriers were able to be identified using example-based guidance for 

a case study scenario without previous knowledge of ISD considerations. A broad range of 

barriers were identified, from substituting the heat transfer fluid to preventing fouling in 

order to reduce the hazardous maintenance activities. ISD barriers for degradation controls 

were also identified (upgrading alarm systems and locating emergency systems away from 

hazardous units). Some of these barriers are more feasible to implement early in design 

stages rather than after the process is operational. It is beneficial to identify and document 

all potential ISD considerations, then evaluate the feasibility based on life cycle stage in 

order to encourage open, creative thinking. The same creative thinking must also be used 

to consider the ways ISD barriers can be defeated to identify degradation factors and their 

respective controls to ensure barrier effectiveness. Degradation factors identified include 

gradual changes in process conditions and inadequate documentation to ensure ISD 

changes are maintained. Degradation controls identified include inspection and 

management of change programs. 

 

6.4 Validation Case Study #2 ï Contra Costa County ISO ï Chemtrade West 

US LLC ï Oleum Spill and SO3 Release 

 

This incident was used as a case study for protocol validation because, while there were 

some ISD-based corrective actions that were identified using ISD checklist questions 

(CCHS, 2019), the validation would determine if additional ISD barriers could be 

identified using this protocol. The use of a case study from CCHS also underscores the 

value of this data that is available about current practical applications of ISD. 
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6.4.1 Incident Overview and Details 

 

An excerpt describing the incident from CCHS (2019) is as follows: ñAn oleum1 leak on a 

heat exchanger resulted in a vapor cloud release of sulfur trioxide (SO3). The site contacted 

911 to shut down the adjacent highway as a precaution to prevent any potential off-site 

impacts from the vapor cloud. The initial estimate of the release was 106 pounds, which 

was recalculated at 38 pounds. The Reportable Quantity (RQ) for SO3 is 100 pounds. A 

potential RQ exceedance was reported to the National Response Center, California Office 

of Emergency Services, the local County Hazardous Materials division and the Bay Area 

Air Quality Management District.ò 

The inlet head of the heat exchanger was installed improperly. An impingement plate was 

installed on the discharge side head, rather than the inlet side head as the design specified. 

This resulted in accelerated corrosion rates. The inlet head on the heat exchanger was 

installed without an impingement plate. The following is a description of the heat 

exchanger operation. Returning oleum cascaded by gravity into the heat exchanger from 

the strippers. With this cascading, SO3 vapor was also carried into the vessel. When these 

vapor bubbles reached the head (and early tube sections) they were re-absorbed into the 

oleum causing the bubble to collapse similar to cavitation. When this happened, the 

protective iron sulfate layers on the metal surfaces were removed causing accelerated 

localized corrosion. Without the impingement plate, the bubbles had greater propensity to 

collapse at the very bottom of the inlet head due to the slightly greater pressure there, which 

 
1 Oleum (also known as fuming sulfuric acid) is a corrosive liquid involved in the manufacturing of sulfuric 

acid (CCHS, 2020). 
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increased the corrosion rate in that area. Since the tubes have little or no corrosion 

allowance, they usually fail first. Without a definitive method of complete vapor removal, 

it is expected that similar tube failures will continue approximately every 18 months. 

 

6.4.2 ISD Corrective Actions Identified Using Inherently Safer Systems 

Checklist Under CCHS ISO 

 

The report stated the ISD checklist was used to identify corrective actions; a corrective 

action that was identified was to remove the heat exchanger from the process 

(minimization). As stated in the report ñthe heat exchanger, installed for energy and steam 

conservation, is of questionable value for either energy conservation or cost benefit.ò 

(Chemtrade, 2018). It is noted that, while elimination of this heat exchanger is the most 

effective measure at removing this hazard and preventing this incident from occurring at 

this facility in the future since this removal requires a permit from the Bay Area Air Quality 

Management District (BAAQMD), it may not be immediately feasible. The subsequent 

analysis using the protocol application will identify additional ISD barriers that could be 

implemented, should this heat exchanger not be able to be removed.  

 

6.4.3 Identification of Potential ISD Barriers Using Example-Based 

Guidance  

 

The hazardous scenario associated with oleum in a heat exchanger was modelled as a bow 

tie diagram, shown in Figure 6-11, as the process conditions existed at the time of the 

incident.  
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Figure 6-11. Bow tie diagram representing hazardous scenario associated with oleum in heat exchanger 
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The example-based guidance was used next to identify potential ISD barriers, which are 

described in Table 6-2. The ISD barriers that were identified primarily relate to avoiding 

the specific impingement/cavitation corrosion risk. This is aligned with Revie (2015) - 

ñfrom a corrosion hazard perspective, it is imperative that we avoid the concerns early in 

the design of the facility (FEED) rather than trying to control or take protective measures 

later during operations. The first aim is to eliminate the corrosion hazard by substituting 

vulnerable alloys with more suitable materials.ò The ISD barrier of thicker tube walls was 

identified and included based on details in the incident report: ñsince the tubes have little 

or no corrosion allowance, they usually fail first.ò  
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Table 6-2. Potential ISD barriers for case study #2 identified using example-based guidance 

 

ISD Principle ISD Barrier Identified Using Example-Based Guidance Reference 

Minimization  None identified N/A 

Substitution Design or select equipment to be impervious to the corrosion 

mechanisms that are present given the materials of construction and 

within the process, and the operating conditions (i.e., temperature, 

pH, concentration, viscosity, etc.). Use alternate material of 

construction that is more resistant to corrosion (corrosion-resistant 

alloy, CRA) from SO3 vapour. 

(CCPS, 2009; Revie, 2015) 

 Increase wall thickness of heat exchanger tubes to allow for more 

corrosion resistance. Upgrade heat exchanger tube bundle wall 

thickness to minimize likelihood of loss of containment due to 

corrosion. 

(CCHS, 2019c) 

 Avoid cavitation - use alternate heat exchanger design that is less 

prone to localized corrosion due to cavitation. Redesign heat 

exchanger - a longer shell will allow the inlet valve to be moved 

away from the tube bundle, so it is not placed directly above the 

tubes. 

(Enerquip, 2019) 

Moderation Buffer zone around facility or site facility away from highway Kletz and Amyotte (2010) 

Simplification None identified N/A 

 

1
2
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Another potential ISD barrier identified using the example-based guidance is to design 

equipment so it can be easily determined if it has been assembled or installed incorrectly, 

or does not allow for incorrect assembly (CCPS, 2009; Kletz and Amyotte, 2010). The 

corrective action that was identified in the incident report ñOther possibilities might include 

installation of locating pins in the flanges to prevent misassemblyò is aligned with this 

principle, except these add-on locating pins can be classified as a passive device. If there 

was another way for the heat exchanger to be redesigned in an inseparable way so that the 

impingement plate could not be installed incorrectly, this could qualify as an ISD barrier. 

The proximity of the facility to a roadway that warranted the highway to be closed as stated 

in the incident report highlights the need for consideration of moderation and facility siting 

in the form of a buffer zone, although this is clearly a consideration for the design stage.  

The ISD barriers identified in Table 6-2 were incorporated into the bow tie diagram in 

Figure 6-12.   
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Figure 6-12. Bow tie diagram for LOC of oleum in heat exchanger with ISD barriers incorporated.  
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6.4.4 Life Cycle Stage Consideration 

 

As highlighted in the previous section, there were not many ISD barriers identified that 

could be easily implemented in the operational life cycle stage. The ISD barriers that were 

identified that involve redesign of the heat exchanger (new material of construction, longer 

shell, thicker tube walls) would be costly and at the operational life cycle stage would need 

to be evaluated to determine if it is prohibitively expensive. The passive barrier of installing 

locating pins identified in the incident investigation report is likely more inexpensive and 

is in the next preferred control in the hierarchy compared with the other administrative 

controls identified in the report (e.g. documentation, inspection).  

 

6.4.5 ISD Barrier Degradation Factors and Controls 

 

 

Using the guidance in Section 6.3.4, the degradation factors and controls in Figure 6-13 

and Figure 6-14 were identified (the left side and right side of the bow tie are shown 

separately for space considerations). 
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Figure 6-13. Left  side of bow tie diagram with degradation factors and controls ISD barriers for LOC of oleum in heat 

exchanger. 
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Figure 6-14. Right side of bow tie diagram with degradation factors and controls ISD barriers for LOC of oleum in heat 

exchanger.  
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This was also a valuable opportunity to examine potential degradation factors associated 

with the ISD barrier that was identified in the incident investigation report (removal of heat 

exchanger from process). As stated earlier, the removal of this heat exchanger may or may 

not be feasible, as a regulatory permit is required to remove it. It is important to understand 

challenges associated with this barrier and identify controls to help ensure it is effective. 

Using the guidance for identifying degradation factors and controls, the following 

degradation factors associated with this barrier were explored. As previously discussed, 

ñSubmit a permit application to the BAAQMD to remove the heat exchanger from the 

processò was included as a corrective action in the incident investigation report 

(Chemtrade, 2018). A potential degradation factor is the permit is not granted and the heat 

exchanger cannot be removed from the process. It is challenging to identify a degradation 

control for this, given there are regulatory requirements that must be met. Given the stated 

reason for the heat exchanger installation (steam and energy conservation) and mention of 

the cost-benefits of this being questionable, it is recommended that a strong case study and 

cost-benefit analysis be completed by the stakeholder for the regulator to clearly 

demonstrate the justification for the heat exchangerôs removal (this would be considered 

the degradation control in this case).  

Another corrective action stated in the report associated with the removal of the heat 

exchanger is ñReview possible elimination of this heat exchanger from the stripper oleum 

loop and develop a timeline for achievement.ò A potential degradation factor associated 

with this action is the possibility for confusion over the heat exchanger being removed 

entirely from the facility (removal of equipment) as opposed to removing it from the 

process via isolation. In order to ensure the equipment is entirely removed, rather than 
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isolated, clear documentation and an effective management of change program needs to be 

in place.  

6.4.6 Conclusions 

 

In closing, the protocol did not identify numerous ISD barriers that could easily be 

implemented during the operational life cycle, and the author agrees with the corrective 

actions that were detailed in this incident investigation report. As previously stated, the 

corrective action that was identified using the ISD checklist (removal of the heat 

exchanger) is a potential barrier and the feasibility of such barrier was being explored by 

the facility stakeholders. The value this protocol brought to this case study was highlighting 

the need to consider the degradation factors associated with the ISD barrier that was 

successfully identified in the incident investigation report. It is clear the removal of the 

heat exchanger must be justifiable, and its removal must be completed in an effective 

manner through a strong management of change program.  

As highlighted earlier when discussing the installation of locating pins to prevent 

misassembly, there is value in categorizing corrective actions with respect to the hierarchy 

of controls. This provides an indication of how effective corrective actions may be in 

preventing another incident. This supports the undergraduate research project based on the 

CCHS ISO incident investigation reports mentioned in Section 3.1 that is currently 

underway at Dalhousie University.  

6.5 Conclusions and Recommendations 

 

In conclusion, the two protocol validation exercises successfully demonstrated that 

example-based guidance can be used to identify potential ISD barriers that be incorporated 
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within bow tie diagrams. Based on the findings of the protocol validation, it was identified 

that it would be beneficial to emphasize two additional considerations in the protocol flow 

chart: life cycle stage and identification of degradation factors and controls of ISD barriers. 

These improvements and refinements are made to the protocol and flowchart next in 

Chapter 7 Refined Protocol. 

Lastly, as previously stated, it is recommended that further protocol validation be 

completed within the industrial organizationôs PSM framework in a predictive manner 

within a PHA setting comprised of subject-matter experts. This would be very beneficial 

for the protocol development and refinement in numerous ways, some of which include: 

- to help elucidate how well this protocol works when applied by a diverse team,  

- to determine how well the example-based guidance works to promote creative 

thinking and brainstorming to identify potential ISD barriers, and 

- to determine other examples of degradation factors and controls for ISD barriers. 
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CHAPTER 7 REFINED PROTOCOL 

 

Based on the findings of the protocol validation, the protocol flowchart was updated with 

the clear inclusion of the life cycle stage and degradation factors and controls. The 

objective of this improved protocol was to encourage the identification of all potential ISD 

barriers, while also ensuring that recommendations are feasible and practical, given the 

realistic limitations that are encountered during the design and operational stages of a 

process. This iteration of the protocol flowchart, shown in Figure 7-1, includes two 

additional stages for the explicit consideration of the life cycle stage and identification of 

degradation factors and controls. It is expected that additional protocol validation within 

an industrial organizationôs PSM framework would promote continuous improvement of 

the protocol and lead to further refinement. 
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Figure 7-1. Refined protocol 

 

  

Build bow tie diagram for proposed design or operational 

facility 

Document Opportunities, Feasibility and 

Recommendations 

Use Example-Based Guidance to identify potential new 

ISD barriers that reduce the probability or severity of 

threats or consequences 

 

Identify degradation factors and degradation controls for 

ISD barriers 

Identify proposed or existing barriers with respect to 

hierarchy of controls 

Use Example-Based Guidance to identify potential new 

ISD barriers that eliminate hazards, threats or consequences 

  

Evaluate feasibility of ISD barriers with respect to current 

life cycle stage 

Assess adequacy of barriers on each threat and 

consequence line and mitigate residual risks with other 

controls in hierarchy 
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CHAPTER 8      

CONCLUSIONS 

 

In conclusion, a protocol for incorporating ISD into the bow tie methodology for process 

hazard analysis was successfully developed. The protocol was verified using the Bhopal 

gas tragedy and validated using case studies. The protocol was refined and improved based 

on findings of the protocol validation. This protocol is a tool that can be incorporated into 

an organizationôs PSM framework, which will allow ISD to be considered explicitly and 

systematically. 

The following are recommendations for future work: 

- validation and refinement within an industrial organizationôs PSM framework; 

application in predictive PHA setting 

- refinement of the ISD bow tie workshop package to address feedback from PEAS 

4773 students and to tailor it for personnel in industrial setting 

- expansion of the example-based guidance for other industries 

- migration of all example-based guidance into the BowTieXP software, or 

development of a user-friendly, specialized ISD database with improved 

searchability and user-interface 

- incorporation of example-based guidance into other PSM elements, such as 

incident investigation and root cause analysis 

- more detailed and systematic consideration of feasibility with respect to life cycle, 

including the development of protocols tailored to specific life cycle stages 
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APPENDIX A PROTOCOLS FOR INCORPORATION OF ISD INTO PSM 

 

 

 

 

 
 

Figure A-1. An inherent safety-based management of change protocol (Amyotte et 

al., 2007) (with permission) 
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Figure A-2. An inherent safety-based incident investigation methodology (Goraya et 

al., 2004) (with permission) 
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APPENDIX B INHERENTLY SAFER DESIGN SURVEY 

 

Survey ï 

Inherently Safer Design and Process Hazard Analysis 

We would like to understand the current industry best practices for incorporating 

inherently safer design (ISD) within process hazard analysis (PHA). The objective of this 

survey is to collect information about the current state of PHA and applications of ISD in 

practical settings. This survey is a component of thesis work being completed by 

Kayleigh Rayner Brown under the supervision of Dr. Paul Amyotte (Dalhousie 

University) and Dr. Faisal Khan (Memorial University of Newfoundland). 

Any identifying information will be kept confidential. 

Please complete and return to Kayleigh at kayleigh.brown@dal.ca  

Guidewords and Definitions:  

Inherently safer design (ISD) - An approach to process safety that focusses on the 

elimination of hazards, rather than reliance on safety equipment.  

 

Based on four principles/guidewords: minimization, substitution, moderation and 

simplification (CCPS, 2009)  

 

Process hazard analysis (PHA) - Hazard evaluation methods that help identify and 

analyze dangers associated with processes. May also be called process hazard review, 

hazard assessment, hazard study, hazard identification and review analysis, etc. 

 

Analysis methods include: Safety Review, Checklist, What-If, Failure Modes and Effects 

Analysis (FMEA), Hazard and Operability Analysis (HAZOP), Fault Tree, Event Tree, etc. 

(CCPS, 2008) 
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 Survey Responses 

Chemical Consulting Oil and Gas Oil and Gas 

What 

barriers exist 

in your 

organization 

for explicitly 

considering 

or 

incorporating 

ISD? 

¶ ISD is often 

incorporated.  

¶ The incorporation 

decision relies on the 

project engineer. 

 

 

 

 

 

It shall be 

included in 

design, PHAs 

and revalidations 

 

¶ Project focused (i.e. cost, 

schedule, deliverable) 

¶ Not people living in the 

run organization or the 

legacy organization 

¶ EPC type project people 

who leave or move on 

¶ Lack of competent process 

engineers 

¶ Unproven technology 

¶ Trial and error type 

mentality 

¶ Innovation world; pilot to 

commercialization without 

legislation requirements 

¶ Unknown, unaware of 

hazards 

¶ Front line operations are 

now being trained to do 

their own PHAs and not 

educated to think out of the 

box and designing ISD 

because they have defined 

ñlow risk MOCsò2  

¶ Lack of 

knowledge of 

what ISD is 

¶ ISD is not usually 

the lowest cost 

option in a 

design. Therefore 

not project 

management 

favoured 

¶ Schedule crunch 

disfavours going 

away from 

traditional design 

Does your 

organization 

No 

 

Yes No No 

 
2 EPC: Engineering, Procurement and Construction 

1
5

3 
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have a 

protocol for 

explicitly 

considering 

ISD? (yes/no) 

 

 

If yes, what 

protocol is 

used for 

considering 

ISD? 

 

 

 

 

 

Different option 

should be 

considered 

during design 

and technology 

reviewed during 

revalidation 

  

How has this 

protocol led 

to successful 

incorporation 

of ISD? 

 

 

 

 

 

+/- some 

evaluations are 

very superficial 

  

Are there any 

challenges 

associated 

with this 

existing ISD 

protocol?  

 

 

 

 

 

 

When costs are 

high 

  

How does 

your 

organization 

complete 

PHA? 

¶ New processes with 

HAZOP.  

¶ Standard processes 

are done from ópre-

filledô accident risk 

analysis (check lists 

Follow a 5-year 

revalidation 

schedule with 

checklist to 

ensure all aspects 

are covered, and 

audits 

In 3 parts: 

(1) For MOC 

(2) For 5 year revalidations 

(3) For major projects greenfield 

Much tougher for innovation 

projects 

Traditionally, per 

common CCPS 

approach: 

1
5

4 
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with standard 

safeguards) 

 

 

 

 

 

¶ DBM3 & 

EDS4 = What 

If  

¶ DE = Hazop 

and as needed 

FMEA5 

PHA triggered in MOC 

and Gates in Major 

Projects 

Is ISD 

incorporated 

into PHA? 

(yes/no) 

Yes Yes No. Very tough to qualitatively 

credit ISD as barriers in PHA. 

Either credits or safeguards against 

severity or likelihood 

Not really ï same theme 

as per ñ1ò 

If yes, how is 

ISD 

incorporated 

into PHA? 

¶ Considered in risk 

analysis as either 

eliminating the risk, 

reducing the 

consequence or PFDs 

based on CCPS 

values between -1 to -

3. 

¶ Depends on the 

barrier efficiency and 

reliability  

¶ May require regular 

margin 

ISD checklist for 

design 

  

 
3 DBM: Design Basis Memorandum 
4 EDS: Engineering Design Specifications 
5 FMEA: Failure Mode and Effects Analysis  

1
5

5 
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verification/validation 

and maintenance 

¶ PFD reduction of -1 

is accepted to take 

into account of a 

barrier put in place 

without detailed 

quantification 

¶ PFD reduction higher 

than -1 requires an 

expert justification 

¶ CCP1 example: 

protection on a 

machine that prevents 

the operator from 

putting his hands in 

rotating parts 

¶ Expert shall justify 

the use of CCP3 in 

regard to CCP2 (for 

example through a 

calculation notice, 

report, experimental 

testsé) 

¶ ISD are also favoured 

safeguards in the pre-

filled accident risk 

analysis 

 

1
5

6 
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Are there any 

challenges 

with this 

existing PHA 

protocol?  

We have issues with risk 

identification with the use of 

check lists as even standard 

plants tend to have slight 

variations.  Nevertheless we 

trust the use of these check 

list allows for better PHAs 

overall. 

 

 

 

 

 

Need good 

knowledge level 

of participants 

Yes, e.g. winterization hazard ï 

how to define ISD by moving it 

indoors vs. steam or electric heat 

tracing 

 

Is there 

another 

contact in 

your 

organization 

that could 

complete this 

survey?  

    

 

 

 Survey Responses 

Chemical Manufacturing  Agri Commodity  

1. What barriers exist in your 

organization for explicitly 

considering or incorporating 

ISD? 

¶ Cost and effectiveness 

¶ Mainly existing facilities 

where it is more difficult 

¶ Quality standards, 

approved procedures 

and methods for 

aerospace (for 

N/A 

1
5

7 
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to incorporate ISD 

principles. 

example, chemical 

processes that are 

approved or not 

approved for 

aerospace standards) 

¶ Budgets (cost vs 

benefit, ROI) 

2. Does your organization have 

a protocol for explicitly 

considering ISD? (yes/no) 

Yes No explicit protocol 

currently exists 

I donôt have any comments 

on ISD. 

a. If yes, what protocol is 

used for considering 

ISD?  

¶ Training is provided to 

engineers called ñSafety in 

Designò. It focuses on 

ISD. 

¶ Loss Prevention Standards 

trigger the use of ISD 

principles during the 

design of facility 

modifications. 

¶ Our Management of 

Change (MOC) process for 

facility changes 

specifically requests to 

compare alternatives based 

on ISD principles during 

the preliminary hazard 

review stage.   

¶ Some aspects are 

considered at the 

design approval 

stage - REACH 

chemicals of 

concern, CRE 

chemicals, updated 

design and/or 

regulatory standards, 

company MORs 

¶ On occasion, for 

larger undertakings, 

ACE events will take 

place (3P planning 

events) in advance 

¶ Improvements are 

being seen early in 

design stages for 

robotic cells with 

risk review being 

N/A 

1
5

8 
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conducted in 

advance 

¶ Management of 

change process 

exists; however, 

original design is 

typically already 

finalized at that point 

b. How has this protocol 

led to successful 

incorporation of ISD?  

Examples are: 

- Elimination of fired 

heaters as distillation 

tower reboilers. 

- Elimination of long bolts 

flanges. 

- Minimization of number 

of flanges. 

 

Some examples:  

¶ tank enclosures and 

covers 

¶ enhanced ventilation  

¶ ERT6 access for 

emergencies 

¶ secondary 

containment 

¶ ergonomic 

improvements 

¶ chemical handling 

and storage 

improvements 

¶ safer design for 

maintenance tasks, 

alarms, leak 

detection 

N/A 

c. Are there any 

challenges associated 

Lack of expertise on what 

constitute ISD.  

 

¶ initiating early 

enough in design 

stage;  

N/A 

 
6 ERT: Emergency Response Team 

1
5

9 
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with this existing ISD 

protocol?  
¶ change management,  

¶ $ 

¶ vendor expertise 

3. How does your organization 

complete PHA?  
¶ For new and modifications 

to facilities, a three- level 

approach is used (from 

preliminary to detailed 

process design reviews).  

¶ The main tools used are 

WHAT-IF and HAZOP 

(with LOPA7). 

¶ Existing facilities are 

subject to revalidation 

PHAs on a five-year cycle.  

¶ HRA 

¶ FHRA 

¶ PFMEA 

¶ root cause/CA  

¶ What-if/human 

factors checklists 

¶ HazOp in rare 

situations 

We do have a process safety 

management (PSM) program 

that regulates the review of 

our solvent plant 

PHA/HazOp every 5 years. 

This looks at the hazards of 

the process, identification of 

any previous incidents, 

engineering and 

administrative controls, 

consequences of failure, 

human factors, a qualitative 

evaluation of a range of the 

possible safety and health 

effects, and a risk ranking. 

The risk ranking looks at 

severity (people, property, 

environment, public 

relations, legal situation ï 

catastrophic, critical, major, 

minor, negligible)  and 

likelihood (frequent, 

probable, occasional, remote, 

improbable.) 

This identifies hazards and 

then action items are created 

 
7 LOPA: Layers of Protection Analysis 

1
6

0 
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to recommend safety 

improvements in the design 

and operation of the 

extraction process 

equipment. Action items are 

then completed in a timely 

manner, with documentation 

including MOCs and PSSR8 

as required. 

a. Is ISD incorporated 

into PHA? (yes/no)  

Yes I would not say so - 

PHA for us tends to be 

ongoing review of 

processes for risk 

mitigation, with the 

process/design already in 

place 

N/A 

b. If yes, how is ISD 

incorporated into 

PHA? 

¶ At the conceptual stage of 

a project, identified 

alternatives are ranked 

based on ISD principles.  

¶ At the detailed process 

design stage, 

simplification is 

incorporated into PHAs. 

 

 N/A 

c. Are there any 

challenges with this 

existing PHA 

protocol?  

Reaching balance when ISD 

principles may be in conflict: 

minimizing risk by using one 

ISD principle may create a 

¶ Sometimes more 

reactive than 

proactive (for 

N/A 

 
8 PSSR: Pre-Start Up Safety Review 

1
6

1 
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different risk or a risk in a 

different part of the process. 

example, as a result 

of an incident);  

¶ Change management 

could be improved 

(personnel 

recognizing when 

PHA needs to be 

reviewed /updated) 

 

 

1
62
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APPENDIX C      

EXAMPLE-BASED GUIDANCE  

 

Table C-1. Sample of example-based guidance from CCPS (2009), Kletz and Amyotte (2010), Mannan and Lees (2005), CCPS 

Process Safety Beacons and other resources. 

 

ISD Principle Hazard, Threat or 

Consequence Category 

ISD Example-Based Guidance 
Reference 

Substitution Hazardous Material Substitute flammable with non-combustible (CCPS, 2009) 

Substitute with less volatile (CCPS, 2009) 

Substitute with less reactive (CCPS, 2009) 

Substitute with more stable (CCPS, 2009) 

Substitute with less toxic (e.g. sodium hypochlorite 

instead of elemental chlorine) 

(CCPS, 2009) 

Substitute flammable heat transfer fluid (i.e. 

operated above flash point) with low pressure steam 

(CCPS, 2009) 

Substitute hydrofluoric acid (HF) with modified 

hydrofluoric acid (MHF), which contains a vapour 

suppressant 

(Blais, 2012)  

Substitute HF-based alkylation process to new HF-

free alkylation technology (ionic liquid and solid-

state alkylation technologies are emerging 

alternatives) 

(CCPS, 2009; CSB, 2019c) 

Replace flammable solvents with alternative 

solvents with a high flash point for many 

formulated products such as agricultural chemicals, 

dyes, adhesives, paints and coatings, and paint 

removers 

(Mannan and Lees, 2005) 

Reaction Chemistry Substitute manufacturing process with alternative 

process that uses less toxic raw materials ï for 

(CCPS, 2009) 

1
6

3 
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example, for manufacturing acrylonitrile, use new 

ammoxidation process that uses propylene and 

ammonia, rather than the conventional process that 

uses hydrogen cyanide 

Substitute manufacturing process with alternative 

process that uses less toxic raw materials ï for 

example, for manufacturing acrylic esters, use 

propylene oxidation process instead of the Reppe 

process that uses a toxic nickel carbonyl catalyst 

(CCPS, 2009) 

Substitute an alternative chemical that prevents the 

production of hazardous side reactions and products 

(e.g. vinyl chloride production in a reaction 

between sodium hydroxide and ethylene dichloride) 

(CCPS, 2009) 

Substitute conventional processes with alternative 

electrochemical techniques that may eliminate the 

hazardous materials or chemical intermediates or 

allow less severe operating conditions (e.g. 

napthaquinone, anisaldehyde, benzealdehyde) 

(CCPS, 2009) 

Combustible Solids Identify a non-combustible solid that can replace 

the combustible dust in the process 

(Amyotte et al., 2009; Mannan 

and Lees, 2005) 

Use explosion-proof vacuum in place of a broom 

for removing dust accumulations 

(Amyotte et al., 2009) 

Replace bucket elevators and other mechanical 

conveying systems with dense-phase pneumatic 

transport 

(Amyotte et al., 2009) 

Substitute process route ï for example, for 

preparation of powdered metals for refractory use 

(explosible aluminum/magnesium alloys); inert 

dust could be introduced at earlier stage of process 

(Amyotte et al., 2009) 

1
6
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to render the aluminum/magnesium alloys non-

explosible throughout manufacturing 

Pipe Integrity Use higher chromium content steel to prevent 

sulphidation corrosion 

(CSB, 2012) 

Replace any piping to remove the bimetallic welds 

(e.g. piping that is a mixture of carbon steel and 

chrome should be replaced with only chrome 

piping) 

(CCPS, 2012a)  

Minimization  Reactors Reduce inventory by using tubular reactors, which 

offer great potential as a reaction device; they can 

be used for many different applications (e.g. 

polymerization, carbonylation, dehydrogenation, 

hydrogenation, hydrocracking, hydroformulation, 

oxidative decomposition, partial oxidation, 

reforming) 

(CCPS, 2009; Mannan and 

Lees, 2005; Parr Instrument 

Company, 2019) 

Use reactive distillation, a form of Process 

Intensification (PI), that combines the unit 

operations of chemical reaction and distillation into 

a single piece of equipment. For example, a 

reactive distillation process for the manufacture of 

methyl acetate from methanol and acetic acid uses a 

single reactive distillation column and two auxiliary 

columns in place of a continuous reactor, an 

extractor and eight distillation columns 

(Mannan and Lees, 2005) 

Distillation Operations Modify and optimize distillation column packing 

and tray geometry to minimize hazardous liquid 

inventory 

(Mannan and Lees, 2005) 

Modify and optimize column base geometry to 

minimize hold-up of hazardous material 

(Mannan and Lees, 2005) 

1
6

5 



166 

 

Consider using centrifugal distillation devices, 

which have much smaller inventory 

(Mannan and Lees, 2005) 

Extraction Operations Consider using centrifugal extractors, which have 

much smaller volume than traditional extraction 

columns 

(Mannan and Lees, 2005) 

Heat Exchangers Use the most efficient heat exchanger possible. 

Various heat exchanger types have vastly different 

efficiency with respect to heat transfer area per unit 

volume of material inventory. For example, plate 

heat exchangers have a higher surface compactness 

than shell and tube exchangers; examine available 

design options to select the best for the application 

(Mannan and Lees, 2005) 

Material Inventory  Eliminate or reduce size of hazardous in-process 

storage inventory 

(CCPS, 2009) 

Reduce hazardous in-process storage and inventory 

by designing process equipment involving 

hazardous material with the smallest feasible 

inventory 

(CCPS, 2009) 

Equipment and Piping 

Inventory  

Minimize the length of hazardous material piping (Mannan and Lees, 2005) 

Design hazardous material piping for minimum 

piping diameter 

(Mannan and Lees, 2005) 

Remove deadleg piping (CCPS, 2009) 

Remove out of service, abandoned, or unnecessary 

equipment, such as vessels, piping, hazardous 

materials systems, towers, furnaces and boilers 

(Hendershot, 1999) 

Mixing Operations Use intensive mixers ï form of Process 

Intensification (PI) ï to minimize size of mixing 

vessel or reactor  

(CCPS, 2009) 

1
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Combustible Solids Minimize fuel loadings with respect to dust layers ï 

remove dust deposits from workplace to limit 

formation of dust suspensions 

(Amyotte et al., 2009) 

Minimize fuel loadings with respect to dust layers; 

minimize flat surfaces to prevent accumulation of 

combustible dusts 

(Amyotte et al., 2009) 

Moderation Operating Conditions Make operating conditions less severe (for 

hazardous reactants or products) by considering 

operating at lower pressure to limit potential release 

rate 

(CCPS, 2009) 

Make reaction conditions for hazardous reactants or 

products (temperature, pressure) less severe by 

using a catalyst 

(CCPS, 2009) 

Material Concentration Use less concentrated hazardous raw materials to 

reduce the hazard potential; use benzoyl peroxide 

as water wetted powder instead of pure, dry 

material 

(CCPS, 2009; Mannan and 

Lees, 2005) 

Use less concentrated hazardous raw materials to 

reduce the hazard potential; use aqueous ammonia 

or methylamine instead of the anhydrous material 

(CCPS, 2009) 

Material Form  Convert materials to a less hazardous form; in 

manufacturing/metal grinding applications, use 

briquetter to turn flammable metal turnings (e.g. 

magnesium) into briquettes instead of turnings 

(ATM Recycling Systems, 

2017), (PRAB, 2019), (RUF 

US Inc., 2016) 

Process Design Design the layout for processes handling flammable 

materials to minimize the number and size of 

confined areas and limit the potential for serious 

overpressure in the event of a loss of containment 

and subsequent ignition 

(CCPS, 2009) 

1
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Ensure process materials (e.g. heating/cooling 

media) are compatible with process materials in 

event of inadvertent contamination (e.g. due to a 

tank coil or heat exchanger tube failure) 

(CCPS, 2009) 

Design process units for hazardous materials to 

limit the magnitude of process deviations; select 

pumps with maximum capacity lower than safe rate 

of addition for the process 

(CCPS, 2009) 

Design process units for hazardous materials to 

limit the magnitude of process deviations; use pipe 

size or fixed orifice to limit the maximum feed rate 

of gravity-fed systems within safe limits 

(CCPS, 2009) 

Spills Direct spills of flammable materials away from 

storage vessels to reduce the risk of a boiling liquid 

expanding vapor explosion (BLEVE) in the event 

of a fire 

(CCPS, 2009) 

Prevent hazardous material liquid spills from 

entering drainage system/sewer (if potential for fire 

or hazardous reaction exists, e.g. water reactive 

material) 

(CCPS, 2009) 

Combustible Solids Handle solids in the form of larger particle size 

granules, pellets, beads, or prills, rather than a fine 

powder; reduces the potential for worker exposure 

and also increases the minimum explosible 

concentration, thus reducing the hazard of dust 

explosions 

(CCPS, 2009) 

Reduce worker exposure and dust explosion 

hazards by formulating dyes as liquids, wet pastes 

or slurries rather than dry solids or powders 

(CCPS, 2009) 
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Materials Storage Design equipment to contain the materials that 

might be present inside at ambient temperature or 

the maximum attainable process temperature - 

design for higher than the maximum allowable 

working temperature to accommodate loss of 

cooling (reduce the reliance on external systems 

like refrigeration to control temperature such that 

vapour pressure is less than equipment design 

pressure) 

(CCPS, 2009) 

Hazardous Material 

Transportation  

Locate the plant to minimize the need for 

transportation of hazardous materials - co-locate 

with supplier/customer 

(CCPS, 2009) 

Locate the plant to minimize the need for 

transportation of hazardous materials - on-site 

production of hazardous raw materials 

(CCPS, 2009) 

Storage Tanks Ensure sufficient space between tank and process 

areas 

(Kletz and Amyotte, 2019) 

Hazardous Equipment Use spectacle (or figure 8) blinds instead of slip-

plates 

(CCPS, 2009; CCPS, 2012b)  

Reduce potential error by minimizing the number 

of components, such as gaskets, nuts, bolts and 

flanges used  

(CCPS, 2009; Kletz and 

Amyotte, 2010) 

Process Unit Siting Consider limitation of effects; locate hazardous 

process units to eliminate or minimize on-site 

impacts on employees and other plant facilities 

including control rooms, fire protection systems, 

emergency response and communication facilities, 

and maintenance and administrative facilities 

(Kletz and Amyotte, 2010) 

Simplification 

 

Pipe Integrity 

 

Eliminate insulation on piping to minimize chance 

for corrosion under insulation (CUI)  

(Kletz and Amyotte, 2010) 
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Use fewer pipe seams and joints  (CCPS, 2009) 

Select appropriate pipe thickness/schedule that will 

provide extra corrosion/erosion allowance. For 

example, Sch 80 is thicker than Sch 40 and may 

provide more corrosion resistance 

(CCPS, 2009) 

Valves Use check valves with easy to identify direction of 

flow 

(CCPS, 2009) 

Use gate valves with rising spindles to clearly 

indicate open or closed position 

(CCPS, 2009) 

Operation and 

Maintenance 

Outfit equipment (e.g. compressor) with double 

blocks with bleeds to avoid rolling feedgas blinds 

during compressor isolation 

(CSB, 2019d) 

Use of dedicated hoses and compatible couplings 

for reactants where hose connections are used  

(CCPS, 2009; CSB, 2017) 

Robustness of 

Equipment and 

Materials of 

Construction  

Design equipment with an MAWP (maximum 

allowable working pressure) to contain the 

maximum pressure generated without reliance on 

pressure relief systems, even if the "worst credible 

event" occurs 

(CCPS, 2009) 

Use mixing feed nozzle instead of agitator or 

mechanical mixer for vessel mixing - these mixing 

nozzles have no moving parts, which makes them 

simple and reliable 

(CCPS, 2009) 

Use simple flare designs - avoid obstructions such 

as water seals, molecular seals, filters and flame 

arrestors, as these devices are prone to choke or 

freeze 

(Kletz and Amyotte, 2010) 

Use corrosion and creep resistant materials for 

furnace tubes  

(CCPS, 2009) 
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Design or select equipment to be impervious to the 

corrosion mechanisms that are present given the 

materials of construction and within the process, 

and the operating conditions (i.e. temperature, pH, 

concentration, viscosity) 

(CCPS, 2009) 

Eliminate use of glass, plastic or other brittle 

material as material of construction  

(CCPS, 2009) 

Human Factors Use logical arrangement of controls and displays 

that match operator expectations 

(CCPS, 2009) 

Use safety alarms that are easily distinguished from 

process alarms 

(CCPS, 2009) 

Heat Exchangers Design the shell and tube sides of liquid-to-liquid 

heat exchangers, and the tubes of air-cooled heat 

exchangers to contain the maximum attainable 

pressure on either side. Such a design eliminates 

reliance on pressure relief devices or other active 

safeguards 

(CCPS, 2009) 

Equipment Utilities Use independent power buses for redundant 

equipment to minimize consequences of partial 

power failures 

(CCPS, 2009) 

Pumps Use seal-less pumps (e.g. canned, magnetic drive)  (CCPS, 2009) 

Storage Tanks Ensure the design of drain valves system installed 

on dikes for rainwater removal allows for easy 

determination of valve status/position 

(open/closed); if valves are left open, spillage will 

be lost to drain 

(Kletz and Amyotte, 2019) 

Tanks containing incompatible materials are not 

sited within the same diking system 

(Kletz and Amyotte, 2019) 

Ensure the material of construction of the tank, the 

stored material and any impurities are compatible 

(Kletz and Amyotte, 2019) 
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Use sloped tank bottom design and piping 

configured for total drainage 

(Kletz and Amyotte, 2019) 

Equipment Assembly Design equipment that does not allow for incorrect 

assembly or at least allows an incorrect assembly to 

be apparent/determined. For example, design 

compressor valves with inlet and exit valves that 

are not interchangeable. 

(CCPS, 2009; Kletz and 

Amyotte, 2010) 

Design equipment that does not allow for incorrect 

assembly or at least allows an incorrect assembly to 

be apparent/determined.  For example, use flanged 

or welded pipes instead of screwed couplings and 

compression couplings. 

(Kletz and Amyotte, 2019) 

Equipment Status Use figure-eight/spectacle blinds that make it easier 

to see the position than blinds (spades or slip plates) 

(Kletz and Amyotte, 2010) 

Use gate valves with rising spindles that make it 

easier than non-rising spindles to show if the valve 

is open or closed  

(Kletz and Amyotte, 2010) 

Equipment Tolerance Use expansion loops in piping instead of bellows 

for thermal expansion; bellows are not tolerant of 

incorrect installation 

(CCPS, 2009; Kletz and 

Amyotte, 2010) 

Use articulated arms or fixed pipes instead of hoses 

for loading/unloading of hazardous materials 

(CCPS, 2009; Kletz and 

Amyotte, 2010) 

Process Operation 

Control  

Use robust processes that will still operate even 

though there are approximations 

in the model of the process on which the control 

system is based 

(Kletz and Amyotte, 2010) 

Process control limits are not close to maximum 

safe operating limits. Margin between control limit 

and maximum safe operating limits is wide to allow 

for recovery if needed 

(Kletz and Amyotte, 2010) 
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APPENDIX D EXAMPLE OF BOWTIEXP CONFIGURATION  

 

Images of the configuration of the BowTieXP software for the protocol are included in Figure D-1 and Figure D-2. 

 

Figure D-1. Sample of systems group configuration in BowTieXP with ISD example-based guidance. 

 

1
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Figure D-2. Barrier Category and Barrier Type look up table configuration in BowTieXP. 

 

1
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APPENDIX E ISD BOW TIE WORKSHOP PACKAGE  

 

Time: Approximately 3 hours 

 

Learning Outcomes: 

1. Knowledge Base: Understand bow tie methodology for process hazard analysis 

2. Use of Engineering Tools, Problem Analysis: Use BowTieXP to model hazardous 

scenarios related to process safety 

3. Teamwork, Communication Skills: Collaborate with team within workshop 

environment to develop bow tie diagrams  

 

Structure of the Workshop: 

1. Introduction to the bow tie methodology 

2. Overview of the hierarchy of controls and how it aligns with bow tie diagrams 

3. Bow tie methodology exercises in BowTieXP software 

 

The content of this package is largely based the following references and contains relevant 

excerpts: the Center for Chemical Process Safety (CCPS)/Energy Institute (EI) concept 

book Bow Ties in Risk Management (CCPS, 2018), the CGE Risk Management BowTieXP 

Software Manual (CGE, 2019a) and the CGE Risk Management BowTieXP Methodology 

Manual (CGE, 2017).  
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Introduction to the Bow Tie Methodology 
A bow tie diagram is a risk management tool that demonstrates and communicates how various factors can lead to the loss of control of 

a hazard and lead to consequences. 

3 Questions (CGE, 2019b): 

1. Do we understand what can go wrong? 

2. Do we know what our systems are to prevent this from happening? 

3. Do we have information to assure us they are working effectively? 
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Definitions of Bow Tie Diagram Elements 

 

Hazard An operation, activity or material with the potential to cause 

harm to people, property, the environment or business; a source 

of harm 

 

Top Event 

 

Within the bow tie diagram, a central event between a threat 

and a consequence corresponding to the loss of containment or 

loss of control of the hazard 

 

Threats 

 

A possible initiating event that can result in a loss of control or 

containment of a hazard (the top event) 

 

Consequences 

 

The undesirable result of loss of containment or control (top 

event); usually measured is health and safety effects, 

environmental impacts, loss of property and business 

interruption  

 

Barriers  

 

A control measure that on its own can prevent a threat 

developing into a top event (preventative barrier) or can 

mitigate the consequence of a top event after it has occurred 

(mitigative barrier). A barrier must be effective, independent 

and auditable. 

 

Degradation 

Factors 

 

A situation, condition, defect or error that compromises the 

function of a main pathway barrier by defeating it or degrading 

its effectiveness. 

Degradation 

Controls 

 

Measures that help prevent the degradation factor from 

impairing the barrier. They lie on the pathway connecting the 

degradation threat to the main pathway barrier. 
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Building a Bow Tie Diagram 
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Step Description 

1. Identify hazard The first step in managing risks is to 

identify what their sources are 

2. Identify top event After knowing what is potentially 

hazardous, we need to understand how we 

could lose control over it 

3. Identify threats Now consider the scenarios or events that 

could directly cause the top event to occur 

4. Identify consequences After the top event occurs, subsequent 

scenarios or events that can lead to losses 

and damages are now possible 

5. Identify preventative barriers Identify barriers that should prevent the 

threats from causing the top event 

6. Identify mitigative barriers  Barriers on the right side should prevent 

or mitigate the consequences and 

resulting losses/damages ï identify these 

barriers 

7. Identify degradation factors Now identify specific situations or 

conditions under which the barriers are 

less or not effective 

8. Identify degradation factor 

controls 

Look at the barriers you have to prevent 

or manage the degradation factors 

9. Add metadata for barriers and 

degradation controls 

This step captures knowledge of 

barrier/degradation controls, such as 

barrier type, barrier category, 

effectiveness, criticality. Metadata is not 

always displayed on the bow tie diagram 

due to space limitations 

10. Review bow tie Review the bow tie for quality and 

consistency. The following questions can 

help critically review the bow tie and 

identify opportunities for improvement: 

Do all elements match the definition rule 

set? Does the bow tie contain any 

structural errors (e.g. degradation controls 

on main pathway, barrier failure as 

threat)? Does the complexity and content 

of the bow tie match the intended 

audience? 
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Formulating Bow Tie Elements 

Hazards 

1. Describe the hazard in the controlled/desired state 

- A hazard describes the potentially harmful situation, not the actual harm 

that can be produced from the situation (this is covered as consequences) 

2. Provide situational context 

- Any information about the situation (e.g. climate, location) 

3. Give an indication of scale 

- E.g. how much fuel is in the truck? Is the chemical substance under high 

pressure? 

Exercise: Which hazards are well-worded? Which are poorly-worded? 

 

 

Hazard guidelines: 

¶ Hazards are part of normal business 

¶ Hazards exist, they do not óhappenô 

¶ Describe and define the hazard carefully 

Workshop questions: 

¶ What can be dangerous at this location? 

¶ What are the things we need to be careful with during day-to-day operations? 

¶ What are potential sources of risk that can lead to loss or damage 
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Bow tie diagrams are well suited to analyze hazard scenarios, but the bow tie itself is not a 

specialized hazard identification method ï use more specialized hazard identification 

techniques, like HAZOP, HAZID, What-If, to develop a comprehensive hazard register 

Top Events 

Top event guidelines: 

- Top events are usually not disasters - disasters are often consequences 

- Hazards can have multiple top events 

- Usually involves a change of óstateô 

- Describe how control is lost 

- Give an indication of scale if possible 

If you cannot agree on the exact definition of the top event, choose a generic term such as 

loss of containment or loss of control. 

Workshop questions: 

- When do we lose control over this hazard? 

- What change of state of the hazard makes us lose control? 

- What is the moment that normal business changes into abnormal business? 

-  

Exercise: Which top events are well-worded? Which are poorly-worded? 
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Threats 

The following three categories can be helpful to facilitate discussion to identify threats: 

1. Primary equipment not performing within normal operating limits (e.g. 

mechanical fault, corrosion, vibration fatigue) 

2. Environmental influence (e.g. high winds, excess speed for road 

conditions) 

3. Operational issues (e.g. worker becomes unwell, intoxicated driver) 

Guidelines for formulating threats: 

1. Threats should have a direct causal relationship to the top event and 

should be specific 

2. Threats should be sufficient ï each threat by itself should be sufficient to 

cause the top event  

3. Threats are not barrier failures (safety equipment failure is a barrier 

failure)   
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General examples of threats that may lead to loss of containment include 

overfilling/underfilling, overpressure/under pressure, corrosion, stress/fatigue, incorrect 

flange torqueing, embrittlement, erosion, wear and tear and physical damage/impact. 

Workshop questions: 

¶ What can cause this top event to happen? 

¶ What has caused this top event to happen previously? 

 

Exercise: Which threats are well-worded? Which are poorly-worded? 

 

Consequences 
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Formulating consequences: 

¶ Consequences should be described as ñ(damage) due to (event)ò 

¶ Make consequences specific to the top event; improve generic consequences, like 

injuries or environmental damage, with context (e.g. due to smoke inhalation, due 

to spilled hydrocarbons) 

Guidelines: 

¶ Consequences are events 

¶ Not the actual loss or damage (yet) 

¶ Consequences are the actual risks 

Workshop questions: 

¶ How could the top event evolve? 

¶ What could happen after we lost control? 

Exercise: Which consequences are well-worded? Which are poorly-worded?
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Barriers 

 

Preventative barriers can either prevent the threat from occurring at all (elimination) or 

stop the threat from leading to the top event (prevention) ï it acts on either the threat or the 

top event. 

Guidelines: 

¶ First focus on eliminating the threat 

¶ Second focus on preventing or reducing the top event 

¶ The effect is takes place prior to the top event 

 

Preventative barrier workshop questions:  

¶ Can we think of ways to eliminate this threat?  

¶ Can we think of ways to prevent the threat from leading to the top event? 

 

Mitigative barriers  can either prevent the consequence from occurring at all (control) or 

reduces the severity of the consequence (mitigation). 

Guidelines: 

¶ No effect on the top event (it has already happened) 

¶ Focus on reducing the likelihood and severity of risks 

¶ The effect takes place after the top event (and perhaps after consequence) 

Mitigative barrier workshop questions:  

¶ Can we think of ways to prevent the top event from leading to the consequence? 

¶ Can we think of ways to reduce the magnitude, severity and damage of the 

consequence? 

Common errors associated with defining barriers: 

¶ Displaying multiple barriers that actually comprise one barrier 

¶ Barrier titles that are not informative 

¶ Barriers placed on wrong side of top event (preventative versus mitigative barriers) 

¶ Including degradation controls as barriers on the main pathway, instead of on 

degradation factors. 
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Exercise: Which barriers  are well-worded? Which are poorly-worded or placed? 

 

Degradation Factors and Degradation Controls 

 

Broad categories of degradation factors that can reduce the effectiveness of barriers are as 

follows, along with respective degradation factor control are as follows: 

 

Degradation Factor Category Degradation Factor Controls 

Human factors (something a person may 

do) 

 

¶ Training 

¶ Supervision 

¶ Qualifications 

¶ Certifications 

¶ Audits and verification 

¶ Engineering standards 

¶ Contractor management 

¶ Management of change 

Abnormal conditions (environmental 

conditions) 

 

¶ Prediction and proper preparation 

¶ Maintenance and repairs 

¶ Inspection and testing 

¶ Redundancy and spares 

¶ Design and specifications 

Loss of critical services (if barrier relies 

on an outside service, it could be 

compromised) 

 

¶ Backup systems 

¶ Shutdown systems (design/trip 

systems) 
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Degradation factors guidelines: 

¶ Need to be credible 

¶ Lessons learned from previous incidents 

Degradation factors workshop questions: 

¶ What are the circumstances/conditions that this barrier wonôt work? 

¶ How can this barrier be ñdestroyedò? 

¶ How has this barrier failed previously based on incidents or near misses? 

Degradation factors controls workshop question: 

¶ What can we do to control conditions that reduce barrier effectiveness?  

 

 

Example of well-worded degradation factors and controls: 

 

Example of poorly-worded degradation factors and controls: 
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Improved wording:  

 

 

Metadata 

Metadata refers to óinformation about informationô ï in BowTieXP, there are many 

metadata fields available, including barrier type, barrier owner, effectiveness and 
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criticality. Within this tutorial, the metadata of particular interest is barrier type and barrier 

category. The barrier type refers to the barrier within the hierarchy of controls ï 

administrative, active, passive and inherently safer design (ISD). Barrier categories can be 

used to group barriers ï barriers can be grouped by ISD principle (substitution, 

minimization, moderation, simplification) 

 

Hierarchy of Controls and Inherently Safer Design (ISD) 
Inherently safer design (ISD) is the component of process safety that focuses on the 

elimination or minimization of hazards (Kletz and Amyotte, 2010).  
The hierarchy of controls is the system used to eliminate or reduce the severity of hazards. 

In order of increasing preference:  

ς Administrative 

ς Active engineered 

ς Passive engineered 

ς ISD 

 

ISD is based on the principles of substitution, minimization, moderation and simplification. 

Examples of the ISD principles as barriers in bow tie: 

Substitution:  

¶ Use alternate chemicals that are less hazardous (e.g. use sodium hypochlorite 

instead of elemental chlorine) 

¶ Use alternate technologies that are less hazardous (e.g. substitute hydrofluoric acid-

based alkylation process with new technology such as ionic liquid and solid-state 

alkylation that are hydrofluoric acid-free) 
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¶ Use alternate processes that are less hazardous (e.g. use reverse osmosis instead of 

caustic for boiler feedwater pretreatment) 

Minimization: 

¶ Minimize inventory of hazardous material through equipment selection (e.g. 

replace and update old equipment, such as scrubbers and reactors, to reduce 

inventory, use more efficient heat exchangers) 

¶ Remove dead leg piping 

¶ Remove equipment no longer in use (e.g. storage tanks) 

¶ Process intensification (e.g. high heat transfer reactors, flash dryers instead of tray 

dryers) 

 

Moderation: 

¶ Make operating conditions less severe (e.g. lower temperatures, pressures by using 

catalyst) 

¶ Use less concentrated hazardous raw materials to reduce the hazard potential (e.g. 

aqueous ammonia or methylamine instead of the anhydrous material) 

¶ Handle solids in the form of larger particle size granules, pellets, beads, or prills, 

rather than a fine powder. This reduces the potential for worker exposure and also 

increases the minimum explosive concentration, thus reducing the hazard of dust 

explosions. 

¶ Limitation of effects ï avoid hazardous equipment and operations (e.g. use closed 

loop sample stations to limit sampling procedure of hazardous materials, avoid 

glass sight glasses) 

¶ Avoid domino/knock-on effects (e.g. facility siting/exclusion zone around facility) 

 

Simplification: 

¶ Use more corrosion resistant materials of construction (e.g. higher chromium 

content steel to prevent sulphidation corrosion) 

¶ Use double-walled pipe for extra corrosion/erosion allowance 

¶ Minimize the number of bends in piping (potential erosion points) 

¶ Reduce the potential of a hazard by eliminating liquid accumulation points or 

vibration stress 

¶ Design equipment with an MAWP (maximum allowable working pressure) to 

contain the maximum pressure generated without reliance on pressure relief 

systems, even if the "worst credible event" occurs 

¶ Design equipment that does not allow for incorrect assembly or at least allows an 

incorrect assembly to be apparent/determined 
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Exercises in BowTieXP Software 

To become familiar with using the BowTieXP software, begin by using it to build a generic 

bow tie. Under the Bow Tie Group PEAS 4773 ï Tutorial ï Questions found in the 

BowTieXP file provided to you, right click to add a new Hazard ï populate the name field 

with ñHazardò and add a generic top event ñTop Eventò. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Then add a threat by hovering the mouse over the left side of the top event icon: 
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Add a consequence, preventative and mitigative barriers, and a degradation factor and 

degradation control by using the same process (hovering over element to be added). 

Consequence: 
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Preventative Barrier: 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Mitigative Barrier:  

 

 

Degradation Factors and Controls (note: BowTieXP software uses the terminology 

escalation factors and controls instead of degradation): 
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Result: 
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Bow Tie Methodology Exercise #1: Gasoline storage tank 

To become familiar with using the BowTieXP software, begin by using it to build the following bow tie (see diagram below). 

Hazard: Gasoline in Atmospheric Storage Tank 

Top Event: Tank Overflow 

 

1
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After inputting the bow tie into the BowTieXP software, complete the following exercises:  

a. Set the barrier display to show metadata (click on the little eye icon on the barrier) 

ï change barrier type and barrier category to ñLò display. 
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b. Using the following workflow (begin by right-clicking the barrier), add the bow tie 

metadata. Label the barrier types (inherently safer design, passive engineered, 

active engineered or administrative, as per the hierarchy of controls).  
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c. What are the most common types of barriers used? What are the challenges 

associated with these barrier types? 
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d. Are there any ISD barriers identified? If so, what ISD principle is being applied? 

An ISD principle can be identified on the bow tie in BowTieXP under Barrier 

Category by editing the barrier as shown: 

 

 

e. Are there any potential ISD barriers or considerations that could be proposed? 
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Bow Tie Methodology Exercise #2: Pressurized hydrocarbons in pipeline 

Bow ties are completed in a workshop setting by diverse teams. The team is comprised of 

a Facilitator, a Scribe and Team Members. Get into groups of 5 members and form a bow 

tie workshop team and select your role. 

 

Project description: 

A pipeline is being used to transport pressurized hydrocarbons from a refinery to a 

downstream customer for further processing and finishing. As part of the environmental 

risk assessment, a pipeline loss of containment scenario needs to be modelled.  

 

Scope of bow tie workshop: 

The goal of this bow tie workshop is to understand the risks associated with the pipeline 

and the barriers that are in place. 

 

Based on the project description above, draw a bow tie in the BowTieXP software that 

outlines the hazardous scenario.  

a. What is the hazard? 

b. What is the top event? 

c. What threats can you identify? 

d. What are possible consequences can you identify? 

e. What are the existing barriers? 

f. What degradation factors are associated with the barriers? What are the 

degradation controls? 
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Bow Tie Methodology Exercise #3: Early design stage of pesticide manufacturing 

facility  

As with exercise #2, complete this bow tie in a workshop team. 

Project description: 

The proposed construction site of the facility is in an area zoned for industrial use and has 

some surrounding residents. Residential development is fairly unregulated in this area, 

which presents the chance for residences to be located nearby the facility. 

The pesticide can be manufactured by several chemical reaction pathways - the traditional 

and popular method is being proposed for this facility. This method produces a toxic 

intermediate chemical that will be stored in tanks on-site, so it is available whenever needed 

for the manufacturing process.  As long as the chemical is kept cold via refrigeration and 

free of contaminants, itôs stable. If the chemical becomes warm, it will self-polymerize in 

an exothermic reaction. It will also react with water in an exothermic reaction. This self-

polymerization reaction is catalyzed by iron, which increases the rate of this reaction. There 

are a number of barriers that are commonly used in chemical manufacturing applications 

proposed to be used in this design. To mitigate any hazardous gas releases from the tank 

vent, a flare tower and a scrubber can be installed. A public alarm system can also be 

installed to notify the public of a release. A water curtain can also be used to prevent the 

spread of material in the event of a release from the tank safety valve. Temperature and 

pressure valves will also be installed on all chemical tanks. 

 

Scope of bow tie workshop: 

The construction of a new pesticide manufacturing plant is being planned. The proposed 

design is currently undergoing review. The goal of this bow tie workshop is to understand 

hazards associated with the proposed design and assess the adequacy of the proposed 

barriers. 

 

1. Based on the project description above, draw a bow tie in the BowTieXP software 

that outlines the hazardous scenario.  

a. What is the hazard? 

b. What is the top event? 

c. What are the threats? 

d. What are the consequences? 

e. What barriers are being proposed? 

f. What degradation factors are associated with the barriers? What are the 

degradation controls? 
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2. Label the barrier types. Are there any ISD barriers currently being proposed? Can 

you propose any ISD considerations? Document any opportunities identified and 

your recommendations. 

3. At the design stage, what are the challenges associated with incorporating ISD? 

Compare any challenges with those at the operational stage. 

 

  



204 

 

References 

  

CCPS/EI., 2018, Bow Ties in Risk Management: A Concept Book for Process Safety. 

New York, N.Y./London, U.K.: Wiley. 

CGE Risk Management Solutions, 2017. BowTieXP Methodology Manual. 

CGE Risk Management Solutions, 2019a. BowTieXP Software Manual. 

CGE Risk Management Solutions, 2019b. CGE Knowledge Base ï 3 Questions [WWW 

Document]. https://www.cgerisk.com/knowledgebase/3_questions (accessed 10.31.19) 

Kletz, T. and Amyotte, P., 2010. Process plants: A Handbook for Inherently Safer 

Design, 2nd edition, CRC Press/Taylor & Francis, Boca Raton, FL. 

 

 

Additional Resources 

 

Vaughen, B.K. and Bloch, K., 2016. Use the bow tie diagram to help reduce process 

safety risks. Chemical Engineering Progress. 112: 30ï36. 

CCPS, 2009, Inherently Safer Chemical Processes: A Life Cycle Approach, 2nd ed. 

Center for Chemical Process Safety, New York, NY.  

CGE Risk Management Solutions, 2019. CGE Knowledge Base ï Risk Management. 

[WWW Document]. https://www.cgerisk.com/knowledgebase/Main_Page (accessed 

10.31.19) 

Kletz, T. and Amyotte, P., 2019, What Went Wrong? Case Histories of Process Plant 

Disasters and How They Could Have Been Prevented, 6th edition, Elsevier, Oxford, UK  

 

 

  



205 

 

APPENDIX F COPYRIGHT AGREEMENT LETTERS 

 

 



206 

 

 

 

 

 



207 

 

 



208 

 

 

 

 

 

 

 



209 

 

 



210 

 

 


