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ABSTRACT

Smartphones and Tabloids are becoming the digital entity of identification for every
individual. Their portability and programmability e made them a juncture of endless
applications. Apart from th@umerousgaming appsthat areavailable, applications
especially in the fields of health and fitheasd finance often require the data to be
transferred t@ remote server. Manipulation of that data by a hacker, sunhnaan in the

middle (MITM) attackscan lead to many undesired outcomes. Therefore, secure data
transfer is critical in many applications. This research work presents a new variant of the
Diffie-Hellman key agreement scheme that uses dynamically changing sensor data to
facilitate continuous key updates. Our scheme ensures mutual authentication and mitigates
MITM attacks with minimal need for public key infrastructure (PKI). We also propose an
access control mechanism that protects data recorded by our application on the phone in
case of physical attacks. We have tested the randomness of the keys generated using
various real time useases. There were no noticeable patterns of key generatiay or k

sequences. We have also evaluated our scheme using a security protocol analyzer tool,

6Scyther6. Our test results have shown tha:

in mitigating MITM attacks
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CHAPTER 1 INTRODUCTION

We begin the journey through our thesis with this chapter wherein we provide a brief
introduction to the various terms used in this work that follows later on. We then present

the overview of the proposed approach followed by the gist of the journey that lies ahead.

1.1 BRIEF INTRODUCTION OF TERMS AND CONCEPTS

1.1.1 Sensors & Smartphones

Sensors have become an integral part of ev
body sensors which are widely used in health monitoring needs, there are sensors imbibed
into various other devices as wli6]. For instance, they are presentviehicles for

collision detection, in smartphones for activities such as location detection, orientation
detection etc., in wrist watches for tracking the user activities such as running, jogging,
pulse etc. The presence of sensors into the devices, whaieh become an addictive
necessity, opened up a plethora of scenarios where it can be used. The health care
applications, for example, make use of the sensors manifested in the smartphone and smart
watches to constantl y monsiermotely antd acein gohaaricé e nt s
in-case of unanticipated panic attacks. This not only helps in responding at the dire time of

need but al so increases the chance of savi

At the same time, Smartphones are becoming more and more pervasivee ver yoneos
The number of smartphone devices sold has drastically increased over the years depicting
its expanse i nf{lp Thesleeto the developmennodapplidatiomsavhich

span its wings into everinown corner of our daily routine life. There are tons of
applications running on the smartphones and tabloids with applications ranging from a
simple calculator to applications for playing sophisticated games. Programming languages
such as oOlBvesliltsausef towrite and debug the code on their smartphones which

are later compiled & executed on the cloud sej@pr
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Figurel Evolution of mobile phonedapted from 60]

Most of theapplications require to transfer sensitive data to and fro the device while
communicating with the remote server. For instance, Mobile Banking applications
authenticate the user using a set of username and password. These credentials are verified
in the sever and then the concerned access is provided to the user. Thus there is an
exchange of the username and the password, though not in raw format, over the
communication channel. This data if intercepted and decoded, can lead to disastrous results
such as ndesired transactions, change of password etc. Few applications which require the
use of file transfexr are Dropbox and Google Driwehich store files in remote servers
and/or remote computers and use the AES encryption in the t[BjnélES being a
symmetric key requires for a method to transfer the key to the other party in order for
successful encryption and decryption to take place. This calls for extra overhead and
consumption of extra ounce of energy during the commuaici]. Thus these algorithms

which offer top of the state security are high in computation and complexity. The devices
such as Smartphones, smart watches etc., being resource constrained, find it challenging to

employ such smure algorithms.



1.1.2 RSA

RSA was a replacement for the then lesser secure National Bureau of Standards (NBS)
algorithm. It had a fine layout for the PKI. In RSA, the keys used for encryption were
public but the keys needed for the decryption pgeceere private i.e. not publicly
available. Hence this boils down to the point that only the user who is in possession of the
decryption could decrypt the contents of the message, ensuring the confidentiality aspect.
These keys were devised in such a tay they were not easily deduced from the publicly
available encryption keys. The key pair also helped in generating the Digital Signature
which in turn provided authentication. Thus RSA found its role in electronic transactions,
especially the electroniftind transaction where the authenticity and the integrity of the

message being transferred was requiréd.

1.1 .3 Diffie Hellman Key Exchange Algorithm

Diffie Hellman Key Exchange algorithm provided a great solution to the key distribution
problem in the PKI. It had a technique where the parties can securely exchange the keys
which can later be used for encryption of the contents. This secure excharngesweasl

by limiting the exchange of the secret values used for the generation of tHB]k&ace

then many variants of the DH algorithm have come into the picture such as ECDH. But
Menezes et.gb] showed the possibility of the occurrence of the MITM attack in the DH

algorithm which proved to be a major setback to the algorithm.

In this thesisa modified Diffie Hellman approach is proposed which aims at automatic
key generation to minimizéné probability of occurrence of the MITM attack in the DH
algorithm in the smartphone world during its communication with the server or another
device. Added to that, it also provides the benefit of avoiding replay attacks with the help
of sequence numberprovision of Access Control with the help of fingerprint and also
provides forward & backward secrecy by deleting the key upon reception of an

acknowledgement from the recipient.



1.2 BRIEF INTRODUCTION OF THE PROPOSED APPROA CH

This research work mainlgims at reducing the probability of MITM and replay attacks
with the benefit of access control and forward & backward secrecy using a modified Diffie
Hellman approach in a clieserver architecture where the client is a smartphone device.
The smartphondevice communicates with the server via an application. This application
performs the required functionalities such as fingerprint detection, sensor data collection

etc. and contributes towards accomplishing the above mentioned approach.

The proposed appach functions in two phases. The registration phase in which the values
are passed from the smartphone to the server, the data transfer phase in which the data is
encrypted and then sent to the server. In the entire lifetime of the mobile application,
regstration phase happens only once i.e. during the time of installation of the application

in the mobile device. It is here, when the required values are collected and sent to the server
using the RSA algorithm of PKI. From this point on, in every datsstearphase, all the

keys which are used to encrypt the data, are generated using the values which are being
exchanged as a part of the message. Hence in short, the registration phase is one time and

the data transfer phase is repetitive in the proposedagin

A combination of the biometric and the PUF of the device is used to provide access control.
The biometric authentication, for instance, the fingerprint of the user, is used to provide
access control to that user over the application i.e. if tigerfprint fails to find a match, it
would not allow the user to access the features of the application, thus preventing him/her
from using the application. Similarly, the
act as the fingerprint of the devif#. Thus an amalgam of these two features, which are
unique in their own way, are used in this approach to provide access control mechanism.
In addition, at the end of each data transferivay acknowledgement is used to emsur
the complete reception of the message at the recipient end. Upon reception of the
acknowledgments, the keys which were used for encrypting the data are deleted to ensure
the forward and backward secrecy along with the assurance that no key can bedextract
from the device in case of theft. During the data transfer, sequence numbers are used to
4



prevent the replay attacks from occurring. Sequence numbers are sent as a part of the
message which ensures that no data packet is replayed. If the server fatdspaatket
with a sequence number which is not a successor to the one it already received, it simply

drops that particular packet.

The proposed approach generates the keys it uses for the encryption of the data by selecting
the sensor values in a randonammer. It forms a set of frames each comprising of the
sensor values as its fields. Then a random field from a random frame is selected and is then
used for the key generation. Since sensors have the capability to capture even the slightest
fluctuations, pedicting the precise value is relatively hard. This makes it suitable for
increasing the unpredictability of the keys being generated thus offering the security we
desire against brut®rce and other similar attacks which in turn reduces the probatfility

occurrence of MITM in Diffie Hellman.

The proposed key generation scherae be applied to any authentication scheme. It need

not necessarily be restricted to Diffie Hellman. This research work considers Diffie
Hellman as an instance to validate tihepmsed approach towards key generation. As long

as there are sensors or any dynamically fluctuating values such as RSSI values from Access
Points, power readings from smart meters in a SmartGrid etc. are available, the proposed
technique can be applietihe keys thus generated can be used to encrypt the data in any
other algorithm such as RSA, Advanced Encryption Standard (AES). Since the main focus
of this research work is to prevent MITM in the Diffie Hellman approach, hence we have

limited the implemerdtion and the testing scenarios of this thesis to Diffie Hellman only.

1.2 OUTLINE OF THE THESIS

The organization of the rest of the thesis is as follovas overview of the PKI, Diffie
Hellman, Symmetric & Asymmetric Keys, Smartphone world, Biometric authentication,
PUF factors, Sensors in the Smartphones and their functioning is provided in Chapter
We then provide a detailed discussion in Chapter 3 on the various ways the sensor data

have been used, different techniques implemented for the purpose of encryption along with
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the existing approaches for resolving and /or mitigating the attacks foé¢ Biéllman.
Chapter 4 discusses the proposed methodology in detail which is followed by a thorough
explanation of the implementation aspect in Chapter 5. Chapter 5 also discusses about the
technical specification which influenced the research work. Weeptethe irdepth
description of the experiments we conducted and present the evaluated results supporting
our proposed approach in Chapter 6. Chapter 7 marks the conclusion of the thesis where

we present the limitations and possible enhancements toapesed approach.



CHAPTER 2 BACKGROUND

In this chapter, a brief overview of the terms and concepts used for the proposed approach
are enlisted and explained. Then a short discussion of the existing problems is presented.

In short, this chapter, aims at throwing light on the background ofésést

2.1 SENSORS

Sensors are the hardware components which detect even the slightest of the variations in
the environment surrounding it. The detected change is the output of this sensor. A sensor
detects the change in the form of electrical signalsh@renvironment it is designed for,

and presents the difference it observes as output, in different forms. For instance, in an
accelerometer sensor, out of the numerous parts it consists, capacitance sensor and
piezoelectric effect are the important ongscroscopic crystal structures are used in the
piezoelectric effect, which are stressed when the sensor hardware accelerates. This stress
is converted into Voltage which is interpreted to determine orientation and/or velocity. The
capacitance sensor obges for changes between the capacitances amongst the
microstructures which is positioned next to this sensor. The detected change in the
capacitance due to an accelerative force experienced by the microstructures, is translated

to voltage for interpretatia [9]

Simplified view of a smart-phone board
MEMS & Sensors in red (scope of this report)

« QAW filters

« BAWY dupdexers

* AF swilch/variable capacitor

« TCXO ogcilkatorg ¥ 5 MEMS micro-mirros

* Acceleromeater
* Gyroscops

* Elecironic compass
+ Pressure sansor

= CMOS Image Sensor
# Auto-Focus actuator

= Front camera
= ALS & Proximity sensor

Silicon microphone * Microdisplay oy

Figure2 Sensors in a smartpho[G]



Sensors are being used in almost every device . For instance, the mobile devices are having
sensors which make the user experience with the deegtter. The light sensor adjusts the
screen brightness automatically, which reduces the need for the user to increase/decrease
the screen brightness as and when he enters into a relatively dark/bright environment.
Similarly, the accelerometer sensor avalain the laptops turns off the hard drive as soon

as it detects a sudden free fall. This prevents the reading heads from hitting the hard drive
platter and damaging it. Fitbits are designed with sensors which help in monitoring the
health of the user bgetecting the fluctuations in its sensors and translating them into the

number of steps the user has taken, amount of time spent in runnifi@ktc.

2.2 PHYSICALLY UNCLONABLE FUNCTIONS (PUF)

The PUF are the minute variatiotmat appear in the device hardware due to the change in
the temperature of the manufacturing environment, power transmission etc. In short, it acts
as the fingerprint for the device. No two devices have the same PUF values. The PUF of a
device is relativiyy easy to derive by the device at a particular instant of time but hard to

predict from outside.

At the time of manufacturing of the device, its hardware components such as its Integrated
Circuits (IC) are subjected to various electrical and/or physarétions such as electrical
interferences, change in temperature, voltage supply etc. These affect the microstructure of
the device which makes it virtually Unclonable and unpredictable. Hence for evaluation, a
stimulus is applied to the microstructur@age unpredictable reaction is taken and stored

as a value. These stimulus reactions change every time it is applied as for each application
of the stimulus, the influencing factors such as the voltage, interferences etc. change as

well.

Several cryptogghic and authentication based algorithms have used PUF for obtaining
the desired security. They implement a challeregponse pair which help them
authenticate each othdB] Some have used them for key generation where ¢haey d
characteristics are used for generating the keys needed for encrjidtion.
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2.3 KEY ALGORITHMS FOR CRYPTOGRAPHY

All the data which is sent over the communication channel has to be encrypted in order to
prevent a hackefrom interpreting the intercepted message. Encryption is a technique
where the plain message is converted into aidentifiable format. This encrypted data,

can only be decrypted with the proper set of key/s. There are two types of Key algorithms.

Symmetic Key algorithms and Asymmetric Key algorithms.

Sacral key known
1o both parties
/ Figure 3 a)
Reversa .
Encrypiion Encryption Symmetrlc Key
Algorithm Algorithm
Encryption
It E AR :
CEEE 0 5 K = .y W Technlque
i, E f Original -
Document Encryptod Document
Data
Public Key W O computar
Public key is transmitied to sendear selects two
complameantary
keys
Private Ki .
’ Figure 3 b)
Public key encrypts Private key decrypts Asym metric
Oompuler 4 [ Computer B Key Encryption
T ek JU| | Technique
'k\ f Qriginal
Document Encryped Documint
Data

Figure3 Key Encryption Techniqudé1]

Symmetric Key algorithms use the same key/s for encrypting and decrypting the messages.
These keys, in practice, represent a shared secret between the two communicating entities.
The two parties, exchange the secret key before commencing the data tidmestemder
encrypts the data to be sent using the shared key and sends it into the communication
channel. The receiver upon reception, decrypts it using the shared key. This shared secret
key is usually used when the parties want to maintain a priva®seshe only drawback

here is the need for both the parties to securely exchange the shared secret and the need to

9



access to the shared secreigure 3a illustrates the process behind symmetric key
encryption. Symmetric ciphers can be used as Blockecipbr as Stream ciphers. Block

ciphers encrypts blocks of bits while Stream ciphers encrypts bit g Bjit.

Asymmetric Key algorithms, also termed as Public Key Cryptography, uses pairs of keys.
Public keys, which is knowto every entity involved in the network and Private keys,
which is known only to the entity who owns it. Here, the sender encrypts the data using the
public key of the receiver and sends it into the communication channel. The receiver, upon
reception of te encrypted message, decrypts it using its own private key. It is the level of
difficulty for a private key to be deduced or generated from its public key, that decides the
strength of the public key cryptography. Thus advertising the public key doaskntiiter
security of the algorithm but leak of the private key of an entity, does compromise the
session. Hence, asymmetric key algorithms, does not have the need to exchange shared
secrets over a secure channel, like the Symmetric algorithms. But theséhalg are
computationally complex and hence consume relatively more resource than the counterpart
symmetric algorithms. It is for this reason that the encryption is performed on small blocks
of data instead of encrypting the entire chunk of the datahwhito be transmittedrigure

3b illustrates the process behind asymmetric key encryption.

Asymmetric key algorithms are also used in Digital Signature generation. Digital
signatures help authenticating the messages. The actual message is hashgdadnitiall
generate a O6digestd. This digest i's then
produce the Digital Signature. The receiver upon reception of the digital signature along
with the encrypted message, decrypts the digital signature using the ke of the

sender. It then hashes the message it obtained after decrypting the encrypted message with
its private key. If the former match with the latter, the sender is authenticated. Since hash

is a oneway function, although it is possible to dearyp wi t h t he sender 6s
interceptor cannot deduce the actual message from it nor can he alter the signature with
any other digest. SHA, SHA-2, MD5 etc. are some of the hashing algorithms which are

widely put into useThe process is brieflylustrated in Figure 4.

10
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2.4 RSA

Ron Rivest, Adi Shamir and Leonard Adleman proposed an algorithm in 1978 which
implemented Public Key cryptosystem along with Digital Signaturessabditute to the

then less secure NBS algorithm. RSA was motivated by Diffie Hellman. RSA possess
public key cryptosystems i.e. this algorithm does not need a separate courier to transfer the
secret key and digital signature i.e. receiver ensures thatdbgsage originated from the
sender. Each parties have their own private and public keys using which the formerly

mentioned public key cryptosystems and digital signature ideas are accomplished.

The sender O6Aliced encryptsei vee ®mBebageusrt
public key. Bob upon reception of the encrypted message, decrypts it using his own private

key. The steps involved in RSA algorithm is as follows;

T Consider two | arge prime numbers 6pb6, 0
£ Azn
T Choose an integer 6ed such that it I s
(PT (@1 1) i . e.il1¥e @) mashmbt havp a common factor.
T Find an integer 0do6é such that

QatéQn pn p P
Thus, PUBLIC KEY (en) & PRIVATE KEY (d, n) is generated.
The Encryption formula for message 0MO
0 0 a¢@
11



f The Decryption formula for encrypted me
0 0 a¢@
To show how secure the algorithm is, the authors tried to obtain the keys asaaalgght
woul d attempt. They havendt considered the
steal the key. The assumption they made was that the time taken by Schroeppel factoring

algorithm to compute is one microsecond. Based on the assumption teeptpdethe

following [7]:
DIGITS Number Of Operations TIME
50 1.4x108° 3.9 hours
75 9.0 x 1062 104 days
100 2.3x106° 74 years
200 1.2x 163 3.8 x 10 years
300 1.5x 163° 4.9 x 13°years
500 1.3x10° 4.2 x 16° years

Tablel Time taken to brute force the kEfj

Thus the authors recommended a key size of
varied based on the desired speed of encryption versus desired spfurity.

2.5 DIFFIE HELLMAN

Diffie Hellman was first published in 1976 by Whitfield Diffie and Martin E. Hellman but

was conceptualized by Ralph MerK#3]. It is used to provide forward secrecy in
Transport Layer Securityzorward security means that; with the compromise of the long
term keys does not compromise the keys used in the previous sessions i.e. the encrypted
messages sent in the past cannot be decrypted. Thus Diffie Hellman algorithm is a method

for secure exchargof the keys over public channel.

Diffie Hellman helps two parties, who have no prior knowledge of each other, to establish
the secret key using which the messages are encrypted and decrypted. But here a secure
physical channel is required for the fiestchange of key$14] Diffie Hellman is based on

12



discrete logarithm problem where the original implementation of the algorithm used the
cyclic multiplicative groups of integensmiod p, wherep is a prime number ang is a
relaively root modulop. According to Kirchhoff principleg and p are known by the
attackers and are believed not to be secret. Thus the idea was to make two parties
communicate each other without having the parties know each other in advance. On the
whole, g/clic multiplicative group carries the following propefiy8]
Q aE M NQ aeM

Let us consider that two parties, OAliceb
Hellman algorithm for theircommunc at i on. They securely exche
The steps involved in the key generation of Diffie Hellman at each party is as follows:

T After Dboth the ©parti es Alcg raedemlytselectsiad e t w

numberd Sa 6. T h eeveatlm public and is known only to Alice herself.

T Then she calcul ates the value of 6Tad u

YO Q a€Q
Alice then transmits 6Tabdb to Bob.
Bob, on the other hand, selects a rando
the following formula

Yo Q ¢ Q

Bob then transmits the calculated &6Tbbd
Upon reception of 6Tad by Bob aetde 6Tbod
Secret key using the following formula
O LIOEMP VAW YN G € 'Q
O ® aMdE QL QO YO G &9
1 Using the Secret Key obtained, the data is encrypted and/or decrypted.
Figure 5 shows Diffistdellman in action.
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ALICE BOB

Known p, g Known p, g
Consider a Random Sa 4 Consider a Random Sb :
Generate Ta : Generate Tb 8
Ta= g modp Tb = g%’ mod p
Transmit Ta ~—_ Transmit Tb

. \ .
Receive Tb Receive Ta
Generate Key Generate Key 2
Key = Th%® mod p Key = Ta’? mod p

Figure5 Diffie Hellman Algorithm[Adapted from 15]

I n the entire method, the values 6Sad and
The values 6Tad and O0Tbdé a fhus, evenrifthe hackert he ¢
lays his hand on these values, he wonddb e abl e t o generate t he
generation of the key, Hichisknond andytodhe onne.b 6 v a
I f we consider, 6 Robd a disptaysehe knawledge dfthe p per ,
values by each entity. The ORedd colored o

6Bl uedé color are not known by that particu

ALICE ROB BOB
( Known p, g \ ( Known p, g \ ( Known p, g \
Consider a Random Sa . Sa Consider a Random Sb 5
Generate Ta s Sb Generate Tb .
Ta= g**modp Tb = g% mod p
| Transmit Ta ]—\r Transmit Th
——— —
Receive Th capture I/ Receive Ta |
Generate Key Ta' Th. Generate Key
Key = Th%% mod p Ke\l Key = TaS? mod p
\_ J . / \_ /

Figure6 Known and unknown entities of Diffie Hellman angst parties
[Adapted from 15]

This algorithm is secure against Eavesdrop

group amongst whom the communication is going on, is large. Thus Béfiman is used
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in public key encryption schemes such as El&@aBncryption, Integrated Encryption
Scheme etc. RSA in itself is motivated by the works of this algorithm. Protocols that yearn
for forward secrecy, use Diffidellmansince the key generation process is quick and these

keys can be discarded after eaebsson[15]

25.1 MITM ATTACK ON DIFFIE HELLMAN

In [14] there is no provision of authenticating the parties involved in the communication.
This leaves the entire algorithm vulnerable and susceptible to MITM attacks. Let us
assume, OAliced and O0Bobd wants to communi

involved in the attack are as follows. Figure 7 is a pictorial representation of the following

process.
T Al the three are in possession of O6p6é6
T On one hand, Al ice selects a random nul

formerly discussed formula She t hen sends the 6Tabd t
Bob selects a random number 6Sbé and gel
it to Alice.

T 6Robd captures the packet containing 0T
6Sald & O6Sb1loalabn d& goeTnbelréa.t eHse 6tThen sends

to Bob.

T Al i ce, upon reception of O6Tbl6é generate
6Taldéd, responds with O0Tbod.

T Rob is now in possession of both 6Taéb,
thengener ates the O60Keyld for Aliceds comn
from Bob, he generates O0Key26 for Bobds
I n the meanwhil e, Bob generates the O0Ke

When the data transfer starts, Alice encryptshersms age wi t h 6Key1l1ld
out to the channel which is intercepted
replaces it with another message after

Bob, who decrypts it with O6Key26.
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Figure7 MITM in Diffie Hellman [Adapted from 15]

In this way, the entire session is hijacked by the intruder, who constantly reads each and
every message that is transferred between Alice and Bob. Both Alice and Bob remain in a
perception that theyra communicating with each where in reality they are actually

communicating with Roll5].

2.8 SECURITY | SSUES

Pawar et. a]61] and Anwar et.aJ]62] have presented the various security issue that the

current existing network faces. They categorizedtiacks under two broad categories:
6Passived and OActived. OPassived attacks
data transferred in the networ k, whil e O6Ac

disrupts the normal functioning of thetwerk by issuing some camandg57].

Under O6Passiveb6 attacks, we have Eavesdr o}
Eavesdropping, the adversary would aim to obtain the confidential data from the data
packets that are available in the communicatioMonitoring, the adversary can read the

secret or confidential information but cannot alter or modify it in any manner. In Traffic
Analysis, the adversary makes an attempt to analyze the communication between the

sender and the receiver. Herein the asiwgr cannot modify the data available in the
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communication channel but he can analyze the total amount of data being transferred and
also analyze the communication path where he/she can later launch a Denial of Service
(DoS). DoS implies to the type of atk which is launched at the Datalink layer, Network
layer and/or Transport layer. This attack issues commands which inject fake or dummy
packets into the channel thus disrupting the network facilities. Man In The Middle(MITM)

is an attack wherein the adsary disguises himself as the other authentic party and

initiates a communication between the two authentic parties [57] [58].

Under OActived attacks, we have Spoofing,
of Service, Wormhole, Sinkhole andiflyattacks. In Spoofing attack, the malicious node
presents itself as the other entity forcing the sender to alter his topology. In Modification
attack, the adversary either alters the contents of the packet or modifies the routing route
making the sendedo transfer packets via a longer path causing the communication delay.
In Wormhole or the Tunneling attack, the adversary obtains the packet and tunnels it to
another malicious node wherein the sender perceives that he/she has found a shortest path
in the network to its destination. In Fabrication attack, the attacker inserts counterfeit
information into the data or generates false routing messages misleading the
communicating parties. In Denial of Service attack, the network resources are consumed
or clogged by sending dummy or fake packets into the communication channel. Sinkhole
prevents the complete information to be obtained by the base station and Sybil is an attack
wherein the malicious node connects with other malicious nodes via its secret kieysand

numerous copies or instances of malicious nodes are ready for an attack [57].

2.7 SECURITY GOALS

As with any security research work, this work would be incomplete without the Security
Goals analysis. Following is a short discussion on the Secwoatg gvhich act as pillars to
any Network Security Research work.

Confidentiality, Integrity and Authentication are the three major pillars of the network
security. By Confidentiality, we refer to the scenario wherein if an illegitimate person
17



eavesdropsnio the traffic, the collected data packets would yield no information using
which the eavesdropper could gain knowledge on the key or the data contained within the
packet. By Integrity, we refer to the scenario wherein the message sent by the sender is
exactly the same as the message received by the receiver. Both and/or either of the parties
must identify the change made by any illegitimate person, to the received data packet. By
Authentication, we refer to the scenario wherein the sender is validatedf&d by the
receiver and vice versa. Both the communicating parties must be able to identify that an
illegitimate person is trying to enact as the other [63].

The other security goals which also play their vital roles are-Rigpudiation, Forward
Security, Backward Security, Access Control, Certification and Availability. -Non
Repudiation implies to the situation where the sender cannot deny of the transaction it made
later on. Forward Security implies to the scenario wherein an illegitimate pstsaid

not be able to deduce the keys which would be utilized for the upcoming communication
based on the knowledge of the set of the previously used keys. Backward Security implies
to the scenario wherein an illegitimate person should not be able ve tezikeys which

was utilized for encrypting the previous messages, based on the set of future keys. Access
Control defines who can access what and when. It restrains the user to access certain
features if the device finds the user to be illegitimatetif@ation refers wherein a trusted

third party authenticates the source. Finally, Availability is the scenario wherein only the
legitimate users are allowed to use the system resources. In short, system resources are

available only to the legitimate usg6gl] [63].
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CHAPTER 3 RELATED WORK

Through this chapter, we make an attempt to present the works of various researchers in
the fields which in some way or the other, has influenced this thesis. We begin with the
studies and tests performed on the mobileads and the sensors concerned to them. Then
we give a glimpse of the studies performed towards key generation approaches, followed
by the studies on Diffie Hellman algorithm. We also look into some of the techniques used
to secure the message in the r@twvith the help of biometrics and other related works.

We finally conclude with the contribution of the studies and their limitations.

RELATED WORK

SMARTPHONE KEY GENERATION WORKS on DIFFIE BIOMETRICS &
SENSORS SCHEMES HELLMAN OTHERS
(16— 28] (20— 35] [36 - 38], [44], [45] [11], [39], [40 — 43]

Figure8 Overview of the Related works discussion

3.1 LITERATURE SURVEY ON SMARTPHONE DAT A

Herewe make an effort to survey through the works of various authors who have utilized
smartphone and /or sensors for obtaining their objectives. This section is divided as

illustrated in Figure 9.

19



SMARTPHONE
SENSORS

Traffic Analysis <+ [16 —17]

Malwares Detection] [18 — 21]
& Prevention

User Behavior +—— [22 —24]
& Patterns

User Behavior <+ [25—28]
Patterns

Figure9 Survey on Smartphone Sensors

3.1.1 SMARTPHONE TRAFFIC ANALYSIS

The authors of{16] [17] [18] speak about the traffic dynamics generated from the
smartphones. They ltected the data from the network service providers and analyzed
them. The devices list included smartphones which run on iOS and Android platforms,
Ipods and personal computers. They distinguished between the devices based on the header
information retri@ed from the packets. The main objective of these studies were to help
the network provider manage their resources efficiently based on the analyzed increase or

decrease of the demand of the network.

Shafiq et. al[16] consider the traffic generated from machines suchsasttrackers,
security cameras, healthcare applications, traffic from smartphonemndtpresents the
characteristics of the traffic in terms of temporal dynamics, device mobility, application
usageand network performance. Maier et.[&F] analyzed the device usage from the
network perspective by studying the packet level data of over 20,000 customers. They used
Bro NIDS to anonymize, classify data and extract headem fthem. From their
observation, they concluded that, DSL lines remained same in each trace but the count of
the devices increased significantly. They also found that multimedia is the mostly found
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content in HTTP, iPhones & iPods are the most commonlg dseices with Safari as
mostly used browser. Li et. fl8] focused on understanding the user behaviors of three
mobile platforms Android, iOS and Windows. The data collected from the big cellular
network company was analyzdm two aspects; Traffic dynamics and User applications.
They identified the platform of the mobile devices based on the Type Allocation Code
(TAC) in the HTTP signatures. They finally concluded that iOS generated maximum
traffics than Android and Windes.

3.1.2 MALWARE DETECTION & PREVENTION

The authors of19] [20] [21] [22] present their works on detection and containment of the
malwaes in smartphones. They collected the application data from the device and their
methodology mainly focused on mapping the signatures and behavior eknoelh
malwares. They developed systems for collecting and analyzing the data. Monitoring,
detectingthe flow of data and then titying the user is the commostrategy. All the
studies relied mostly on training data and proposed solution for detection and prevention

of malwares in smartphone devices.

Liu et.al[19] used a &ttic and Dynamic analysis technique to detect malicious code. In
static analysis, there is a Black list and a White list detection module which has the
signatures of the malicious code. Regular expression ardded/matching module helps

in identifying he malicious code. A decompiling module helps in decoding the application
bytecode and then it is compared with the lists. If a match is found, then it alerts the user
else it enters into Dynamic analysis mode where the android system output log is used to
monitor the sensitive behavior. The collected log is filtered based on the sensitivity of
information and then that particular log is analyzed for malicious activities. They have
analyzed 400 applications with a detection rate of 78&uk et. al [20] developed
OMDFMonitoring, Detecti on, Tracking & Noti
application via signature behavior analysis, detects the malwares and reports them to the

user. Their application constantly monitors thgplacation activity such as access to

21



registry, main memory etc. It detects malware using Anomaly based technique and
Signature based technique. Upon detection, the system tracks for the source, starting with

the detected taint or behavior and finally fies the user.

Burguereet. al[21] proposed a framework for malware detection by collecting traces based
on crowdsourcing. The framework detected malware based on the application behavior and
matching it with the data collected from the crowd and another dataset which consist of the
artificial malware. For collecting the behavior related data from the unlimited real users,
an application called Crowdroid was developed which monitors Linux kernel system calls
and send it to the centralized server for procesdhigickel et.al [22] presented a
methodology for the analysis of application behavior based on the logs collected from the
android logging system. The log entries are then mapped to bit vectors where each
dimension is requested permission or actibhese ectors are then fed to the Self
Organizing Maps which is a neural network learning system, to generate the pattern of
requesting permission and performing actions of the app and then compare that with the

malicious ones.

3.1.3 USER BEHAVIOR & PATTERNS

Authors in[23] [24] speak about the user behavior and patterns associated with it. In these
studies, data is either given by the user or is collected from the logs. Different interaction

techniquesind the user behavior are analyzed using the sensor logs.

Hirabe et. a[23] gives an idea on logging all the touch operations, analyzing them and
visualizing them by collecting them from the OS. The author claims that, th&rtguch
patterns of the user, the user behavior can be analyzed and utilized for different purposes.
These patterns include single/multi touch operations, pinch/zoom operations, pressure
while touches and the average speed of the user while perfoimoisg touches. Tian et.

al [24] proposes a technigue which predicts the route without involving the user to feed in

the input. GPS sensor data is used and Time Clustering Algorithm for classifying the
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destinations based on psred daily destination behaviors and Trajectory Matching
Algorithm for matching the current location to the stored locations in order to predict the
destination is used. Turning Estimate Algorithm helps in storing the location at optimum
times thus redung the cost of energy required in processing and translating the co
ordinates. Linear Regression Algorithm is used to detect a turn and then store the location
where the turn is made, as a straight streak is not required to store, it is usually a straight
streak between the turns. Google Map Service is used to show the detailed route and co

ordinate to map location translation i.e. street name, city name etc.

3.1.4 USER BEHAVIOR PATTERNS

The works in[25] [26] [27] discuss about the user behavior patterns based on the data
collected from various sensors available in the device. The User behavior includes video
watching patterns, Mood assessment, (@gioal user profile, motion type and battery

consumption patterns.

Datta et. al [25] present four different techniques to preserve smartphone power
consumption. Substitution, Suppression, Piggybacking and Adaptation areouhe f
techniques which rassess the need and utility of a particular resource of device and
recalibrate its usage. A context aware application manages the application with the help of
algorithms which predicts the next charging opportunity and batterynidetThe
automated power construction technique called PowerBooter makes use of sensors to
record the battery discharge behavior and PowerTutor which displays the power
consumption by each application. The Batte
time, power consumption, network usage and their patterns is the final module. Based on
this, they state that the battery usage pattern varies from person to person. N26¢t. al
addresses the mood related mental health @nabby proposing MoodMiner, a framework

for assessing and analyzing mood in daily life. This framework extracts human behavior
by wusing mobi |cemmuprhicationedata and a&ssessalaily mobtbod is

represented with the aid of three dimensiamd fur features. Displeasure, tiredness and
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tensity are the three dimensions while location, micro motion, communication frequency
and activity are the four features. The location is collected using GPS and clustered using
the K-means algorithm. Micormain such as user picking up the phone for a few seconds
and doing nothing useful, are extracted from the accelerometer raw data. Communication
frequency are based on the call and text messages sent/received by the device. Activity
includes walking, sittinggtc. which are also collected by the accelerometer data. Based on
the previous mood and the accumulated features, the current mood is deteBexiogphi

et. al[27] collected the data from the accelerometer and gyroscope sensors to detect the
user6s motion type. The authors coll ected
different motion types. Different classification algorithms were used to clagsifyaining

data into different motion types. Finally, the motion type recognition algorithm is
integrated into the mobile application to detect the motion type.

Bo et. al[28] developed a mobile application named SilentSenk&h authenticates the

users without disturbing the usero6s operat.
other features such as motion, walking etc. features which can differentiate the owner of

the device from the guest users. It silently ssrike touch behavior and uses SVM to store

the user touch pattern. For instanéeg guest is using an insensitive information bearing

app such as a game app then security feature is off and if the guest is using a sensitive
feature bearing app then setyfeature is turned on. Gait feature is also recorded in order

to sense the discrepancies invoked when the actual owner is using the mobile. In short,
SilentSense app uses the touch pattern, pressure for touches and the gait to authenticate the

owner awl thus assign the level of security to the information.

3.2 LITERATURE SURVEY ON  VARIOUS KEY GENERATION METHODS

The authors of [2385] discuss on the various ways keys have been generated using the
Diffie Hellman approach in different fields such as VANE, mixnets, Relay networks
etc. They present us the techniques they have adopted to encounter MITM in DH algorithm,

such as use of random number generator, messages, images etc.
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Islam et. al[29] uses images as secret keyhea than using the traditional binary secret
keys. Letters of the message to be transmitted are translated into their respédtive 8
codes. These codes are binary in nature. This &de is then searched in the image pixel
values. The coordinates tbfe location on the image where the match is found, is retrieved
and stored in a column layout rather than in (x, y) layout. This is sent as the cipher text.
The receiver will scan the image and locate the pixel which match and then translate to the
original message. They claim that it is highly secure due to the large key size and conclude
that the performance of the proposed technique is better than AES, 3DES and DES.

Khader et. a[30] presented an overview of the MITM atkain DH protocol and then

proposed a method to secure the Diffie Hellman. Their method involves the use of Geffe
generator which generates binary sequences with high level of randomness. They
conducted a series of tests such as frequency tests, sdripbtes test etc. to check the
randomness of the generatorés sequences. T
the private keys andtheskad keys. Al s oposhduld lye aprima huenbler t h a t
and g should be primitive root of Modulo p. Tpevate key is not sent into the channel

and is saved as hashes in the server. Their proposed method also provicsmlida@tion

by identifying the parties from their user information.

Ahmad et. a[31] talks about the miservers that are used in a decryption mixnet, which
continuously receive encrypted messages as input then decrypt and shuffle them to get a
new output. From this output, the messages are regained. Here the authors present a
decryption mixnet by comparinghe Symmetric key encryption algorithm and the
Asymmetric key encryption algorithm. All of that is attained via simulation. Both,
symmetric and asymmetric key encryption algorithms are evaluated based on several
criteria such as number of messages trangrigirough the mixnet, number of rreervers
involved and the key length. They have concluded stating that Enhanced Symmetric Key
Encryption Based Mixnet (ESEBM) requires the least time as it uses optimal cryptographic
technique for encryption and decrygati purposes. Also while passing messages, it does
not need large number of overhead for messages. RSA is slow due to the repeated
encryption and it requires more time than the rest. EIGamal requires less time than RSA as
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the sender only performs a singtegyption for all mixservers. Thus for mixnets, ESEBM
is the best followed by EIGamal and RSA.

Wang et. al[32] proposes a signcryption scheme based on the hardnessifig
Hellman problems and proved that the semaseticisty under eDiffie Hellman Inversion
problem assumption with its unforgetability undeSiong Diffie Hellman problem
assumption. The proof of security is provided in random oracle model. They challenge the
signcryption proposed by Libert and Quisgrawvhose operation has the same cost as an
Elgamal encryption with reverse operation requiring only three exponentiations and one
pairing to be done. The authors claim that their scheme is the most efficient among the

existing schemes.

Sha et. a[33] propose a cloud supported protocol to enable secure data reading from the
isolated smart meters. These were to be deployed to secure the sensitive data existing in
the Smart grid systems where the smart meters collect the large amounts of energy used by
the Smart grid systems. Most of the proposed authentication protocols which authenticate
the smart meters in smart grids ignore to control the readings to the smart meters. In the
proposed protocol by the authors, an Asymmetric key based authenticatsigisedl for

the readecloud authentication and then a new-binge symmetric key is generated by the
meter reader which is shared by the smart meter. Then, authentication is done between the
reader and meter based on the symmetric key. Hence the readersudhenticate itself

with each and every smart meter available in the grid. They claim that the proposed

protocol is lightweight and secure.

Sampangi et.al [56] proposed a security suite for Wireless Body Area Networks where two
key management schemare presented. In the proposed schemes, the need for key
exchanges is removed by enabling the sender and the receiver to generate keys
independently. The authors make use of the Reference Frames concepts in order to acheive
their goals. Although their keme ensures the secrecy of the keys and is less prone to
attacks, they have some limitations. The initial set of Reference Frames that are used are
dummy values and are uploaded by a human which might be prone to social engineering
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or human errors. The relimitation is the loss of Acknowledgement frames i.e. there is
no tracing to know whether the acknowledgement is lost or data has failed to reach the

other end.

Khan et.dl34] proposed a symmetric key generation anddis&ribution scheme. The
authors make use of a Symmetric matrix and generator matrix of maximum rank
distance(MRD) codes. This scheme is applied on the wireless sensor networks which are
resource constrained and hence key distribution became very diffrculie proposed
approach, sensor nodes are grouped and some information is stored in each node for the
generation of the keys. The authors claim that their scheme reduces the communication
overhead to setup a link key as it requires only two messagealtssa link key between

any two nodes. They also claim that their scheme also provides the highest level of network
scalability and connectivity. The division of sensors has isolated the node capturing effect
to one specific group. The proposed schenowiges low memory usage, 100% network
connectivity, scalability and low communication overhead without sacrificing authenticity,
integrity and confidentiality aspects.

Fuloria et. al[35] discusses about the key managemanglectricity transmission and
distribution for communication within substations and between substations. In electricity
network, key management is a challenging task because of the expanse of the network and
the resource constrained environments. Theoasithave presented a different variant of
symmetric key and public key protocols which is simple, usable and cost effective. They
presented a detailed threat model, analyzing a range of scenarios from physical intrusion
to supply chain attacks. In conclasj they claim that protecting the communication within

the substation provides less benefits when compared to the use of cryptography to secure

wider area communications between substation and network control center.

3.3 LITERATURE SURVEY ON SOME OF THE WORKSON DIFFIE HELLMAN

Following are the works which have detected some of the ways through which MITM
attacks are possible in the Diffie Hellman algorithm and some of the techniques using
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which the attack can be mitigated. We also discuss briefpore other works which have

been explored in Diffie Hellman algorithm.

WORKS on DIFFIE

HELLMAN
MITM Possibility+—t— [36], [37]
Other Works «—1—+[38], [44], [45]

Figure10Works involving Diffie Hellman Algorithm

3.3.1 MITM ATTACK POSSIBILITY in DIFFIE HELLMAN

Kumar et. al[36] speak about the Diffie Hellman and how MITM is possible in Diffie
Hellman protocol. They show how the key space can be exhausted by brute force. They
suggest double encryption of the message along with an Identifier as a safety measure from
the attacks. fiey also suggest to make use of Digital Signatures concept. They present
Station to Station Protocol (STS) as example which employ RSA signature for getting
public and private keys. The authors have neither implemented nor tested their proposed

suggestionut mentioned it in their future work.

Van Oorschot et. dB7] state that in a Diffie Hellman key exchange, if the key exchange
takes place in a certain mathematical environment, then the algorithm is vulnerable to
specificMITM attacks and thus the keys are compromised. It also talks about Station to
Station Protocol (STS) which is a thrpass variant of the Diffie Hellman protocol which
allows the establishment of shared secret key. It also provides mutual entityiaatioent

and mutual explicit key authentication between the two patrties.

3.3.2 OTHER WORKS ON DIFFIE HELLMAN

Chang et. al[38] talks about the extension of Diffie Hellman to multiple party key
distribution in a wireless reyanetworks instead of the traditional two party. Mydlérty
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relay network is one where multiple parties communicate with each via a single relay. They
proposed two efficient key exchange protocols and ran performance comparison with the
existing ones. Igroup Diffie Hellman, the product of the individual private keys is a factor
of obtaining the shared key. They explained the two proposed protocols and compared
them. They conclude that their Diffie Hellman key distribution protocols for small group
netwok setting is highly efficient and for large group network setting is practically
efficient. The comparison suggested that the proposed protocols are not derivative
variations of the existing ones. They also conclude stating that Protocol 1 is optimal when

there are three entities in the network.

Mejri et. al[44] propose a secure variant of Diffigellman algorithm for groups that are

secured by a prehared key, against MITM attacks. Their proposed scheme can be used
by seveal types of authentication and encryption VANET applications. They discuss a
wide variety of problems in VANETs and use their proposed method to solve them. They
secure the group against MTIM by calculating the group key as XOR bitwise between

initial group key and pre shared secret.

Zhang et. al45] implemented six kinds of optimization algorithm for Elliptical Curve
Diffie Hellman algorithm for key agreement and pairwise key creation between sensors in
wireless sensor netwks comprising of IRIS nodes. The author then tests and compares
the implemented algorithms w.r.t. RAM/ROM consumptions, initialization time and key
establishment time. They presented their results and showed which settings and which

order of execution wdd yield ECDH more effective.

Stulman et.al [68] proposed an algorithm, named as Spraying Diffie Hellman, to facilitate
secure key exchange during conversation handshake on the secure channel in which the
MANETSs are built upon. Their algorithm requires prior knowledge and user intervention as

the exchange is done by using the fluctuation of the network topology inherited. They use the
topology and the features such as IP address or IMEI number or phone number as key
generation material. They also spie message to be transferred into segments and each piece

is provided with a hash of the entire message. The match confirms the authenticity of the sender
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and also helps in detecting the MITM as the hash cannot be formed without the presence of all
of the message segments. Also each segment is sent on a different route to the destination.
They also claim that their algorithm also preserves forward security as they to change the key

for each communication.

Shen et.al [69] propose a secure key agreememnbqwl in which two mobile devices can
establish a shared secret without prior knowledge using Diffie Hellman with less
communication and computation overhead. They use Random number generation for
generating the key generation material and their XOR mtofdtn mutual authentication. It

only after the authentication that the keys are generated. After confirming the authenticity of
each entity, they also have to commit to the values they are going to use for the key generation.
They claim that the possiliji of an adversary to launch a MITM attack is close favkere

O0k6 is the number of bits present in the aut

Yang et.al [71] propose a group key agreement protocol which reduces the time complexity
from O(Nlog2N) to O(N) thus reducirthe overlapping computation and data packet sending
time. They make use of Binary trees in each node for generating the keys using the Diffie
Hellman approach. Their technique functions in two phases, wherein the first phase involves
the selection of the amaging node whose responsibility is to gather and dispatch the
information of generating group key and in the second phase is deal with the binary tree at each
node independently. They claim that their technique could detect MITM as the node would not
beable to decrypt the files as it is not in possession of the proper key as this key is generated
based on the ingredients accumulated by the managing node from all the nodes available in the

group.

3.4 LITERATURE SURVEY ON BIOMETRIC AND OTHERA  LGORITHMS

This section discusses on how the biometrics are used for authentication and encryption
techniques. It also discusses on some other related techniques and methods used for similar

purposes.
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3.4.1 BIOMETRICS for AUTHENTICATION & ENCRYPTION

The authors of [4@13] speak about how they have utilized biometrics for authenticating
and/or encrypting the data. Most of them have preferred fingerprint as the biometric. Some
have explored different ways imhich fingerprint can be used while others discuss the

areas where it can be implemented.

Liang et. al[40] propose a fingerprint encryption scheme which is based on threshold.
Their proposed technique is, unlike the Fuzzy Wawhich relies on templates or the
encrypted templates in Fuzzy commitment based scheme while regeneration of the key
which protects the biometric key in a polynomial. They claim that Fuzzy Vault has the risk
of information leakage for the stored bionetemplate. Fuzzy commitment, on the other
hand, stores an fencryptedo template but it
key generation stores neither the template nor the secrets and also it has a low number of
effective bits. The proposdmometric cryptosystem, does not require to store the template
and also the key is relatively long. But it has high time complexity, low Genius Acceptance
Rate (GAR), a coarse quantitation and a-gdrgn work. Jain et. a[41] propose a
multimedia content protection framework which is based on the biometric data of the users

and a layered encryption/decryption scheme. They use a combination of symmetric and
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asymmetric key systems for the fulfillment of the scheme. The hardeatreges such as

the hard drive serial number etc. are also used in the encryption/decryption processes.
Watermarking and data hiding techniques could be utilized to address the requirements.
They make use of the int@dass variation which talks about ttiéferences in the extracted
fingerprintdés minutia etc. due to t[42 sensc
propose a framework that safeguard the sensor data in the cloud from unauthorized access
and selprotect in case of breach. This data is the healthcare monitoring application data
which is sent and stored in the cloud. The security is provided using biometrics and other
related mathematical formulae and algorithms. They have used PKI for transferring the

biometrics to the cloud before initiating the communication.

Wang et. a[43] proposed fingerprint based Biometric encryption. They have used Gabor
filter ban to extract the fingerprint features and a binary key is bindthattilter bank.

The extracted feature has fixed length and comprise of both local, global information. The
binary key is bind to the filtebank using traditional cryptographic algorithm such as AES,
DES etc. The algorithm is evaluated on FVC databas¢henesults show that Reference
point localization has a great impact and robust reference point is important for this
framework. Better fingerprint extraction algorithm and an efficient ridge texture
enhancement algorithm for eliminating the texture easuld be used to improve the
guality and performance of the algorithm.

3.4.2 OTHER RELATED WORKS

Suh et. a[11] present PUF designs that make use of the delay characteristics of wires and
transistors that vary from chip thip. They have discussed various different PUFs such as

Ring PUF, Oscillator PUF etc. and their functionalities. The authors also explain how PUF
enable low cost authentication and for volatile secret keys for cryptographic operations.

These volatile kgs can be used for both symmetric and asymmetric algorithms.

Quisquater et. dI39] explain about the Zer&knowledge proof. In this, only the Prover

must have the answers and only the Verifier should be able to verify theransahis
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guestions. The answers are not stored in
the prover can prove that he is legitimate and also minimizes the chances of replay attacks.
Thus the chances of someone guessing the answers or thensegf questions is
astronomically small. Since none of the answers is stored in the verifier nor the prover,
hence recording the packets would yield nothing useful. It is entirely based on the
fact/assumption that the prover possesses some secretdtirimsing which it can prove

itself to the verifier. Neither the secret information is stored in the verifier end nor is
transmitted over the wire. Hence as mentioned before, recording the packets and observing

the sequence would do no good at all.

3.5 SUMMARY

In summary, the authors of [4&] present us with the amount of traffic being generated

by the mobile devices for resource allocation. The works of2[ll8detect malwares in
smartphone devices using various different technique2T2focus orthe User behavior
among which [226] extract the pattern of the user behavior and interactions with the
device but [27] authenticate the user based on the interaction of the user with the device
and the gait as well. [28] continuously tracked the useaWer in the background to
authenticate the owner from the guest. Hence this shows us that the sensors have been put
into use for various different purposes and added to that there is tremendous amounts of
traffic originating to and fro the device uponiaiinthe proposed algorithm can be applied

to enhance the security. [11,39] are some new instances for authenticating and key
generation. [4213] present with works that have dealt with biometrics for key generation
and/or authenticating the user and sewuthe data. [238,44,45%8-70] have encountered

the MITM in DH and also have modified it for key generation. In most of the works, they
have attempted to make the key as unpredictable as possible in order to prevent the
possibility of MITM in Diffie Hellman.
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3.6 MOTIVATION AND RESEARCH OBJECTIVES

From whatwe have explored so far, we noted that researchers are making an attempt to
prevent and/or detect MITM attacks in Diffie Hellman by making the shared key content
as random, as unpredictable anduagjue as possible with the preservation of forward
secrecy. The keys are generated either out of the hardware of the device which is unique
only to that specific device such as IMEI or out of the values that the device generates such
as its readings. Thesvalues tend to be random and unpredictable for an adversary if he
intends to launch a MITM attack. Apart from that, the researchers have also made an
attempt to minimize the transfer of key generation material for establishing a shared key.
As discusseth Section 3.5, researchers have attempted to make the keys unpredictable so
that an adversary may not be able to initiate an unauthentic communication with either of
the parties. Added to that, we have also observed how the sensors are put in ussifor vari
purposes such as malware detection and user behavior analytics proving that the values
obtained from them are sensitive to movements and variations occurring with the device.
Some of them have either transferred the key generation material outamthmreinication
channel or have not acknowledged the reception of the data. Thus with the motive to
eliminate the need for a separate transfer
6g6 values out in the publ blecas possile ivowharee nder
developed a new scheme which would make use of the sensor data available at our disposal.
None of the schemes, to the best of our knowledge have used the dynamically fluctuating
aspect of the sensors as the key generation matesatds securing Diffie Hellman from
MITM attacks.
To address the research gap, the objective was to develop a new scheme which;

i.  Avalil independent generation of the keys

ii.  Increase the unpredictability and randomness nature of the keys generated

iii.  Facilitate tvo way acknowledgments to ensure a successful transfer

v. Eli minate the need for a separate trans:

and 6gbé6
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Vi.

Satisfy the security goals such as Confidentiality, Integrity and Authentication
along with additional secity goals such as Access Control, Forward security,
Backward Security and Non Repudiation.

Provide security from security attacks such as modification, replay attacks,

fabrication, invasion and most importantly, MITM.
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CHAPTER 4 METHODOLOGY

4.1 PROPOSED APPROACH

The proposed approach involves two phases,
phase. Al t hough the ORegistrationd phase ¢
application, yet it plays a vital role in the entire algon. The entire approach is designed

around the clienserver architecture with the client being any device which has sensors &

internet access and the server is believed to be in a remote location.

In the Registration phase, the application gathers aéisbdd fingerprint of the user, the

PUF of the device and a set of Reference Frames containing the values accumulated by the
sensors. The application then sends them to the remote server using the RSA algorithm for
encryption over PKI. Once the applicatieands out its second acknowledgment to the
server, it deletes the hash of fingerprint it collected earlier and safeguards the application

along with its data in case of theft or loss of the device.

In the Data Transfer phase, the application and the server utilizes and/or updates the data
it received during the Registration phase to attain the objective of this research. The
application uses the combination of the fingerprint and PUF for authemgjcat user,

hence facilitating access control. Also once authenticated, it then generates the terms such
as p, g, Sa etc. required for Diffie Hellman Key generation. Similarly, the server follows

the same set of steps to generate its own terms and wemtioa of the Ta from the client,
generates the key. The server then sends the terms it generated to the client using which its
key is generated. The client then accumulates new sensor values and updates the Reference
Frames which are in its possessioheill the new set of terms are generated again and with

the data which is to be sent to the server, is then encrypted using the key and sent to the
server. The server then decrypts the received message and updates its own reference frames
and acknowledges thi the terms as before for the generation of the key. Upon reception

of the second acknowledgement from the client, the keys are destroyed by both parties and
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the reference frames along with the key are updated. The values which act as the

acknowledgmentra the values stored in any random field from the Reference frame.

In short, at both the ends of the tunnel, the terms p, g, Acknowledgments, are the values
contained in the fields of the Reference Frames. These fields are selected at random so that
the prediction of the values utilized as the terms which are used in key generation, is made
difficult.

The step by step detailing of the proposed approach is explained in the following

subsection.

4.2 ARCHITECTURE OF THEP ROPOSED APPROACH

This section discsses the architecture of each phase in the proposed approach as
mentioned in the $écriepnedeht sTheesgimbpbk &
the client applicxXbi oaprerasermnnsdg the styenhbo | w

the server.

The only assumption made in this thesis work is, during the Registration phase, the server

and the Third parties involved in the PKI are secure for thigiomephase.

Figure 12 +to Figure 15 displays the ti mi
Registation Phase.

! The application gets the fingerprint of
obtained fingerprint o6h(fp)éo. Once the
deleted.

! The application then obt ai rasdstorés@acoppJ F o f
of it in the device.

| Then, it performs a XOR operation between the hashed fingerprint & the PUF
value. The outcome of XOR operation is |

case). When the user accesses the application agaipptieaton requests for his
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fingerprint and performs the above set
is then matched with the stored 0z6 val
is provided only if a match is found else access isdenied n t hi s way,
variable helps in providing access control for the application.

After the generation of 0z6, the appl i
Frames (minimum of 5). The Frame structure is presented in Figure 16. The first 5

fields in the Reference Frame are the values collected by the sensors available in

the device. This is followed by the Timestamp pertaining to the creation of the

frame and the sequence number. The Sequence number is placed to prevent the
replay attacks on eithef the parties.

The hashed value of the fingerprint 6h(
the Reference Frames, constitutes the m
in this phase.

Then the Message Digest 0 MDhashing of thg e ner a
message.

This Message Digest is then signed with
the digital signature O6CMDO6. This prese
This digital signature O6CMDO6 aldaithg wi t h
the public key of the server OpkSré a
communication channel.

The Server, upon reception of the messa
and extracts O6mé, O6CMD6 components from
It then computes the hash of the messag
public key of the client &6épksd to get t
the received 6CMDOG.

If it fails to match, the packet is dropped else the PUF of the dévR& F ( phone) 6
6z6 value and the Reference Frames are
Now, the first two digits from the public key value is taken and is used as pointer

to a particular field amongst one of the reference frames. For instance, if the key
value is 25689 then the first two digits constitutes of 2 & 5 thus pointing td'the 2

Reference Frame and'%ield. The value stored in the location specified by the
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pointers, is retrieved and used for the generation of the Acknowledgment of the
server.

X Theretrieved value is taken and a Keyed hash operation is performed on it. The
key used in the hashing are the first two digits considered in the former step where
each value is incremented by one i.e. since the first two digits were 2 and 5, hence
the key ig2+1)(5+1) i.e. 36.

X The outcome of the previous step acts as the Acknowledgment of the Server
O0ACKs 6, which is encrypted with the pub
the client.

! The client receives the encrypted message, decrypts using é@stpgvy key &6 s ks 6
extracts the Acknowledgment O6ACKs©O.

! Retrieves the value from the corresponding field in the reference frame using the
s ame technique as menti oned earlier
acknowledgment.

I Then it hashes the extracted valuevedfies it with the received Acknowledgment
from the server i.e. OACKs©®. I f a match
of the server to get the pointer using which it retrieves the value from the respective
field and reference frame. It follewvthe same set of steps as described for the
generation of the Acknowledgment of the server in order to generate an
Acknowl edgment for the client OACKph©O.

! The Acknowledgment for the client O6ACKpPI
of the server and ferarded to the remote server.

X The server receives the encrypted acknowledgment, decrypts it and verifies it to

ensure the completion of a successful transfer.
Since the entire timing diagram does not fit in the page, we have split the timing diagram

into parts and represented in the figures that follow. Figures 12 to 14 are the parts of the
timing diagram and Figure 15 display the flow of the timing diagram.
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Public Key (pks, n,)
Private Key (sks, n,)

SMARTPHONE

1) Get 5 Reference Frames

2) Get PUF(phone)

3) Get Fingerprint, fp.
Calculate h(fp) and delete fp &
get its f= h(fp) value.

4) Calculate
z= h(h(fp) XOR PUF(ph))

_5) Create Message, m=1+2 +
ie.

m = 5 RefFrames, PUF(phone), z
6) Create Signature

MD = h(m)
CMD = MD**mod n,

Public Key (pkSr, n,)
Private Key (skSr, ng)

SERVER

1) DecryptkMessage
M = IM** mod n
i1) Decrypt CMD s A
MD = CMD** mod n ,
iii) Check and Validate
h(m) & MD
iv) Extract from m the fields
m = 5 RefFrames, PUF(phone), z
v) From pks, use first
2 digits to deduce 1j and
extract content from RiFj as m
vi) Keyed hash using (it1) (j+1)
as key,
keyedH(m) = m,
vii) Encrypt Message
ACKs =m ™ mod n

7) Form
M =m, CMD
,
8) Encrypt Message ;
IM= M"'mod n,
Figurel2
ACK
s/ s
b
Figurel3
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as key,

keyedH(m) = m

Decrypt ACKs
19) From pks, use first
2/digits to deduce ij and
tract content from RiFj as m
11) Keyed hash using (i+1) (j+1

12) Check if

ACKs is equal or not m
13) From pkSr, use first
2 digits to deduce IJ and

extract content from RIFJ as m
vi) Keyed hash using (I+1) (J+1

as key,

keyedH(m) = m,
vii) Encrypt Message
ACKph = m,"" mod n,

F1

ACK,

REGISTERATION COMPLETE

Figurel4d

Figure 12

N

F2

Figure 13

xi) Decrypt ACKph

10) From pkSr, use first

2 digits to deduce IJ and

extract content from RIFJ as m
11) Keyed hash using (I+1) (J+1)

ACKph is equal or not m,

Figure 14

N\
Figurel5 Registration Phase

F3 F4 F5

Gravity Sensor

Pressure Sensor

GPS Sensor Orientation Gyroscope
Sensor Sensor

Sequence

Time Stamp NUmber

Collected from the Smartphone Sensors

To Prevent Replay Attacks

Figure16 Reference Frame Structure
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This marks the end of Registration Phase. The following is the description of the Data

Transfer Phase. Thassumption which was made during the Registration Phase is not

needed here. The Data Transfer Phase is a repetitive one, which repeats itself for every

required transfer of data. It is here that the objective of the research work is obtained.

Figureslunt il 24 displays the timing diagram o

Phase.

The application gets the fingerprint of
using the stored PUF and matches i1t wit
after the Registration Phase. Access is permitted only if a match is found else the

user is restricted from accessing the application and its features.

| f the user is found authentic, the app
help of first two dgits from the stored PUF and uses it to point to a random field of

a random frame. The value stored at tha
The entire fetching technique is similar to the technique used for getting the value

for the Acknowledgmets during the Registration Phase.

Then a XOR operation is performed betwe
value. The outcome is then fed into the pseudo random number generator as seed.
The digits of the random number thus generated are then upeihtess i.e. the

first set of two digits are used to point to the location whose content would be used

as the value for O6p6; the next set of t
Acknowl edgment of the phone gtsgoGdthén 6 and
Acknowl edgment of the server O6ACKs©®O. Th
pseudo random number, then the content

R4F8 goes as O6ACKphd and R7F5 goes as 0.

the nth Rérence Frame.

A random number is taken as the value
formula;

Yo Q a€qQ
Then a simple hash of the Nonce ONcdO i s

with the generated O6FabdtwiosdegctpgpPpt ech| w
42



used for the generation of Nonce, as Ke
the server over the channel.
The server receives the message O06Tmd anc
the gener at i omwith ahk held ohtbee PUB N stdred after the
Registration Phase.
Once decrypted, it compares whether or not the values of the hashed Nonce it
generated is same as the one present in the received message. If they are not, then
the packet is dropped else g@rver generates the same setof valuestag c | i ent €
application usinghe same procedure.
Then the server considers a random numb
formula;
YO Q aéQ

Now it uses the 6Tadagalarrd GdSbé&cwalved i
generate the Secret Key with which it shall be decrypting the data it would receive
in the successive steps. The formula for the Secret Key generation is as follows;

"YQOU QYD 6 € 'Q
Then the server performs XOR operation between the ACKs and Ta. The result of
the XOR operation is then key hashed. Here, the values which were used as pointers
to the location whose content was the ACKs is taken and is incremented by a value
of one. Thigncremented value acts as the Key which is used for the keyed hashing.
For instance, in the example we considered earlier, the content of R7F5 is used as
ACKs. Thus the key in this case would be (7+1)(5+1) i.e. 86. The outcome of the
keyed hash is storess 6 c 1 0 .
Then another XOR operation is performed between the Acknowledgment of the
phone and the Secret Key generated earlier. Using a similar technique as discussed
in the former step, a keyed hash operation is performed on the outcome of the XOR
operatm. The result of the keyed hash is s
later on used to authenticate the message which the server receives from the client.
Upon compl etion of the keyed hash opera
areencryptedi si ng the | ast two digits of the

This forms the first Acknowledgment fro
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The client receives the O06ACKndé and it o

stored O6PUF(phone)6 value as key.

Thenitconput es its own 6cld6 following the e

server, and verifies it with the received one. If it fails to match, then the packet is

di scarded el se 06Tbdé value iIis retrieved &
"YQD Qw YO 6 €D

Then the application performs XOR operation between the ACKph and Th. The

result of the XOR operation is then key hashed. Here, the values which were used

as pointers to the location whose content was the ACKph is taken and is

incremented by a value of one. This incremented value acts as the Key which is

used for the keyed hashing. For instance, in the example we considered earlier, the

content of R4F8 is used as ACKs. Thus the key in this case would be (4+1)(8+1)

i.e.59. Thomut come of the keyed hash is store:q

The O6ACKmé is then encrypted using the

Keyed hash process and is then forwarded to the server.

Since the server is also in possession of the values and pointers whislecte

create OACKmMmM, 6 It generates its own se

the O0ACKm6é after decrypting the receive

The application then encrypts the dat a

Then it performs a XOR6opredathenoBetwect

result yielded is then key hashed using the incremented values of the pointer terms

used for OACKphdé deducti on. The out come

server and is thus stored as O0SAt 6.

Then the random number whi was generated during the previous Secret Key

generation process, is fed as the seed to the random number generator to generate

another random number. This new random number is then used to accumulate the

val ues for O0pd, 0g0,acaniu@iedtirotheprevibuscyele.o n  wh
The former set of values for O6pbé6, 6go,
O0ACKndé which it receives | ater as respo
Using the new values of 6p6, dmuéa et c. ,
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This new 6Tadé along with the calcul ated
number O6SeqNob is composed as a message
and is then sent to the server OTF©OG.

The server upon reception of the message from thet@pplication, decrypts it

with the Secret Key and retrieves O0OSAt O
was stored earlier. If a match is found the Data is decrypted else the packet is
dropped. After decryption, from the data, the reference fraaresipdated with

new set of values contained in the actual data or as a part of the actual data.

After decryption, the 6Tad value is re

actions performed at the client end to generate and accumulate the nevaketof v

for terms 06po, 690, OACKso6 etc., and ne
former set of values for 6pb, 696, et c
OACKmé which it receives | ater as respo

Now usingther et ri eved O6Tad and the newly gen:

calculated again and stored which will be used for decrypting the data in the next

cycle.

Then the 6s26, 6clo, OACKndé are gener a
previous cyrcd et. hulrsheg &@mMerkat ed, i's encryp!
and is sent to the client.

The client, upon reception aénerateddfad ACKn
matchisfound it generates O6ACKmd wusing the s
previus cycle. The generated OACKmMmdé is the
Key and sent to the server. After tran.

OACKphé, O6Secret Keyd etc. are deleted.
The server upon recept i oerfiepifwiththe galuésA CK mo ,
it calculated using the same set of steps. If a match is not found then the packet is
dropped but i f a match is found, t hen t
deleted.

The above mentioned steps are continued untthalldata has been transferred.

After the last packet is sent,
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! The client sends the 6c¢c16 valwue it gene
sequence number to the server as OACKmMmMb

X The server upon recepti on oifobtainedkcafted ACKmo
calcul ation and the sequence number 06Sec
is found, then it performs a hash operation on the Secret Key it used in the previous

cycle along with the Nonce G&WNopdationsl ue i -

t he | ast acknowl edgment whi ch i s sent
transmission of the O6ACKG6, all the ter m:
deleted.

! The client application upon r amwefthei ng t |

hashing of the Secret Key used in the encryption of the last data and the stored
Nonce O6Ncbo. I'f al matble termsumded such
deleted and the connection is closed.

This marks the end of DataTransfer phdgthe end of this, only the PUF of the phone
OPUF(phone) 6, 6z6 value and the | ast set o
parties i.e. at the Server and in the client application. The rest are deleted i.e. the Secret
Key wused, thhiec hvalsueuséendd tw accumul ate 6p6é6,
etc. are deleted. This deletion prevents the access to those values and keys in case of theft

of the device or in case of breach in the server.
Since the entire timing diagram does not fit ia fage, we have split the timing diagram

into parts and represented in the figures that follow. Figures 17 to 23 are the parts of the

timing diagram and Figure 24 display the flow of the timing diagram.
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Fields

ReferenceFrames

SMARTPHONE

1) From PUF(phone),

use first two digits to

deduce ij and extract content
from RiFj as ‘N¢’

2) Get

n= PRNG(z XOR Nc)

3) From ‘n’, get

ilj1,12j2, i3j3, i4j4 and extract
content for

p= RilFj1, g= Ri2Fj2,

ACKph= Ri3Fj3, ACKs= Ri4Fj4

4) Randomly select °S’ and
compute ‘T’
ie.

T =g modp
5) Generate h(Nc)
6) Encrypt {Ta, h(Nc)} with the
first two digits of Nc as key.
The encrypted outcome is the
message transmitted, ‘Tm’

PUF(phone), z
{from Registeration}

SERVER

i) Receive Tm

ii) From PUF(phone), use first two
digits to deduce ij and extract
content from RiFj as ‘Nc¢’ and
using the first two digits of N,
decrypt ‘Tm’

iii) Get

n= PRNG(z XOR Nc)

iv) From ‘n’, get

ilj1, i2j2, i3j3, i4j4 and extract
content for

p= RilFjl, g= Ri2Fj2,

ACKph= Ri3Fj3, ACKs= Ri4Fj4

v) Randomly select *S," and
compute ‘T,’
i.e

T, = g* mod p
iii) Generate KEY
ie

K =T, % modp
iv) Get
x = Ta XOR ACKs
v) perform Keyed Hash with
(14+1)(j4+1)
cl= KeyedHash(x)
vi) Generate and Store
s2= KeyedHash(ACKph XOR K)
where key for hash is (i3+1)(j3+1)
vii) Encrypt {Tb, ¢1} with the last
two digits of PUF(phone) as key
~and send it as ‘ACKn’




B

7) Receive ACKn ecrypt
with last two digits of PUF(phone),

as key. N

8) Generate

x = Ta XOR ACKs

and

Generate c1= KeyedHash(x) with
(i4+1)(j4+1) as key

9) Discard if not equal

10) If equal,

Generate KEY

i.e.

K =T5 mod p

11) Compute

ACK = KeyedHash(ACKph XOR T
with

(13+1)(j3+1) as Key.

12) Encrypt ACK with
(i3+1)(j3+1) as key tg"form AC

13) Transmit ACKm C

+ viii) Receive ACKm and decrypt

/1 with (i3+1)(j3+1) as key

ix)Check if ACK2 is equal or

not with

KeyedHash(ACKph XOR Tb) wher
key is (i3+1)(j3+1)

Figurel9

14)\Encrypt Data using Key ‘K’

= Encrypt(Data, K)
Sender Authentication is
Keyed Hash of Nounce

i.e.
SAtl = KeyedHash(ACKph XOR
with key as (i3+1)(j3+1)

16) Get

nl= PRNG(n)

17) From ‘nl’, get

iljl, i2j2, 13j3, i4j4 and extract
content for

p= RilFjl, g= Ri2Fj2,

ACKph= Ri3Fj3, ACKs= Ri4Fj4

18) Randomly select ‘S’ and
compute ‘T’
ie.

T, =g modp
19) Transmitted Frame ‘TF’
concatnation of T , ED, SAt, Seq
and encrypt with key ‘K’
i.e.
TF =
Encrypt({T,, ED, SAt, SeqNo} K

Figure20
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KeyedHash(Ta XOR ACKs)
with (i4+1)(j4+1) as key

22) Check if ¢l is equal or not
with the decrypted ‘cl’

23) If equal, delete ‘n’

24) Retrieve T, from the
decrypted ACKn

25) Generate Key ‘K’ using Tb
for next iteration

26) Compute ‘ACK’ using

ACK= KeyedHash(ACKph XOR T
where key is (i3+1)(j3+1)

27) Encrypt ACK with {i3+1)(j31
to form ‘ACKm’ and

Transmit ACKm

28) When all Data is sent, send
{KeyedHash(ACKph XOR Tb), §
as ACKm

x) Receive
is equal or
new ones
xii)Get
xiii) From

content for
p= RilFjl,

iteration

x= Ta XOR

Figure2l

Figure22
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xi) If equal
Decrypt Data and replace the
Existing RefFrames with the

TF, Decrypt using

Key ‘K’ and check if SAt

not with ‘s2’

nl= PRNG(n)
‘nl’, get
ilj1, 12j2, 133, 14j4 and extract

g= Ri2Fj2,

ACKph= Ri3Fj3, ACKs= RidFj4

xiv) Randomly select °8,” and
compute ‘T,

i.e.
T, =g* mod p
xv) Generate KEY ‘K’ for next

xvi) Compute s2 and store it
xvii)Generate

ACKs

xviii) Compute

cl= KeyedHash(x) with

key= (i4+1)(j4+1)

|xix) Encrypt {Tb,c1} with

first 2 digits of PUF(phone) as key
and Transmit as ACKn

xx) Receive ACKm and

/| decrypt to extract ACK

xxi) Check if

KeyedHash(ACKph XOR Tb) using
(i3+1)(j3+1)key is equal or not
with ACK



xxii) Receive ACKm

xxiii) Check if
KeyHash(ACKph XOR Tb) is
equal or not with cl

xxiv) If equal, Calculate
h(Nc XOR K) = ACKn

xxv) Transmit ACKn

xxvi) Delete ‘K’ and ‘n”

29) Receive ACKn

30) Check if

h(Nc concat K) is equal or not
with ACKn

31) If equal, delete ‘K’ and ‘n’

A\

DATA TRANSFER COMPLETE

Figure23

ey Figure 18
\ > Figure 19

4 Figure 20

|

Figure 22

Figure 23

Figure24 Data Transfer Phase
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4.3 APPLICATION USED FOR DATA COLLECTION TO TEST THE PROPOSED
APPROACH

At the client end, the reference frames are formed/updated and then written into the file but

at the server end, the reference frames are updated aftecépgion of the file. Figure 16
represents the layout and the contents of the Reference Frames. The fields in each of the
frames are updated at both ends. But the fi
696 et c. whi ch a rne foruksye generatian, authemticattoh @qrawr i t h
acknowledgements etc.

The application used for the generation of the reference frames makes use of the sensors
available in the smartphone. All the required methods and classes are implemented for
retrievingtheses or s val ues. These values are thel

with o6.txto6 extension.

The researcher turned on the application developed and performed the test cases discussed

in detail later in Chapter 6.
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CHAPTER 5 IMPLEMENTATION

5.1 DEVELOPMENTE NVIRONMENT AND LIBRA RIES USED

The entire proposed algorithm is implemented using Java platform on a Windows
Operating System. The Android application was developed in Android Studio on the same
Operating Systent.able 2shows the developmeatvironment used for implementing the

proposed approach.

Programming Language Java 1.8.0_25

Application Android minimum version | 4.4 (Kitkat)

Operating System Windows 8.1

Table2 Development environment for the proposed approach

5.1.1 JAVA Environment

Java aa programming language gained popularity due its Write Once, Execute Anywhere
feature. This made it platform independent and easily executable in any device irrespective
of the Operating System upon which the device reties It is an object oriented
programming i.e. everything is based on the classes defined in the program. The Java
Virtual Machine (JVM) which gets installed in the system, is what actually makes Java as
platform independent. Upon compilation of the javagoam, it yields a Bytecode whose
execution is intended to be the JVM rather than the machine itself. Hence as long as the
JVM is present in the system, the java snippet can be executed or compiled or both, on any

platform.

Java is now an Oracle produmit it was first released by James Gosling in 1995 under the
roof of Sun Microsystems. It was in year 268®10, that Oracle acquired Sun
microsystems[45] The Table 3 shows the Java and IDE details which are used for this

thesis work.
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Java version 1.8.0 5

Netbeans IDE version | 8.0.2

Table3 Platform Specifications

There are many libraries in java which provide access to many facilities such as multi
threading, networking, security etc. The followiag the packages which have been used
in the implementation of the proposed approach;

A Security programming: The java.security package provides the classes, security
services, name of t h €56, pMDb etc.)dneededdfor ( s uc
facilitating the gcurity aspect in java platform. This package contains classes that
are not involved in securing the transmission content such as Message Digest and
Signatures, which do not directly deal
used to get a specifigrovider. For instance, if we want to generate a Message
Digest using the MD5 then its code snippet would be as follows:

0 Qi | OQQAQOAUNNDI O QQBOOWE:d O AP

The java.crypto package, contains clagbas are involved in securing the
transmission content such as Cipher and KeyAgreement, which directly deal with
encryption. It has budin providers for cryptographic algorithms such as DES,
AES, ECDH etc[47]

Apart from the above, java.crypto.cert pagk provides Public Key
Infrastructure PKI, which contains keys, certificates, public key encryptions,
certificate authorities etc., needed for a secure exchange of data.[47]

A Network programming: The java.net package provides the classes and interfaces
nealed when we our program to transfer data from one machine to another machine
across different platforms. In short, it helps multiple machines to communicate with
each other. The process using which a TCP connection is established using the
classes in thipackage are as follows:

The ServerSocket class has methods which helps in accepting the incoming

connection requests from various different sockets and allowing data to be
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transferred. The only argument which ServerSocket takes is the port number over
which the communication shall take place.

Then a Socket is opened which shall be listening to all the incoming
connection requests. It is this class that acts as a bridge for transferring the data
from one end to the other. There is a Socket instance crdagatlraend of the
connection.

Once the Socket object at the one end, for instance; a server, is listening for
the connection requests, another Socket at the other end, for instance; a client, tries
to send the connection requests. The Socket at the ehentreates an object by
passing the I P address and the Port numt
for the requests.

When the serverods Socket i nstance r €
responds with a reference which indicates the commmesce of the
communication session.

During the communication, data is transferred and/or received using various
classes such as DataOutputStream etc. & methods (from the Socket class) such as
getinputStream() etc.

When the data transmission is completed,dlmse() method of the Socket
class is used to end the session and the connection is terminated.[48]

Collection Framework: The java.util package contains set of interfaces and classes
which help in overcoming the limitation of the array structure i.efixed size.

Array sizes cannot be increased dynamically. Once declared, its size remains fixed
for the entire span of the program. Collection/s, on the other hand, can grow
dynamically. The object of the collection class stores the references of o#Esobj
while the collection interface has the abstract methods which represent the
operations that can be performed on the objects. In short, this framework provides
pre-packaged data structures and algorithm for its manipulations.

Collection Interface ha$e List Interface, Map Interface, Set Interface etc.
which can be manipulated independently.

Collection Class has the ArrayList, LinkedList, HashMap, TreeSet etc.
which are reusable data structure at its core.
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The contents in them are inserted, deletadyed etc. using the Iterator or

Enumeration objectgl9].

5.1.2 ANDROID Environment

The first version of Android was released in the market in the year 2007. Since then it has
swept into almost every phone available in the market as it Operating Sisi@mid was

acquired by Google in the year 2005, two years post its foundation at Palo Alto in the year
2003. Its Opersource feature encouraged developer across the world, to embrace it and
enrich it. Numerous mobile applications have been developeglissnmelease. The current
release is the Android 6.0 which is named

kernel based programming language for touchscreen dgeitles

Android Studio Version 1.4

Android SDK version Android 4.0.3 (IcecrearBandwich) and above

Programming Language Java 1.8.0 2

User interface XML

Device Samsung Galaxy S6

Device Android OS version | Android 5.0.1 (Lollypop)

Table4 Application development environment specifications

The following isa brief overview on some of the modules available in the Android
framework;

Activity Life cycle: Android uses a stack to handle and manipulate all of its
foreground and background activities. The activity which is on the top of the stack
is the activity vhich is running in the foreground, followed by the activity which
was most recently sent to the background.

onCreate() and onDestroy() are the two ends of the activity lifecycle. The
required resources ae allocation to the application in the onCreate(jpofuand

the very same resources are released when the onDestroy() method is called. All
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the functionalities necessary for the successful execution of the application runs
inbetween these two function calls.

onStart() and onStop() are the two ends of uker interaction duration
period. With the onStart() function call, the activity is made visible to the user to
interact and with onStop() function call, the very same activity is hidden from the
user. After the onStop() function call, the application rbayin the background
holding its resources but is moved from the top of the stack to the next position.

onResume() function call bring the activity back to the top of the stack and
hence to the foreground for the user to interact again. onPause() furadtisends
it back to the background.

onCreate(), onDestroy() and onResume(), onPause() functions can be
frequently called by an activity.[55]

Activity
launched

v

onCreate()

v

onStart() -— onRestart()

¢ 'y
User navigates
g onResumei)

to the activity

Activity
running
Nl
Another activity comes

into the foreground
+ User returns

to the activity
I |
onPause()
|
The activity is
no longer visible

I-"' App process |
killed

Apps with higher priority |
need memory

User navigates
* 1o the activity
onStop() )

|
The activity is finishing or
being destroyed by the system

v

onDestroy()

v

Activity

shut down J
\y o/

Figure25 Android activity life cycle[55]
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Application framework: It handles allt/eP 1 6 s whi ch ar e I mp
devel oper s. I't maps the i mported API 6s
(HAL) interfaces. This framework, in short, is the starting point for application
development. The services which are available in this frarieare:

V Sensor Managei This manager has the functionalities with which it
controls the sensors available in the device. Thes&rs include
accelerometer, proximity, light etevhose provision in the device varies
from one manufacturer to another.

V Wi-Fi Manageri This manager has the functionalities which provides the
information required for network connectivity. It provides details such as
WI-FI signal strength, MAC address etc.

V Activity Managefi This manager is one of the most important as it controls
the Application lifecycle and activity stadkvolved in the functioning of
the developed application

V Content Provider$ This manager provides the functionalities which help
in sharing the data andsources amongst application by linking them with
one another.

V Resource ManagerThis manager provides tlienctionalitiesrequired to
handle thaisercolor settings interfacelayouts andastringsdisplayed

V View Systerii This mainly handles thiinctionalities concerned with the
display/view of the application. It is primarilysad formanipulation of the
applicatio® siser interfaceaspect such agextview & editview sizes,

button® pl acement ecr si ze or i mage
V Notifications Manager All thealerts and notificationare handled by this
manager

Hardware Abstraction Layer: This is automatically uploaded by the android
system. This layer acts as an interface for functions implementation without

accessing the higher layers.[55]

Linux Kernel: This is the bottommost layer in the architecture of android.
Its primary responsibilities include system administration, process management,
memory management and handling device drivers along with the equipment drivers

such as drivers for azera, screen display etc.[55]
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5.2 | MPLEMENTATION DETAIL S OF THE PHASES IN THE PROPOSED APP  ROACH

The proposed approach constitutes of two phases; Registration Phase and Data Transfer
Phase. The step by step discussion of each phase between the clieati@p@nd the
server, is clearly mentioned in Chapter 4. Here in this section, the implementation details
of each phase is explained. The succeeding subsections discusses the major implemented
operations upon which the entire proposed approach rotatesdar Those major
operations are:

+ XOR operation
Hash operation
Keyed Hash operation
Socket connection
Random Number Generation
60pdb, 6gb6b, OACKphdé, OACKsd etc. generati
Diffie Hellman Keys generation
RSA Key generation, Encryption & Decryption

- F F F F F FF

Reference Fame generation in Android application

5.21 XOR OPERATION.

XOR operation is performed numerous times in the proposed approach. For instance, in
Registration Phase, the 6z6 value is dedu
operation between PUF dévice and hashed fingerprint. Similarly, in Data Transfer phase,

the seed for the random number generator is the outcome of the XOR operation between
the 6z6 value and the Nonce. The foll owing

between the bytarray inputs and the outcome is stored in another byte array.

xor_result[pos] = (byte) (field1[pos] * field2[spos]);
where xor_result is a resulting byte array and field1 and field2 are the array values

between whom the XOR operation is performed.
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5.2.2 HASH OPERATION

Hashisaonevay operation i.e. if O60A6 i f hashed -
get 0AO. This makes it apt for authentica
would know the input of the hash. If the hashes do not hmaien the sender is not

authentic. For instance, as discussed in Section 4.2 of Chapter 4, the client application
requests for fingerprint, generates a hash of it and deletes the original fingerprint. This
helps in providing Access Control for the apation in the proposed approach. Apart from

this, hashing has been used multiple times in the proposed approach as it does not reveal

which values are used as inputs.

For getting the Hash, MessageDigest class is used to perform £251Aashing. The
outcane of the array of bytes is stored and is used as required by the proposed algorithm.

The code snippet which performs the hash operation is as follows:

MessageDigest md = MessageDigest.getinstance("SHA - 256");
md.update(hashed_image_byteArray);
byte[] hash  ed_image_bytes = md.digest();

5.2.3 KEYED HASH OPERATION

Hashing is secure, but to make it even more secure, Keyed Hash is used in the proposed
approach. Keyed hash is mainly used for generation of the Acknowledgment packets in the
proposed algorithm. Secret KeySpec cbéass i s
is given as one of the arguments. The result is a byte array which is returned and stored.
javax.crypto.spetbrary is imported to perform the mentioned operation. The following is

the code snippet used for performing the Keyed Hash operation.

SecretK eySpec signhingKey = new SecretKeySpec(hash_key.getBytes(),
"HmacSHA256");

Mac mac = Mac.getinstance("HmacSHA256");

mac.init(signingKey);

return mac.doFinal(message_to_be hashed.getBytes());
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5.2.4 SOCKET CONNECTION

Sockets are used for establishing a connection between the client and the server. Data is
then transferred using the data writer and reader classes. The received data is then verified
and the succeeding operations are performed accordjagh.netpackag is used for
implementing the entire socket connection.

At the server end, ServerSocket object is created on port 19 using the following code
snippet.

ServerSocket server_Socket = new ServerSocket(19);

Then the following snippet is used to instant@at®ocket object which would listen to the

i ncoming connection requests with the helop

Socket channel_Socket = server_Socket.accept();

After the establishment of connection between the server and the dewviaker to receive

the incoming message, readLine() function of the BufferedReader class is used. The
BufferedReader takes InputStreamReader object as its argument. The InputStreamReader
in return takes the getlinputStream() function of the Socket cremadeits argument. The
received message is stored into a String. The following snippet implements the above

mentioned process.

BufferedReader receiver = new BufferedReader(new
InputStreamReader(channel_Socket.getinputStream()));
String incoming_msg = rece iver.readLine();

The data which is to be sent out of the socket, is done by making use of the
ObjectOutputStream class. It takes getOutputStream() function of the Socket class as its

argument.

60



DataOutputStream sender = new
DataOutputStream(channel_Socket .getOutputStream());
sender.writeBytes("text to be sent");

When the objection of the socket session is completed or whenever there is an urge for the

session to be terminated, the close() function of the Socket class is used.

smartphone_Socket.close();

5.2.5 RANDOM NUMBER GENERATION

Usually the Random class of thava.util library can be used for Random Number
generation. But when we want to generate a Random Number in a secure fashion, then we
make use of the subclass of the Random class. SecureRandom-iassud the Random

class which generates a random number wisigtrong cryptographically as specified in
RFCG1750: Randomness Recommendations for Security. The random number thus
generated satisfies the tests specified in FIPS-2148ecurity Requirements for
Cryptographic Modules[50]. The following code snippeused to generate a random

number required for the proposed approach.

SecureRandom prng = new SecureRandom(new_seed);
int n = prng.nextint();

52.6 6pd, 6g6, OACKphd, OACKsO6 TERMS GENERA-

The value of &éné which i s umgbergeneratdristiectus i ng
for the generation of the O6pbo6, 6g6 whi ch
Hel Il man al gorithm and for the generation

acknowledgements ibetween the client and the server.
Thegeneat ed random number is split and stored

This ArraylList objectdés contents are then
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Frames arraygava.util package is imported to avail the facilities of the Atriat, Iterator
classes etc. The following snippet shows h

into the pointer ArrayList.

String n_string = String.valueOf(n); [/ /random numbe
to String for splitting

String[] n_arr = n_string.spl it("");//split and stored into an array
format
int looper=0;
do {
pointer.add(Integer.parselnt(n_arr[looper]));//each digit of 6nd is
stored into ArrayList Opointero
looper++;

} while (pointer.size() < n_arr.length);

Once the digits of the random numlbee stored into the ArrayList, they are then accessed

and the respective |l ocationsd content from
as discussed in Section 4.2, the first two digits of the random number generated are used

as pointerstotheocati on whose contents is used as

snippet illustrates how the mentioned example can be achieved;

p = (get_Reference_Frame_Content(pointer.get(0), pointer.get(1)));
/lwhere get Reference Frame_ Content is a methlodh takes the array indices as
parameters. The first parameter refers to the Reference Frame number and the second frame

represents the Field number in the chosen Reference Frame.

/lget_Reference_Frame_Content() pseudo code
get_Reference_Frame_Content(i nti, intj) {
double content;

if (i > (row_count - 1)) {/loops it around the reference frames used
i =i% (row_count - 1)

}

if (j > 4) {//loops it around the fields used

j=i%4
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}

content = reference_frames]i][j];

return content;

}

Similarly, them | ues of 06g6, OACKphé, O6ACKsd6 are de

variable and utilized as needed by the proposed approach.

g = (get_Reference_Frame_Content(pointer.get(2), pointer.get(3)));
ACKph = (get_Reference_Frame_Content(pointer.get(4), poin ter.get(5)));
ACKs = (get_Reference_Frame_Content(pointer.get(6), pointer.get(7)));

5.2. 7 DIFFIE HELLMAN KEY GENERATION

Di ffie Hell man al g r,is0tohdmbédr gGTH or es hép genéga
key. The 0va&buE&ratfo mbanu me r&sd,6dG e cal cul at ed
formula (i) & (ii) and the SecretKey is generated using the formula (iii) & (iv) asgiven
below;

i YO Q a¢€Q

i. YO Q 4¢'9

i. 3AADARO YO aéQ

iv. 3AADAO YO G¢ @

For attaining the 0ahtdvEendnetnie o8edr ett hie Y Tz«
BigIntegers which is obtained from tljgva.mathpackage. The following code snippet
depicts howaodt R 6 daleue adbfcuddt ed;

T=(g).pow(S.intValue());
T = T.mod(p);

Similarly, the following code snippet helps in calculation of the Secret Key;

key = (T).pow(S.intValue());
key = key.mod(p);
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5.2.8 RSAKEY GENERATION, ENCRYPTION & DECRYPTION

The message which has to be transmiitedpmposed and hashed as discussed in Section
4.2. This hashed version of the message is the Message Digest. This when encrypted acts
as the Digital Signature. The whole message along with the digital signature is encrypted

using the public key of the sar. The entire message is secured using the RSA encryption.

Following is the implementation details of the RSA algorithm.
Two important libraries are used, mainly for handling the Biginteger and for generating a

secure random number. They @rea.mathand java.security.SecureRandaespectively.

As discussed in Section 2.1, the keys required for the RSA algorithm are generated after
following a sequence of calculations. For the proposed approach, the keys are generated

using the following snippet:

/lca Iculating p*q

n = p.multiply(q);

/lcalculating (p -1*g -1)

Biginteger m =
(p.subtract(Biginteger.ONE)).multiply(qg.subtract(Biginteger.ONE));

e = new Biginteger("3");

while (m.gcd(e).intValue() > 1) {

e = e.add(new Biglnteger("2"));

}

d = e.modlnverse(m);

/Ipublic key (e, n) and private key (d, n)

For encryption, the data to be sent is processed as discussed in Section 2.1. In the proposed

approach, data is encrypted using the following snippet;

public synchronized String encrypt(Strin g plaintext) {
return (new BigInteger(plaintext.getBytes())).modPow(e, n).toString();

}
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For decryption, the received data is processed as discussed in Section 2.1. In the proposed

approach, data is decrypted using the following snippet

public synchronize d String decrypt(String ciphertext) {
return new String((new

Biglinteger(ciphertext)).modPow(d,n).toByteArray());
}

5.2. 9 REFERENCE FRAME GENERATION IN ANDROID APPLICATION

As discussed in Section 4.2, the Reference Frames are stored in an arrayltoerRatws

represent the number of Reference Frames used and the columns store the Sensor values
which are put into the desired use. The Re
stored in the required format via the mobile application. For gatheringethsor values,

following are the set of code snippet that were utilized:

The SensorManager class in the Android system is used to activate and/or manipulate the
sensors available in the smartphone/device. In the following snippet, SensorManager is the
class, getSystemsService() is the function call whose parameter is the sensor service of the

current Context.

SensorManager sensor_manager =
(SensorManager) getSystemService(Context. SENSOR_SERVICE);

Then the sensor is instantiated using the getDefaultSgagdhe sensor manager class.

Following is the snippet for Pressure sensor.

Sensor pressure _sensor =

sensor_manager.getDefaultSensor(Sensor. TYPE PRESSURE
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Then the obtained sensor is activated using the registerListener() function call. This
function takes the context, sensor and the delay as parameters. Following is the snippet

which registers the Pressure sensor.

sensor_manager.registerListener(MainActivity.this,
pressure _sensor, SensorManager.SENSOR_DELAY_NORMAL);

Similarly, to stop a sensordm listening to changes within its hardware, the following
snippet is used where the context and the sensor is used as parameters to

unregisterListener() function:

sensor_manager.unregisterListener(MainActivity.this, light_sensor);

After registering the sensor, the onSensorChanged() function which takes the
SensorEventdos object as it parameter, I's @
t hat occurs in the sensoro6s hardware and t

The following code snipet displays the function for Pressure sensor;

@Override
public void onSensorChanged(SensorEvent event) {
if (event.sensor.getType() == Sensor.TYPE_PRESSURE)

{

pressure_values = event.values[0];

/lcode to write to file

1

The recorded values are thentten into a text file using the BufferedWriter and FileWriter

objects.

BufferedWriter writer = new BufferedWriter((new
FileWriter(fAiRFFile.txto, true));

writer.write(pressure_values+ fA&0);// & is used as a
retrieving the values at serve r end
writer.flush(); writer.close();
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For the generation of the Reference Values at the client end, the following code snippet is
used from within a nested for loop. This For loop is basically used to handle the Array

Structure.

reference_framesJi|[j] = pressure_values;

At the Server end, the values are read from the file which is sent from the client and is split
using the 6&6 as an i dentifier. The split

Following code snippet gives a brief overviefitloe implementation.
space_split_array = sub.split("&");

[[for loop

reference_framesJi][j] = Double.parseDouble(space_split_array[K]);

5.2. 10 PERMISSIONS REQUIRED FOR ANDROID APPLICATION

Permissions are needed in order for the application to functapegy, collect the data
appropriately and send them to the remote server. The following are the permissions which

are used in the application developed.

<uses - permission android:name=
"android.permission. WRITE_EXTERNAL_STORAGE"/>
<uses - permission  android:name = "android.permission.BODY_SENSORS" />
<uses - permission android:name = "android.permission.READ_PHONE_STATE"
/>
<uses - permission android:name=
"android.permission. WRITE_INTERNAL_STORAGE"/>
<uses - permission android:name=
"android.permission.WRI TE_EXTERNAL_STORAGE'"/>
<uses - permission android:name=
"android.permission.INTERNET"/>
<uses - permission android:name="android.permission.ACCESS_NETWORK_STATE"
/>
<uses - permission android:name=
"android.permission. ACCESS_COARSE_LOCATION"/>
<uses - permission a  ndroid:name="android.permission.ACCESS_FINE_LOCATION"

/>
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CHAPTER 6 EXPERIMENTAL RESULTS AND ANALYSIS

The Sections in this chapter discusses about the Experimental Setup, the Test scenarios
with their results and finally we compare it with the existing algorithm.rii&i@ objective

of the proposed approach is to make the keys generated by the partiggedictable as
possible to minimize the probability of occurrence of the MITM attack in the Diffie
Hellman algorithm. Hence different test cases are designed wiioic the real time
scenarios under which the Reference Frames which are used for key generation, is
collected. The keys thus generated are analyzed to check if there is any noticeable pattern
among them. The whole approach is also tested using diffee¢erteRce Frame count for

different file counts as well.

Figure 26 shows the content that is stored at each of the client and the server before the

commencement of the Data Transfer phase, post Registration Phase.
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Figure26 Entities stored at each of the parties involved in the communication

The data which is sent over the wire in between the client and the server programs are
captured using Wireshark tool and the captured traffic is also analyzed. A protocol analysis
tool namedscyther is used to evaluate the protocol in the proposed approach. This protocol
analyzer tool displays all of the possible attacks in the proposed approach, if any. This was

used to ensure that this work was not susceptible to any major known attacks.

This chapter is organized as follows, we begin with the Experimental Setup discussing
about the devices with the environment under which the data is collected and the tools used

for evaluation. This section is followed by a set of sections which elabanategrious
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test cases considered and experimented upon. Section 6.2 deals with the evaluations done

using Wireshark followed by Section 6.3 which deals with the various real time test cases.

Section 6.4 shows the evaluations performed using Scyther ahdnfSe&:5 & 6.6 which

present the performance & security analysis respectively. Finally, we conclude with the

summary discussing the outcome of the experiments performed and the results thus

obtained.

6.1 EXPERIMENTAL SETUP

The data required for testirand evaluating the proposed approach is accumulated via a

mobile application which was installed in a smartphone mobile device. The device

specification is as follows[51]:

(0]

O O O O o

Device Model: Samsung Galaxy S6

Android Version: Android 5.0.2 (Lollypop)

RAM: 3GB

CPU:Quadcore 1.5 GHz CortexA53 & Quadcore 2.1 GHz CorteA57
Chipset:Exynos 7420 Octa

Internal Memory: 32GB

The client and the server instances are implemented and executed using Java programming

language in a personal laptop. The specification®faptop is as follows:

(0]

o O O O O

Operating System: Windows OS 8.1

RAM: 8GB

HardDisk Capacity: 500GB

Java Version: Java 1.8.0_25

Processor: [|-42008 CPE @CLGOGHE2.20GHZ
System Type: 64bit Operating System, xédased processor.

The mobile applicatiors installed in the device and the researcher performed the activities

required for each of the test cases. The data thus generated is then transferred to the laptop

and the ClienServer socket program is executed.
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All the keys generated are stored iraext file for analysis. The time taken for the
execution to complete is noted down and plotted into a graph to understand the time
consumption pattern. Also the generated keys are then plotted into a map to observe for

any possible patterns.

During theexecution of the java programs, the encryption of the data packet, which is to
be transmitted, is avoided to make the contents visible for analysis. Only the Data part is
encrypted, rest of the packet is leftemcrypted and is sent as plain text. Adtzdhat,
since sending such huge files using sockets is not feasible, we have encrypted only the file
name and transferred the encrypted part as Data. At the same time, we have stored a copy
of the encrypted file which is decrypted later by the otheydter the obtaining the file
name with the use of proper decryption key. RawCap is used to capture the loopback traffic
generated by the data exchanged between the socket programs[52]. This captured traffic is
then analysed using a traffic analyzertéoWi r e s har k6 [ 53] .

0 Wireshark Version: 1.12.11

o RawCap Version: 0.1.5.0

The entire proposed protocol I's then eval u
tool is run in Linux based system. The Scyther specification is as follows;
0 Scyther Versioni.1.3 [54][62]

Only the following sensors are chosen for Reference Frame for the study purpose, as these
are known to have relatively less probability of zero value generation. For instance, the
proximity sensor value is either numeric Zero or numerghgiwhere numeric Eight
represents the presence of the device away from the ear and numeric Zero, represents the
presence of device near the ear. Thus the list of sensors considered for the testing are as
follows:

0 Pressure Sensor

o Gravity Sensor

o GPS Sensor
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o Orientation Sensor

0 Gyroscope Sensor

Each of the test cases are triggered for different count of Reference Frames, to analyze their
execution times. The following are the number of Reference Frames considered for each
of the test cases;

o0 Five Reference Fraes
Ten Reference Frames
Fifteen Reference Frames

Twenty Reference Frames

o O o o

Twenty Five Reference Frames

6.2 EVALUATION USING W IRESHARK

The actual proposed approach transmits most of the message in an encrypted form. This
encrypted message is theecrypted at the corresponding other end using the appropriate
key. To understand what is sent into the communication channel, this message is not

encrypted. Only the actual data is encrypted and sent into the communication channel.

The packetsarecapwud usi ng ORawCapd as discussed in
OWi reshar ko. The following is the snapshof
Phase.
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P Follow TCP Stream (icp.stream eq 3) - o IEl _

Stream Content |

DataPacker-#00W 58706834237 34107 2135352107 0141148685667 640284587068342272403206534700630 |
#5B8706834227 2480741067 7T851#932065347 9069989741067 78514781 25000000041 338925200084478125

O000000#15224 35234 37 5489741067 7851411747111 39837#1028071702528#86812553324672#152243523 |
4375489741067 7 B51#8681255332467 2411747111 39837#032065347906994107213535210701#107213535
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Figure27 Encrypted Data during the Registration phase.

mide 111 11 WP W 1 1% | &VTT JVTAV S Jed Wk VIO

hash(m1)

Figure28 Second Message during the Registration phase.

KeyedHash(m?2)

Figure29 Third Message during the Registration phase.
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The following is the snapshot of the traffic captured during the Data Transfer Phase.

A Follow TCP Stream (tcp.stream eqg 3) = =

Stream Content

Tm~8~Fddeeb257ec58cbca7300337b8ad 58eb709943ad6led4e58db29d5418Fbaf96ca
ACK1~3~e7df1802c148a270876db6b068cece9b7bB827484c1d1c69f3ef76d4442c5fe3e
ACKggglEZBdbgleEebaQBSb5a080be4e?830becb6096f42dda2d48?bb2b53c566d5e

verifie

DATAPACKET~27~} =9==A87:; 78 :>=8=8>:B9>9<5; 87
@==-Fdcd9e5F88F0374%9ef23e869a2c0e9136F5201e3d8e07addB6a%a381l7eabf649~1
ACKN—~32-2e95ef10119837a89dec160972418ef4766042d17a3c2b337f7febd7 3646138
ACKmEf?g4e5309f4468bQU?faaOUdEfgsﬁbSSf3cbaa3c6c666c2fda?882d2619a5b0d

verifie

DATAPACKET~1~57377; 2045024872728423836252:83; ~60266ee02ddcheed01413ed34a29db2ebelarfd23
2f298a566e5b511F263bfBe~2
ACKN~54-~6714632b43367che2ffhd19110402aca7496e788262028cbB858ccf 5867 8688ecC
ACKm;35576f2ae35891a9b19818bcf38051f?5f4a508ad26b189a3?24222560239850

verifie

DATAPACKET~32~46266:1834813761617312725141 :46:~4e72a07b6beB840b77acc2fe30703e021d9%e5b208
b4acseb8f10ed923bfdl4c49e-3

ACKN~40~F57a6c55ddb9227094f 3balcf372ba944c5e06bc724ee27f39d5ded423F03a071
ACKm;feggelgcﬁeadﬁBcf?bg33ec22Sdcf?gee3cc42939cab04?3e?c11?0aﬁea9121a

verifie
DATAPACKET~25~7:5:9>4<68; 56; 0505:746: 68576464 5~2451e8224e0a4a92e0dddafbd28f2c9d63d0c25d
8d62ceca2c380cdbce0lechd-—4
ACKN~1~1befeld4celse0o4c904e52784eb74333b98756b0a501936569F30c90ch163T98
ACK@FQZ§481?2d32e22ddea3ea4lcﬁ4f3?Ul8be310f9?f2fa041850Eff64ded2296f1

verifie
DATAPACKET~48-46266:18348137616173127251422531~-32248172d32e22ddea3eadlco4f37018be310f97
f2fa041850effedded2296F1~5
ACKN~37~533al2d624eabB83d85d3f8a82877e0e39cdlcdas379e68c4e3439%ec0al615al8
ACKm~37d4fd94426936c6db58b41a5dce8066badb622blcf7E3FTb23d404437102419

verified
ACKm~28bebce0fc355371d80926802a50cde2f066929411de41bdfo14bf1b40fbo74d5
Failed v
Entire conversation (1627 bytes) W
Find Save As Print () ASCll () EBCDIC () Hex Dump () C Arrays (® Raw
Help Filter Qut This Stream | Close

Figure30 Traffic content during the Data Transfer phase.

hash(ACKph)

Taw

H1oeh?5TecS Bchea?300337h8ad ShedTo0dSadteddeSodbaodsetsfbafdoea

NACA AAN 4 TA_ASMAASE L FLARR ALSLARS AN _d Jd _PACKY TSR Toaas _FC_K

Figure31 First packet transferred in the Data Transfer Phase

L}

C1

0f1802¢148a270876db6b068cecedb7bB27484c1d1¢09f 3ef 76dddd2c 5Fe3

Figure32 Second packet transferred in the Data Transfer Phase
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KeyedHash(ACKph XOR Ty)

Q0-AEotD Sehat 335 hede 00 aBeL A TER RS cot6ese

Figure33 Third packet transferred in the Data Transfer Phase

T{ Encrypt(DATA)

KeyedHash(ACKph XOR Key) SeqNo

Figure34 Fourth packet transferred in the Data Transfer Phase

Amongallthec ont ent s which constituted the messacg
0Tbd are the factors which are a part of t
themselves cannot contribute to the generation of the Secret Key without the support of
6pb6 6g6 and their respective 06Sad and O6Sb
A351559072370266da4D62eh6090p628 and the ou
Figure 34. It is highly unlikely to revert back to the actual data without the knowledge of
theactual Secret Key that is used to encrypt the data. Thus it is clear that the prediction of

keys is relatively difficult even if the hacker intercepts the ongoing communication.

6.3 EVALUATION USING TEST SCENARIOS

Thetest scenarios considered for tresearch work depict the déy-day activities of the

users. We placed the smartphone device in different positions which would imitate the
position of the device if it were to be in a real time scenario. The testing began with
Simulated data collectiona. the contents in the Reference Frames and the data files were
generated with the help of a Pseudo Random number generator. Then the developed mobile

application was put into action under various test cases. The following is the list of all the
74



test case under which the mobile application accumulated the data required for testing the
proposed approach.

x When the device is moved 6Verticallyé

x When the device is in an 61 dled positio
x When the User is o6Walkingd with the dev
x WhentheUser is insiwde han h@eEldewatcter @ n his t
x When the User is walwiitnhg tuhpe ddewni cteh ei nd
pocket.

x When the User i v8i twh tthh en de WiVeda iicd eldi s

6.31 USINGTHE 6 S| MULATED DATAD®

In this test case, the proposed approach is tested using the data generated by a random
number generator in a Java program. The uppmwrer bounds for each sensor is set and

the values are generated. Even the sensors are also seleatetben. In this test case, no

real sensor is used. Only a reference of the real sensor is duplicated and tused. The purpose
of this test case is to check if this approach can be utilized in devices which do not include

any Sensorsod6 hardwar e.

The generad values and the files are then used as input for the proposed approach. The
communication is initiated and the Keys generated are written into a file. The keys in the

file are then plotted into a graph and analyzed.

The Keys generated and the Execution times are recorded for the Reference Frames count
mentioned in Section 6.1 for different file counts i.e. in the first execution, five DataFiles
were transferred between the client and the server socket using eaehRéfémence

Frames count scenario. Then in the second run, ten DataFiles were transferred again
between the sockets using each of the Reference Frames count scenario and so on until the

DataFile count was observed to show an exponential spike in theiereaut or until it
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shows that the execution times are remaining constant irrespective of the Reference frames

count used. The count of data files is five, ten, fifteen, twenty, twiargyand fifty.

The following is the image of the Graph which repréas the execution time taken for

different DataFile count with different Reference Frames.

EXECUTION TIMES for DIFFERENT REFERENCE FRAME
AND DATAFILE COUNT
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w
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ST VT ST

REFERENCE FRAMES : : DATAFILES

Figure35 Execution Time vs ReferenceFrames count & DataFile dour8imulated
Data

Figure 36 shows the graphs with the key values #ine obtained for different DataFile
count but with five Reference Fram&sch graph (in Figurest89) representing the keys

generated for different Data File counts are displayed individually in Appendix A.

5 REFERENCE FRAMES - 5 DATAFILES 5 REFERENCE FRAMES - 10 DATAFILES 5 REFERENCE FRAMES - 15 DATAFILES

u_ﬁ

gl

g 5
i FLLI L L L EL ST AR c’\‘”‘ *"5\\"
i & @ & &g PURaF RO ,"‘“
e
5 REFERENCE FRAMES - 20 5 REFERENCE FRAMES - 25 DATAFILES 5 REFERENCE FRAMES - 50 DATAFILES
.

DATAFILES

3 gty 4 A e

KEY VALUE

e 7
w" sb?\ "'S(w fﬁ{\ 1’ 5
[ AR R [

Figure36 Key vdues obtained for each Data file with 5 Reference FrdoreSimulated
Data

76



Figure 37 shows the graphs with the key values that are obtained for different DataFile
count but with ten Reference FramEsch graph (in Figur80-95) representing the keys
gererated for different Data File counts are displayed individually in Appendix A.

10 REFERENCE FRAMES - 5 DATAFILES 10 REFERENCE FRAMES - 10 10 REFERENCE FRAMES - 15 DATAFILES
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DATAFILE INDEX

10 REFERENCE FRAMES - 20 10 REFERENCE FRAMES - 25 DATAFILES
DATAFILES

Figure37 Key value obtained for each Data file with 10 Reference Fréoné&mulated
Data

Figure 38 shows the graphs with the key values thaolataned for different DataFile
count but with fifteen Reference Fram&sch graph (in Figure@101) representing the
keys generated for different Data File counts are displayed individually in Appendix A.
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Figure38 Key value obtained for each Data filéth 15 Reference Framésr Simulated
Data

Figure 39 shows the graphs with the key values that are obtained for different DataFile
count but with twenty Reference FramEach graph (in Figur#02107) representinghe
keys generated for different Data File counts are displayed individually in Appendix A.
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20 REFERENCE FRAMES - 5 DATAFILES 20 REFERENCE FRAMES - 10 20 REFERENCE FRAMES - 15 DATAFILES
DATAFILES
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20 REFERENCE FRAMES - 20 20 REFERENCE FRAMES - 25 DATAFILES 20 REFERENCE FRAMES - 50 DATAFILES
DATAFILES

'DATAFILE INDEX

Figure39 Key value obtained for each Data filéth 20 Reference Framésr Simulated
Data

Figure 40 shows the graphs with the kejues that are obtained for different DataFile
count but with twentyffive Reference FrameBach graph (in Figure 80113) representing

the keys generated for different Data File counts are displayed individually in Appendix
A.

25 REFERENCE FRAMES - 5 DATAFILES 25 REFERENCE FRAMES - 10 25 REFERENCE FRAMES - 15 DATAFILES
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DATAFILE INDEX "DATARILE INOEX

KEY VALUE

25 REFERENCE FRAMES - 20 25 REFERENCE FRAMES - 25 DATAFILES
DATAFILES

Figure40 Key value obtained for each Data filéith 25 Reference Framésr Simulated
Data

As we can see from Figure 35, the execution time remained relatively constant as the
Reference Frame count increas@dded to that, Figures 36 to 40 show tharénis no

pattern which has repeated itself in any of the scenario.

78



6.3.2 WHEN THE DEVICE IS MOVED OVERTI CALLYS®G

In this test case, the proposed approach is tested using the data generated by the movement
of the mobile device in a vertical directiobhis would mimic a situation where the user

might be jumping or skipping or hopping in a real time situation. The rest of the
interpretation and analysis approach remains the same, as mentioned earlier in Section
6.3.1.

Figure 41 is the image of the Graghich represents the execution time taken for different

DataFile count with different Reference Frames.

EXECUTION TIMES for DIFFERENT REFERENCE FRAMES AND DATAFILE COUNT

ad
s
=
Q
=
a]
]
>

Figure4l1 Execution Time vs ReferenceFrames count & DataFile count for Vertical
movement of the Device

Figure 42 shows thgraphs with the key values that are obtained for different DataFile
count but with five Reference Framdsach graph (in Figure #1119) representing the
keys generated for different Data File counts are displayed individually in Appendix B.
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Figure42 Key value obtained for each Data filéth 5 Reference Frames for Vertical
movement of the Device
Figure 43 shows the graphs with the key values that are obtained for different DataFile
count but with ten Reference Framigachgraph (in Figure 20-125) representing the keys
generated for different Data File counts are displayed individually in Appendix B.
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Figure43 Key value obtained for each Data fiéth 10 Reference Framésr Vertical
movemenbf the Device

Figure 44 shows the graphs with the key values that are obtained for different DataFile
count but with fifteen Reference FramEsch graph (in Figure $2131) representing the
keys generated for different Data File counts are displayeddudilly in Appendix B.
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Figure44 Key value obtained for each Data filéth 15 Reference Framéar Vertical
movement of the Device
Figure 45 shows the graphs with the key values that are obtained for different DataFile
countbut with twenty Reference Framé&sach graph (in Figure3R-137) representing the

keys generated for different Data File counts are displayed individually in Appendix B.
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Figure45Key value obtained for each Data fileth 20 Reference Framdsr Vertical
movement of the Device

Figure 46 shows the graphs with the key values that are obtained for different DataFile
count but with twentfive Reference FrameBach graph (in Figure 83143) representing
the keys generated fdifferent Data File counts are displayed individually in Appendix B.
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Figure46 Key value obtained for each Data fiéth 25 Reference Framésr Vertical
movement of the Device

As we can see from Figure 41 the execution tiemained relatively constant as the
Reference Frame count increasidded to that, the Figures 42 to 46 show that there is no

pattern which has repeated itself in any of the scenario.

63.3 WHEN THE DEVICE 1S I N o0l DLE&é POSI TI ON

In this test case, theroposed approach is tested using the data generated by placing the
device in an Idle position i.e. no movement is experienced by the device. This would mimic
a situation where the user might be sitting or left the device on a table or sleeping in a real
time situation. The rest of the interpretation and analysis remain the same, as mentioned

earlier in Section 6.3.1.

Figure 47 is the image of the Graph which represents the execution time taken for different

DataFile count with different Reference Frames.
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EXECUTION TIMES for DIFFERENT REFERENCE FRAMES AND DATAFILE COUNT

REFERENCE FRAMES : : DATAFILES

Figure47 Execution Time vs ReferenceFrames count & DataFile ombeh the Device
is in Idle position

Figure 48 shows the graphs with the key values that are obtained for different DataFile
count but with five Reference Framé&sach graph (in Figure #4149) representing the
keys generated for different Data File counts are displayed individually in Appendix C.

5 REFERENCE FRAMES - 5 DATAFILES 5 REFERENCE FRAMES - 10 DATAFILES 5 REFERENCE FRAMES - 15 DATAFILES

»i | \\//_ 4 i ﬁ\T\A/M\ /’\A |

A &" & & @ o & & P o B BRSSP P E S
& e € & ¢ ‘d’@"p"é"pi",d"é"c\"_d",u ".5‘,\?*‘.3'..5 i ".,

o

'DATAFILE INDEX

5 REFERENCE FRAMES - 20 5 REFERENCE FRAMES - 25 DATAFILES
DATAFILES

Figure48 Key value obtained for each Data fiéth 5 Reference Frameghen the
Device isin Idle position

Figure 49 shows the graphs with the key values that are obtained for different DataFile
count but with ten Reference Framigach graph (in FiguresD-155) representing the keys
generated for different Data File counts are displayedithatally in Appendix C.
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Figure49Key value obtained for each Data fileth 10 Reference Frameghen the
Device is in Idle position

Figure 50 shows the graphs with the key values that are obtained for different DataFile
count lut with fifteen Reference Framdsach graph (in Figure 85161) representing the
keys generated for different Data File counts are displayed individually in Appendix C.
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Figure50 Key value obtained for each Data filéth 15 Reérence Frameshen the
Device is in Idle position

Figure 51 shows the graphs with the key values that are obtained for different DataFile

count but with twenty Reference FramEach graph (in Figure6P-167) representing the
keys generated for differeBtata File counts are displayed individually in Appendix C.
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Figure51Key value obtained for each Data fileth 20 Reference Frameghen the
Device is in Idle position
Figure 52 shows the graphs with the key values thaolst@ned for different DataFile
count but with twentffive Reference FrameBach graph (in Figure 86173) representing

the keys generated for different Data File counts are displayed individually in Appendix C.
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Figure52 Key value obtained for each Data fileth 25 Reference Framegen the
Device is in Idle position

As we can see from Figure 47 the execution time remained relatively constant as the
Reference Frame count increas&dded to that, the Figures 48 to 52 showt thare is no

pattern which has repeated itself in any of the scenario.
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6.3.4 WHEN THE USER I S OWALKING6 WI TH THE DE\
TROUSERSGOG POCKET

In this test case, the proposed approach is tested using the data generated by placing the
device in onef the pockets of the trousers while the researcher is walking. The researcher
performed the experiment by walking until all the desired number of files have been
created. The rest oi¢ interpretation and analyssmains the same, as mentioned earlier

in Section 6.3.1.

Figure 53 is the image of the Graph which represents the execution time taken for different

DataFile count with different Reference Frames.

EXECUTION TIMES for DIFFERENT REFERENCE FRAMES AND DATAFILE COUNT

Figure53 Execution Time vs ReferenceFrames count & DataFile cohat the Device
is in trouser pockewhile walking

Figure 54 shows the graphs with the key values that are obtained for different DataFile
count but with five Reference Framdsach graph (in Figure #7179) representing the
keys generated for different Ddfde counts are displayed individually in Appendix D.
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Figure54 Key value obtained for each Data fiéth 5 Reference Frameghen the
Device is in trouser pockethile walking

Figure 52 shows the graphs with the key valilned are obtained for different DataFile
count but with ten Reference Framigach graph (in Figure8D-185) representing the keys
generated for different Data File counts are displayed individually in Appendix D.

Figure55Key value obtained for each Data fileth 10 Reference Framegen the
Device is in trouser pockethile walking

Figure 56 shows the graphs with the key values that are obtained for different DataFile
count but with fifteen Reference FramEsch graph (in igure 1&-191) representing the

keys generated for different Data File counts are displayed individually in Appendix D.
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